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Abstract

A number of methods have been proposed in the literature for the encryption of two-dimensional image information
using optical systems based on the fractional Fourier transform (FRT). We present an image encryption technique,
which is based on a recently proposed method of phase retrieval using the FRT. The optical implementation of the
method is mentioned and digital simulations are presented. The technique is shown to be a powerful method of digital
data and image encryption. In this paper, we outline the implementation of the algorithm and examine the sensitivities
of the various encryption keys. We also compare the performance of the new technique to digital implementations of
other FRT-based optical encryption schemes.
© 2003 Elsevier B.V. All rights reserved.
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1. Introduction

The Fractional Fourier Transform (FRT) is a generalisation of the Fourier Transform (FT), which has
received much attention in the literature [1-5]. The FT is a linear transformation, which allows a signal,
originally captured in the position domain to be rotated through 90° into the orthogonal spatial frequency
domain. Thus, four successive applications of the FT (360°) are equivalent to the identity operation. In an
analogous way, the FRT can be seen as a linear transformation [2,3,6], which rotates the signal through any
arbitrary angle into a mixed frequency — space domain. Optical implementations of the FRT using bulk
optical elements have been developed [6,7]. The resulting system complexity is no more than that of the
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optical Fourier transform as it can be implemented with one or two lenses. The numerical implementation
is not quite as straightforward and the optimum form of the discrete fractional Fourier transform (DFRT)
has been the subject of debate in the literature [8,9].

Information security has been receiving increasing attention in recent years. Because optical systems have
the distinct advantage of processing two-dimensional (2D) complex data in parallel, thus carrying out
otherwise relatively slow operations at great speeds, they are of growing interest for data encryption. A
recently proposed FT-based optical encryption scheme [10] dubbed “double random phase encoding” in-
volves multiplying by two random phases in the input and in the Fourier plane. If the random phases are
statistically independent white noises then the encrypted image is also a white noise signal. The random
phase key in the Fourier plane serves as the only key in this encryption scheme. The extra degrees of freedom
available when using the FRT have been utilised as new keys in several recent encryption schemes [11-21].

One possible definition of the DFRT [8] has a correlation property which has been used to derive a
recursive algorithm for the phase retrieval of a signal provided we have available the intensities of two
fractional Fourier transforms of the original signal [22]. However, this 1D algorithm cannot be simply
extended to include a second dimension, as significant non-trivial differences occur in going from 1D to 2D.
In this paper, we extend this algorithm to two dimensions and we use it to encrypt a standard image. We
also point out difficulties that arise starting with the original 1D phase retrieval algorithm [22]. We show
that through the use of two random phase keys and the intensities of our image we can obtain a highly
encrypted image. Decryption is in the form of 2D phase retrieval. Many of FRT encryption algorithms also
employ the use of one or more random phase keys [11-21]. Random phase keys can also be used with other
optically implemented transforms to encrypt data [24].

The outline of this paper is as follows: in Section 2, we briefly recall the continuous FRT and in Section 3, we
describe its discrete counterpart and present some of its properties. In Section 4, we discuss the phase retrieval
algorithm and its application to encryption. In Section 5, we present results for our algorithm and show the
sensitivities of the various keys. We compare the sensitivities of these keys to those of recent encryption al-
gorithms. In Section 6, we present our conclusions and in Appendices A and B, we describe the correlation
property proof and why the phase retrieval algorithm does not break down when extended to two dimensions.

2. Fractional Fourier transform

Conventionally, the ath order FRT, f,(x,), of a function f;(x,) is calculated using integral transform
kernel given by [3,4]

Agexp {jn(x?cot ¢ — 2xx, +x2cotd)}, 0<|a| <2,

Ka(x7xa) = (3()(7 _xa)a a= 07 (1)
o(x +x,), a==2,
where
A¢p = exp[—jnsgn(sin ¢)/4+jp/2] and ¢ =an/2 (2)

and x and x, represent the coordinate systems for the input or zeroth order domain and output ath frac-
tional domain, respectively. The FRT is linear and has the property that it is index additive,

FARA{f(x)}} = Fup{f (x)}- (3)
It is possible to extend the definition of the FRT order beyond +2
EAf ()} = Franlf ()} Vn = integer. (4)

In image encryption, we will of course be dealing with two-dimensional signals. The 2D FRT has
separable kernels in both dimensions and so the above definition can be naturally extended [6].
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3. The discrete fractional Fourier transform

Numerical implementation of the fractional Fourier transform has been the subject of much discussion
[8.9]. Arguably the most plausible definition of the DFRT to date is outlined in [9] but this definition has
not been implemented as a fast algorithm. Another definition which does not appear to satisfy all of the
requirements for the discrete definition [9], but which is an effective method of computing the continuous
FRT, will be used in this paper. It is defined by sampling the kernel of the FRT at appropriate sampling
intervals [23]. In [8] a fast algorithm to calculate this definition of the DFRT is presented. However, this
method requires a slightly different sampling criterion, which causes it to be non-unitary, and thus cannot
be used in the following analysis.

Here, the 2D DFRT is defined as follows:

Sy (MAX,  my Ay, )
= FPoly {fo,o(lexo, 1,Ayp) } (m Ax, , m,Ay, )

__1 N

2

A At 3 S [foo (1A%, 1,Ayy) exp {Jncot(p; ) [(Axo)? + (mA, )] = jar l’"}

N,
Ny _—Ne x
ly=—% h==*

. T I,m
X exp {Jncot(p’z) [(leyo)2 + (myAy,,) } —j2n ;\’} H, (5)

where fo0(/.Axg, I,Ayp) is the discrete function which we transform, and the integers /, and /, have the
following ranges

N,

1 _
and 5

<oy (6)

__\lx<

N, N,
< X
2 2

N,
2
Axy and Ay, are the sampling intervals of our input function in the x- and y-directions, respectively, Ax, and
Ay, are the sampling intervals in the new FRT domain. They are defined below in Eq. (8). Both m, and m,

have the same range of values as /, and /,.
The original representation can be retrieved from the pth order FRT using the inverse relationship

Joo (nxAx07 nyAyO)
=Fh {-ﬁ'&ul’v (mxAx s My Ay, ) }(nxAXOa nyAyO)

Ny 1 Nv 1

=A_pA_pAx, Ay, Z Z [fm » (MxAx, myAypy) 28 {_ anOt(l%n) [(”XAXO)Z + (mxApr)z} }

X exp {jZn% }Vexp { —jncot(%) {(nyAyo)2 + (myAyp}_)z} } exp {jZn n},\zfny H : (7)

y

_sin (&%) _sin (57)
Ax,, = Nohr Ay,, = NoAw (8)

Then, using the above as our discrete model of the FRT, the following correlation property can be
defined
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|
—_

[sin (57)] [sin (57)]

X €xp {Jchot( 3 )l ky, (Ay )2} N,A

N,Ax}
X exp {Jﬂ?COt( 5 )kz(Axo }exp {]ﬂ:COt( ) }

2
o &g o
exp {_]27t } exp {J21I } . 9)
Ny
We offer a proof of this property in Appendix A.

X Z Z |f;7r (M Axy,  my Ay, )
We now make use of this correlation property in an analogous way to that done in [22].

—Ny

m
) x=

4. Encryption/decryption algorithms

In this section, we define our encryption and decryption procedures. Encryption is carried out using
two random phase keys and two FRT operations of arbitrary order. We apply one of the phase planes
followed by one of the FRT operations to our input image signal and store only the intensity of the result.
We repeat this procedure on our input image signal using the second phase key and applying a second
FRT operation. We note that both of these FRT operations may have different orders in the two or-
thogonal dimensions. In order to decrypt our image, we must know both phase keys and the orders of the
two FRT operations, comprising of a total of four FRT order keys (if we take the orders to be different in
the x and y-directions). Decryption is based on a correlation property of the FRT that allows us to
recursively recover our image.

4.1. Encryption

We begin with our signal to be encrypted go(/.Axo, /,Ayy). We note that this signal can be complex,
containing both intensity and phase information. Therefore, it can contain the information of two images
where the intensity of the signal can represent one image and the phase of our signal can be modulated to
represent a second image.

We intend to encrypt this data using two FRTs and two random phase keys in the form of two sta-
tistically independent white sequences exp{jo(/.Axo, [,Aw)} and exp{jo(l.Axy, ,Ay)}, where ¢(I,Ax,
1,Ayy) and ¢(I,Axo, I,Ayy) are uniformly distributed in [0, 27]. The keys necessary to decrypt the signal will
be the two random phase keys and the two sets of fractional orders, in both x and y used during the en-
cryption process adding four more encryption keys and giving us a total of six keys.

To encrypt our image, we carry out the following. We multiply our input signal by the first random
phase to give us

SLloo(LAx, 1,Awy) = goo(1:Axo, I,Ayy) exp{j¢ (1. Axy, I,Ayp) }. (10)

Applying a DFRT operation of order p, in the x-direction and p, in the y-direction to this result
gives,

S, (M, myAy, ) = FPP {gqo(1:Axo, [,Ayy) exp{j (L Axo, [,Ay)} }. (11)
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We store only the intensity of this signal |f ll,xﬁpy(mxAxpx,myAypy)|2 to give us half of our required en-
crypted data. We note that /, and /, have values in the range given by Eq. (6). However, the decryption
procedure which will be described shortly requires that this intensity has twice as many samples in each
dimension

_ sin (&7 sin (&F
s () o, _sn(5) (12)
2N A)C() ! 2NyAy()
where m, and m, have the following ranges of values
_ngmxgjvx_l and _NvgmygNy_l- (13)

In other words, we require our transformed function to be sampled at double the rate necessary to
describe our input function completely. We can obtain this interpolated function from our input function
SLoo(l:Axo, 1,Ay) by zero padding f1¢(/.Axo, I,Ay) so that we extend the range of /, and /, to

—N, <L, <N,—1 and —-N,<[,<N, -1 (14)
including zeros for the function values in the ranges
N, N,

_nglxg__r_la _<lx<Nx_1
2 2
and
N, N,
=N, <1, < —Ty—l, iglygzvy—l. (15)

We then carry out our FRT operations on this padded input function:

M Ny
-7

flpnpy(mszxpxamyzAYp‘) 4,4, AonyO Z Z {flOO leOal Ay)

—N —N,
v g _—Nx
J* 2 L= 2

X exp {jncot(p; ) [(IXAX())Z + (mXZAxpx)z] } exp { 2n l;\;]nx }

X exp {jncot(%n) {(lyAyO)2 + (myZAypv)z} } exp {— j2nl';v—mvy H . (16)

If we take f100(/.Axo, [,Ay) to have zero values in the ranges given by (15) we can write

Ny—=1 N—1

flpxpv (mxAxpxamyAypv) = AprpyAXOAJ’O Z Z [fIO,O(ZxAxm lyAyO)

ly:Ny lx:Nx

X exp {jncot(p;n) {UXAX())Z + (mxAxpx)Z} } exp { j2n l}(fn’“ }
X exp {]TECOt(pZ ) [(l An)® + (myAy,,y)z} } exp { jZnI}J’V—yy H (17)

To obtain the second half of our encrypted data, we carry out a similar procedure, this time applying the
second random phase in a different fractional domain. We multiply our input signal by the second random
phase to give us

S200(LAx0, 1,Ap) = oo (L:Axo, [,Ayy) exp {j(P(lexo, lyAyO)} (18)

and carry out a DFRT operation of order ¢, in the x-direction and ¢, in the y-direction. This gives,
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2400, (mcxy,myAy, ) = F&%{goo(1.Axo, [,Ayo) exp {jo(l.Axo, [,Ap) } }. (19)

Once again we capture only the intensity of this signal | 244, (mAx, ,m,Ay, ) ?

is then defined in an identical manner to 11, , (m.Ax, ,m,Ay, ) using:

24, Ay (m, qux ) myAJ’qy)

N)’il Ne—1

fqu,qy (mxquxamyquy) = AququXOAJ’O Z Z [flo,O(leXm lyAyO)

I,=N, L=N;

X exp {jncot(q;n) {(ZXAXO)z + (’”XAX%)Z} }

o Lemy . q,m
X exp{ —J2n N, }exp {_]TCCOt(%) [(lyAyO)Q + (myquv)z}}
. Lm,
X exp{ —.]ZTETy}} (20)

We represent this encryption scheme using a block diagram flowchart in Fig. 1.
We note that if the procedure were to be carried out optically, the random phase planes might be
implemented using Spatial Light Modulators [21], the FRT operations would be implemented using free

space and lenses [7], and we could use a CCD camera to capture the intensity of the resultant wave
fields.

4.2. Decryption

We wish to recover our original signal (phase and intensity) from the two intensities generated above.
We will make use of the correlation property given in Eq. (9). We apply this property to both of the in-
tensities. In this way, we can derive a recursive algorithm to determine each value of our original signal.
Thus we can recover the original signals phase and amplitude.

Noting that f1oo(/,Axo, I,Ayy) and f20(l.Axy, I,Ayy) have both been padded with zero values outside
the range of interest and using the correlation property listed above we can now define the following two
functions:

E— LR S
exp{ 0L Avys Ay} X X
T (L%, LA%) 1, (LAx, 1,4, )
8oo (leonyAyo)
— >
F200 (LAY, 1,A7,) f24.0, (lexq’,lyquy )
exP{j¢(lexoslyAyo)}

¥
G\éL ety d T

Fig. 1. The encryption procedure.
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Ny Ny
k1 Bk

RHSL(kok) = > D [F150(wo, LAw)f oo [ (L + k) Axo, (1 + k) A]

L,=—N, L=—N;

X exp {JZTECOt( 5 )l k. (Axo) }exp {J2ncot( 3 )l ky(Ayo) H

67

psin ()] Jsin ()] i :
= NAC TN Ay§ exp {]ncot< > >k (Ax) }exp {Jncot( > >k (Aw) }

Ne—
X Z Z ’flPrP» My an}'Aypy>

my=—Ny, my=—Ny

et B

RHS2(k k) = Y > le (LAY0, L,AY0) 200 [ (1, + ko) Axo, (1, + k) Avo)

L=—N, L——N,
X exp {]2ncot< > )l ke (Axg) } exp {j2ncot(%)n}ky(Ay‘))2}

_ Lsin (59)] [sin (%5°)|

. kvc X . k)(
2exp {_]21t ]\}Z }exp {JZR—A’Zy },

IN,AZ 2N,AR eXp {JTCCOt( > )kz(Axo) }exp {JTCCOt( 3 )kz(AyO) }

P 2 kem kem
X Z Z | 24,4, (mcAxy ,m,Ay, )| exp {jzn ;V x } exp {jZn% H :
x v

my=—Ny my=—Ny

We note that

F200(L:Axo, I,AYy) = f1o0(1:Axo, 1,Ay) exp {jy (1xAxo, [,A¥) },
where

7(LAxo, 1,Ay) = (1. Axo, [,Ayy) — ¢ (L:Axo, 1,Ay).
Introducing the integer variable 4, and s, where

hx:Nx_kx = kx:]vx_hxv
hy =N, —k, = k,=N,—h,

we can now write the above Egs. (20) and (21) with these substitutions

(~2thy—1) (Hethe-1)
RHSI(N, ~ b, N, —h)= 3 Z [/ 150 (A%, 1,A30) 1o
L=—N, Li=N;

X (L Ne = ) Ao, (1 -+ Ny = ) Awo] exp {j2meot (225 ) 1N —

2
X exp {jZECOt (l%n) L, (N, = hy)(AyO)ZH

) (A}

(25)
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and

(-%thy—1) (“eth-1)
RHS2(N — o Ny =) = > 30 [f15e(LAxe, LAw)

ly=—N, Li=—Ny
x exp {— jy(L:Axo, 1,A¥) } floo [(L + Nx — he)Axo, (1, + Ny — hy) Ay
X eXp {.W [(lv + Nx - hx)Ax07 (ly + Ny - hy)AyO] }

X exXp {jZthot(q;T ) L(N, — hx)(Axo)z} exp {j2n cot(%) L,
x (N, — h,) (AyO)ZH . (26)
We will use Egs. (25) and (26) to find two sets of products of the type

f13,0(<%>Axo,< év)Ayo)floo{<A2] h)Ax0,<]\£ hy)Ayo],
f13‘0<<_2Nx+hX - 1>Ax07 <_2Nx+hy - 1>AJ’0>f10ﬁ0[<]\2]x— 1>Ax0, <A2[y— 1>Ayo],

where h takes the values range 1<h,< 2 * + land similarly we #, takes the value range from
1<h, < 2 >+ 1. We will examine the cases (h, = 1,4, = 1), (h, = 1,h, = 2) and (h, = 2,h, = 1) separately
and then define a more general recursive formula for all other Values of h, and h,.

Examining Eq. (25) and taking (h, = 1,/, = 1), we see that

(o (o] () (1)
= RHSI(N, — I,N, — 1) exp {J2ncot(p; ) <%) (N, — 1)(&0)2}
X exp {jzncot(%") (%) (v, — 1)(Ay0)2}. (27)

Eq. (26) provides us with a similar result

() ()] (5 (5 )

= RHS2(N, — 1N, — 1) exp {j2ncot(p;n> (%) (N, — 1)(&0)2}

X exp {jzncot(”)z’") (?) (N, — 1)(Ay0)2}exp {jy<(_évx>Axo, (‘ 'V>Ayo>}
con (%) (%1 )on) -

a(hy, h,) = exp {— jncot(p;—n>Nx(Nx - hx)(Axo)Z} exp {— jrccot(l%n)Ny(Ny —hy) (Ayo)z}, (29)

b(hy, h,) = exp { _]TCCOt(p; )(Nx —2h, +2)(N, — hx)(Axo)z}

X exp {— jncot(%)( —2h,+2)(N, —h )(Ayo)z}, (30)
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c(hy, hy) = exp {— jncot(%)Nx(Nx - hx)(Axo)z} exp { —jncot(%)Ny yo)z}

INEENE I A )

(31)

d(hy,h,) = exp { JTECOt(q; )(NX —2h, + 2)(N, — hx)(AxO)z} exp {— jncot(%)

. —N,
x (N, = 2h, +2)(N, — h) (Ayo)z} exp { —]y(( 7+ hy — 1>Ax0,

(oo ()

D(hy, hy) = a(hy, hy)d(h,, h,) — b(hy, hy)e(hy, h). (33)

Using these variables (4, = 2,4, = 1) in Eqgs. (25) and (26), we see that

(2o (a5 (1)

_ RHSI(N, —2,N, — 1)d(2,1) — RHS2(N, — 2,N, — 1)b(2, 1)

D 1) 4
and
(e (2 (S (5
_ RHS2(N, — 2,N, — 1)a(2,1) - RHSI(N, — 2,N, — 1)¢(2, 1) i
B D(2,1) ‘ (33)
Similarly taking (. = 1,4, = 2) in Eqgs. (25) and (26) we see that
7o (55 )2 (552 ) )t (5= 1) (5= 2)
_ RHSI(N, — N, —2)d(1,2) — RHS2(N, — 1,N, — 2)b(1,2) 36
B D(1,2) (36)
and
(o (o (5 ()]
_ RHS2(N, — 1,N, —2)a(1,2) — RHSI1(N, — I, N, — 2)¢(1,2) (37)

D(1,2)

We can write a general set of expressions for all the remaining values of %, and £,; where 1 </, < 2 |
and 1 <A, < };‘—i—l

(2o (a5 ()]

(hxv hy)d(hxa hy) — S(hx, hy)b(hxv hy)
D(hy, hy)
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fl(*)‘o((_TM—&—hx—l)Axm(_TNy—i—hy— )Ayo)flooKAz[ I)AX07(]\2[ 1>Ay0}

T(hy, hy)d(hy, hy) — S(hy, hy)b(hy, hy)

and

= : : 39
D) : (39)
where T'(hy,h,) and S(h,, h,) are defined as
T(hy, h,) = RHSI(N, — hy,N, — h,)
(-Z+hy—1) (eth-1)
- > > [flé.o(”xAXO» nyAyo) floo[(n: + Nx — he)Axo, (n, + Ny — hy) Ayo]
n,v:*NTV x :7%
oot (P (v 2\ o Lameot (2 n (v ’
X exXp {Jchot( 3 )nx(Nx h)(Axo) }exp {12n00t< 2 )ny(Ny hy)(Ayp) H (40)
and
(1) (o)
S(hy, hy) = RHS2(N, — hy, N, — h,) — Z [f & o (meAXo, m,Ayo) f Lo (n + Ny — hy) Ax,
=% m=¥
x (n, + N, — h,) Ay, exp {Jchot( ) ) (Axg) }
. hT
X exp {]2nc0t( 3 )ny( ) (Ay) }exp{ — jy(n,Axo, n,Av) }
x exp 4y (1 + N = o) Axo, (1, + Ny = ) Aw) } . (41)
In Egs. (40) and (41) we do not include the summation elements at the following values of n, and n,
N: N, N, N,
(ne,n,) = (7, 2’) and  (n,,n,) = <—7+hx -1, —7y+hy - 1>. (42)

We note that the f1} ,(n.Axg, n,Ayp) floo[(ne + Ny — hy) Axo, (n, + N, — hy,)Ayy] terms in the Eqgs. (40) and
(41) can be determmed by multiplying the previously calculated term f15,((=2%) Axo, (5%)Aw) oo
(D — h,) Axo, (5% — h,)Ay) given by Eq. (38) and

P (T35 = 1) s (T35 1) ) 1o (5= 1) w5 1))

given by Eq. (39) and dividing the result of the multiplication by the value

(o (2o (o ()

found by Eq. (27).
It is shown in Appendix B that it is extremely unlikely that D(h,, k) is ever zero. When we reach
hy = (Nx/2 + 1) and hy = (Ny/2 + 1) we note that

fio| (5 = o= 1) )no, (52~ tho = 1)) )
:fo,o((—TNx-‘rhxo— 1>Ax0, (_TM‘Jrhyo— 1>Ay0> (43)

the above expression is equivalent to fo0(0,0) = f50(0,0).
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These equations allow us to determine f;(0,0) completely since

{flao( - %AXOa_TMA)’o>f10.0 [(% — (ho — 1)>Ax0, (% — (hyo — 1)) AJ’O}flao

X K;vwhxo— 1>Ax0, <%+hy0— 1>Ayo}f10‘o{<%— 1)Ax0, (%— 1>Ayo]}
/{RHSI(NX —1,N, —1)exp [jncot(%)Nx(Nx - hx)(Axo)z]

X exp [jncot(pyTn)Ny(Ny — hy)(Ayo)Q} } = [/ 100(0,0) (44)

Once we have this value we can choose an arbitrary phase for it and dividing it into Egs. (38) and (39) for
the appropriate values of i, and h,, determine values for f1o((=5%)Ax, (%Ny)Ayo) and floo[(%—1)
Axy, (% — 1)Ay]. To find all other values of f1 can now divide these two values into the products provided
by Eqs. (38) and (39) for all values of 4, and #,.

Finally, to recover our original signal, we multiply by exp {—j¢ (/.Axo, [,Ay) } , the complex conjugate
of the first random phase key used to encrypt our signal:

gO,O(lex07 lyAyO) = fIO,O(lex()a lyAyO) exXp { - j¢(l.xAx07 lyAyO) } (45)

The 1D phase retrieval algorithm outlined in [22] cannot be simply extended to 2D because D(A,) defined in
[22] is guaranteed under specific constraints never to equal zero for all the relevant values of 4, but ex-
tending the algorithm to more one dimension causes D(k,,h,) to have zero values for certain values of
(hy, hy). This problem is overcome in our technique by the phase difference introduced by us in Eq. (22).
This is discussed in more detail in Appendix B. Indeed, this algorithm could be used purely for phase
retrieval in an analogous way to that described in [22]. In this case, we would only require one phase plane,
which would not have to be random.

As stated above, in [22], it was necessary to impose a relationship upon the orders p, and ¢, in order to
ensure D(h,) is never equal to zero. In our algorithm, there is no restriction on the FRT orders we use (see
Appendix B). However, the algorithm is more prone to errors occurring in the recursive procedure if the
orders p, and ¢, and also p, and ¢, are close to each other.

5. Results

We present results of the simulations of four encryption processes for the same image and different
sampling densities (image pixel sizes). For simplicity only results for the encryption of an amplitude
signal are presented even though, as was pointed out earlier, it is possible to encrypt a second image on
the phase of this input signal. The image sizes used were 16 x 16, 32 x 32, 64 x 64 and 128 x 128. In all
the simulations of encryption presented here (p, = 0.5, p, = 0.5), and (¢, = 1.5, ¢, = 1.5). The
decryption process was found to be extremely sensitive to small computational errors. For this reason, it
was necessary to quantise the input data and then, during the decryption recursive loop, to use our a
priori knowledge regarding the quantisation levels employed to remove any errors in the values. The
input image was also normalised before the encryption procedure so that the maximum intensity value
was equal to 1.

In the proceeding sections, the mean square error (MSE) is used as a measure of the level of encryption
of encrypted and incorrectly decrypted images. We note that it refers to the average square of the difference
between the pixel values of the correct image and the image being analysed. We also note that before MSE
is calculated the correct image and the analysed image are brought back to their initial quantisation level
where we deal with pixel values between 0 and 256 corresponding to the familiar grayscale representation.
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The MSE of incorrectly decrypted images is unusually large because the decryption algorithm returns
values that far exceed 255 in these cases. Fig. 2 shows results for the 32 x 32 case. The input image is shown
in Fig. 2(a). The encrypted image is shown in Fig. 2(b), which displays the amplitude of a signal, whose real
and imaginary parts are given by the two intensities obtained from the encryption procedure. The MSE of

(b)

(d)

(e) U]

Fig. 2. Encryption/decryption results for 32 x 32 image: (a) input image; (b) encrypted image; (c) decrypted image; (d) decrypted using
an incorrect value of p,, out by 1 x 107>; (e) decrypted using an incorrect value of g, out by 1 x 10~%; (f) decrypted using an incorrect
phase key.
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this image was calculated to be 17394.69. A correctly decrypted image is shown in Fig. 2(c) with a MSE of
0.40. In Fig. 2(d), we show the result of decrypting with p, =0.50001, i.e., an error of 1 x 1073 in the FRT
order in the x-direction. The resulting image has a MSE of 1.46 x 10*. In Fig. 2(e), we show the result of
decrypting with p, =0.50001. The resulting image has a MSE of 1.37 x 10%. In Fig. 2(f), we show the result
of decrypting the signal using all the correct fractional order keys but a completely incorrect phase key. The
MSE of this image was calculated to be 1.51 x 107,

Figs. 3 and 4 correspond to the 32 x 32 case. Both show how deviations from the correct values for p,
and g, effect the MSE of the resulting decrypted image. Fig. 3 shows this variation for very small deviations
in the orders, in step sizes of 1.0 x 107 while Fig. 4 is the same case for a wider range of deviations. It can
be seen that symmetry exists in the curves for increases in p, and decreases in ¢, and vice versa.

Similarly, Figs. 5 and 6 both show how deviations from the correct values for p, and ¢, affect the MSE of
the resulting decrypted image for the 64 x 64 case. Fig. 5 shows this variation for very small deviations in
the orders, with step sizes of 1.0 x 10~ while Fig. 6 extends this range to larger deviations. Again there is
symmetry for increases in p, and decreases in ¢, and vice versa. The piecewise linearity of the pattern shown
in Fig. 5 is due to the quantisation of the data values.

Attempts were made to carry out the same analysis for the 128 x 128 case. While it was possible to carry
out both encryption and correct decryption it was not possible to calculate the MSE of incorrectly
decrypted images because the data generated in the decryption process exceeded values that could be
processed by the simulation software employed using standard means.
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Fig. 3. Small error in decryption order keys used versus the resultant MSE of the decrypted 32 x 32 image.
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Fig. 4. Error in decryption order keys used versus the resultant MSE of the decrypted 32 x 32 image.
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Fig. 6. Error in decryption order keys used versus the resultant MSE of the decrypted 64 x 64 image.

As we analysed the results for the different sized images a trend emerged. The sensitivity of the fractional
order keys increased and the MSE of incorrectly decrypted images also increased with the size of the image
being encrypted. The reason for this is that larger images require a correspondingly larger recursive pro-
cedure. Errors propagate and accumulate through the algorithm the greater the number of iterations re-
quired. It is also worth noting that the last two values calculated by this recursive procedure are necessary
in order to determine fo,(0,0) , which must be accurately determined in order to find all the other data
values. This implies that if an error propagates from any point in the recursive procedure, then it will affect
all of the pixel value estimates.

For the sake of comparison we present the same analysis for two other encryption schemes, which in-
corporate the FRT. The first of these is based on the procedure presented in [13] which consists of taking an
input (image) wave field and adding a random phase, carrying out an FRT of arbitrary orders and applying
a second random phase and finally carrying out a second FRT of another set of arbitrary orders. De-
cryption is the exact inverse of the encryption procedure, using the negatives of the FRT orders originally
used and the conjugates of the phase keys. We can examine sensitivity of the two FRT order keys when
decrypting the encoded image in Fig. 7. These should be compared with the results in Figs. 3-6. The en-
cryption procedure presented in this paper shows a considerable increase in sensitivity to the FRT order
keys used in terms of the size of the MSE of the incorrectly decrypted images. The second algorithm we
compare with our results is that presented in [12]. This method uses three FRT operations and instead of
using phase keys in these arbitrary FRT domains, a random juxtaposing of sections of the image is used
instead. The sensitivity of the three FRT order keys is shown in Fig. 8. Again these can be compared with
the results in Figs. 3-6. We can see that the encryption procedure presented in this paper again demon-
strates a considerable increase in sensitivity of the FRT keys used as indicated by the MSE of the incor-
rectly decrypted images.
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It is also possible to compare the number of recursive iterations for the different sized images. The re-
cursive part of the decryption process requires the following number of iterations

(1) (30) (1) (Hon)
Number of recursive iterations = Z Z Z Z 1. (46)

=1 =1 [= [p—"

2

For the 16 x 16 (N, = N, = 16) case the number of iterations is equal to 6120, for the 32 x 32 case the
number of iterations is equal to 80784, for the 64 x 64 case the number of iterations is 1166880 and finally
for the 128 x 128 case the number of iterations required is 17,709,120.

6. Conclusions

In this paper, we have discussed the definition and some of the properties of the FRT and one of its
discrete forms. Using the correlation property we have developed a 2D encryption procedure by extending
the 1D phase retrieval procedure presented in [22]. Simulations show that the encryption keys are far more
sensitive than those of similar FRT-based encryption schemes. They are so sensitive in fact that the en-
cryption scheme could only be implemented with great difficulty using traditional optical methods, since we
would have to know the parameters of the system, namely the orders of the optical FRT transform, ex-
tremely accurately. Furthermore, the larger the input number of pixels the more accurately we need to
know these parameters. The results presented show the proposed technique to be a highly effective method
for the digital encryption of multidimensional data.
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Appendix A. Correlation property proof
If we expand the left hand side of Eq. (9) using the inverse relation to determine f, we get
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Since the inner two summations are over an identical range we can place them within one summation
over a single variable.
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Appendix B. Why D is unlikely to equal zero

As indicated in the text it is important that the denominator variable appearing in Eq. (33) is not zero.
Here we examine the behavior of this variable.

D(hxvhy) = a(h,, hy)d(hxv hy) — b(hy, hy)c(hxa hy)
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This can only be 0 if
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= Integer 2m. (B.3)

Since it is extremely unlikely (and can be easily avoided) that all the random values, in the range [0,27],
will add in the above equation to produce a multiple of 2n we can assume that D(h,, 4,) will never have a
zero value and the recursive algorithm can proceed without error. We must remove the random function

values and the second dimension to reach the equivalent condition for the phase retrieval method given in
[22]

—jncot( cot (”XZ”) ~ cot (";”)) (—2h, + 2)(N, — hy)(Axy)* = multiple2n. (B.4)

This failure condition is guaranteed never to happen [22] if
Axg sin ( (qrsz)ﬂ> 1

sin (&%) sin (%) TN

(B.5)

When we extend the algorithm in [22] to a second dimension, the condition for D(h,, %,) to have a zero
value is

—jncot(cot (prn) — cot (q;n)) (=2h, + 2)(Ny — h,)(Axo)’

_jncot(cot (p}Tn) — cot (q;t)) (=2h, +2)(N, — h,)(An)” = Integer 21 (B.6)

which can happen even if the above the orders are set such that Eq. (B.5) (2 above) is held. With the
addition of the random phase keys we need not worry about D(,, h,) and it is not necessary to impose any
relationship between p, and ¢,. To support this claim we note that in over 10000 applications of our
software the null case has never occurred.
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