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- Insights in the digital context

This position paper presents an overview of key insights pertaining to the management of information
security in the digital business context, as derived from pertinent academic and practitioner literature.
These insights, along with insights from subject matter experts, have informed development of IVI's IT-
CMF Information Security Management (ISM) Critical Capability.

Today’s business landscape is characterized by the rapid pace of technological change and growing
proliferation and reliance on digital technologies. Evolving business models, greater risk taking and
experimentation, enhanced organizational connectivity, and increased information velocity and density
are also evident [1]-[4]. All of these changes, together with the growing sophistication of cyber
criminals, are key factors for organizations now facing an unprecedented number and range of
information security attacks?® [5]-[10]. It is also anticipated that as more devices, systems, and
infrastructure become interconnected and interdependent as a result of digital transformation, and as
more interfaces between customers, suppliers, and partners are leveraged, the IT ‘attack surface’ will
continue to expand [5], [11]. Referring to the occurrence of security-related intrusions, Sambamurthy
and Zmud [12] outlined that “the interconnected nature of today’s business environment results in ripple
effects ... severely affecting organizations distant from (and seemingly unrelated to) the early targets”.

Given that the purpose of many cyberattacks is the unauthorized access to, and theft of, corporate or
personal data/information, the importance of an effective information security management capability
for the organization is paramount. In a recent survey, data loss or destruction was the top rated concern
for 41% of enterprise security professionals [5]. Across organizations, the volume of stored data is now
growing exponentially due to the unprecedented scale of data collection and ‘store everything’
practices. This, together with the seamless flow and processing of data across various platforms and
applications, increases potential for inappropriate or illegal data/information use or disclosure [5], [11],
[13]-[16]. In addition, different organizational functions, regions, verticals, and business ecosystem
partners may have different levels of information security maturity [5]. These factors pose a particular
challenge for organizations who need to comply with legal and regulatory requirements regarding the
secure protection of data/information and reliably demonstrate to organizations and individuals with
whom they deal, that they are trustworthy data custodians. Failure to do so can result in regulatory,
legislative, financial, and reputational implications that can impact business continuity [7], [17]-[19].
Hence, protecting the organization’s key data/information assets must be central to its core operations,
in order to preserve their integrity, confidentiality, accessibility, accountability, and usability [8].

I Threats faced by organizations include, for example, sophisticated malware, cyber sabotage, phishing, man in the middle
attacks, denial of service attacks, brute force attacks, zero day attacks, and ransomware attacks.
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Digital business requires a relative? view on security that is driven by the organization’s risk appetite
and risk tolerance set by the leadership team, and that is based on the criticality of business
consequences [6], [20], [21]. As such, information security must be solidified as a key priority on the
C-level agenda [20], [21]. CEOs are now expected by their boards of directors and investors to
personally know about and be involved in the organization’s information security programme [22]. Such
board-level involvement, as well as provision of adequate security funding and visible and vocal
engagement across the organization, communicates the message that information security is a critical
issue with business consequences [5], [22]. The security programme should be driven by a clear
information security strategy that is aligned with the business strategy [6], [20], and supported by
effective security policies, procedures, and standards [21], [22].

The organization needs to evolve its focus on governance - from an IT governance and a tactical
information security focus to enterprise digital governance and enterprise accountability [12], [23], and
needs to consider where governance of information security should reside within the organization.
Many ClOs perceive that governance should rest external to the IT function, with roles such as chief
information security officer evident across many organizations [24]. In general, it is accepted that
information security is a board level responsibility, and its management needs to be a shared
responsibility between all business information users and custodians [20]. Greater communication,
collaboration, and an enriched security dialog across departments are required to address information
security gaps, as well as a partnership-type approach with suppliers, partners, and external agencies
[5], [12]. Across the entire organization and the wider business ecosystem, a wide range of individual
responsibilities must be allocated and clear ownership and accountability assigned, as in the digital age,
security is regarded as everyone’s responsibility [5], [21].

Development of an information security-aware culture is critical [7]. In the digital context, there is a
requirement for organizations to ‘think like the enemy’ at all times [20]; hence the concept of security
must become engrained within the organizational mindset [5]. Heightened levels of awareness are
necessary to keep pace with the types of threat actors at play and to develop new ways to act on
insights gleaned from known security breaches [20]. With the advent of social engineering as an
effective attack mechanism [25] people-centric information security needs to be emphasized so that
employees are not the weak link [7], [12], as unaware or misled users can circumvent even high tech
security systems [25]. Security awareness training is required for all employees [21], [24] as well as
specific training initiatives to enhance the skills and professionalism of security teams in emerging
security tools and holistic security approaches. Gaps in the talent pool in terms of the technical and
operational skillset required should also be addressed to overcome the challenges posed by a lack of
security talent [5], [7].

2 Relative security considers where risks should be mitigated and where they should be accepted (i.e. where the business
value exceeds the business risk).
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From a tactical perspective, currently organizations are adopting varying approaches in their attempts
to prevent security breaches and safeguard their data/information assets from damage, disclosure, or
theft: some are overly restrictive making even routine business activities difficult, while others are too
relaxed with poor oversight and inadequate protocols and procedures, creating unnecessary exposures.
In a recent survey, 88% of respondents believed that their cybersecurity approaches did not meet their
organizations’ needs and 37% did not have a data protection programme or only had ad hoc policies or
processes in place [21]. Understanding the rigidity of security controls, on the spectrum from overly
relaxed to overly restrictive, can be difficult as organizational/IT management essentially now need to
simultaneously operate in two worlds: “the world of tight cost management, slow-moving, risk
minimization and incremental improvement of old IT, versus the new world of entrepreneurial and
creative risk-taking, fast-moving, leading-edge digital” [26]. In instances where digital leaders strive to
embrace experimentation, ambiguity, and uncertainty, and quickly and flexibly react to change [27],
the organization needs to establish the right balance of controls to secure IT resources without
impeding effective business operations. According to Sambamurthy and Zmud [12], “the real challenge
is to balance the necessity to secure an organization’s computer systems, communication systems, and
information systems against the necessity for the organization to apply IT productively and creatively in
executing and evolving the organization’s business models in the face of an ever-changing competitive
environment”.

Informed by discussions on risks with the organization’s most senior executives and an up-to-date
understanding of the evolving threat landscape and the likely threat actors, IT leaders need to conduct
regular threat and vulnerability assessments and map out threat models for the business in order to
help determine the rigidity of controls required [7], [23]. Threat scenarios should be evaluated to ensure
they are inclusive of all relevant perspectives [20], as the organization needs to effectively handle both
predictable threats and unexpected attacks [21], [28]. This process can be enhanced by incorporating
external threat intelligence capabilities [21], [23], [25] and participating in relevant industry sharing
communities to share and glean valuable insights [20]. The level of risks faced must be continually re-
evaluated as security threats and technologies evolve [6], with risk responses being aligned to the
magnitude of the risk posed to the organization [20].

In the digital context, organizations are unable to tightly control all possible endpoints due to bring-
your-own-device (BYOD) policies and organizational systems being accessed by customers and business
partners alike [6]. Hence, a sole focus on perimeter protection and endpoint security is no longer
sufficient [6], [7], [20]. Further, a security model that is solely based on complying with standards is
inadequate due to the rapid pace of IT innovation and the inability of standards to rapidly evolve in line
with technological change [23]. Organizations need to re-conceptualize their information security
management and adopt holistic, proactive approaches that continually adapt to counter emerging
threats and minimize the potential negative consequences of exposure [5], [7], [11], [21], [29].
Cognizant of the fact that any weaknesses in security measures are more likely to be exploited over
time, the organization needs to continually adapt in line with changing business requirements, and
design and implement an industry best practice-informed transformation programme and roadmap to
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mature security practices [21], and evolve them from compliance focused, to threat centric and
strategic risk focused [7], [23].

Effective information security management in the digital context requires an integral approach covering
people, process, and technology [25] and involves a broad spectrum of activities that include
anticipation, prevention, protection, detection, and reaction [7]. As a prerequisite, the organization
should establish a solid foundation of security measures to provide basic defense [21] including
identity and access management, and measures to secure data centres, applications, databases, and
endpoints [7]. The organization also needs to shift from solely protecting assets to strengthening them
and making them more resilient [5]. The security architecture should be revised to reflect ideas
regarding depth of defense [20]. Hence, in addition to rich and contextually based access controls,
application design and development needs to be security aware [6], [7] and applications need to be
effectively protected at run-time [6]. Capabilities for self-testing for vulnerabilities, self-diagnostics of
run-time breaches, and self-protection against attacks need to be incorporated within digital
technologies. Such self-protecting mechanisms include context-based algorithms for identity
management, data isolation through mobile containers, rights management tools, and new monitoring
capabilities [6].

In order to improve asset resiliency, IT leaders need to keep pace with advances in security
technologies [20]. The organization needs to look to evolving trends such as cognitive computing/Al,
data anonymization, behavioral tracking and analytics, and automation and needs a mechanism for
rapidly piloting and implementing such new security technologies and processes. Security teams need
to develop innovation and experimentation capabilities to test these new technologies, possibly in a
sandbox environment [5].

Finally, organizations also need to develop, deploy, and test processes that enable them to anticipate
and detect compromises to information security and swiftly react to them. This requires a move
towards proactive probing, analytics driven event detection and forensics, and reflex-like incident
responses [20]. Active defense is a proactive risk-based security approach that involves continually
searching for potential attackers and their most likely targets, and based on the data gathered,
developing hypotheses about how they are likely to unfold. The insights gleaned enables tailored
counter measures to be swiftly implemented to neutralize potential attacks, and facilitates a cycle of
continuous learning and improvement that can ultimately lead to improved ROl from security
programme investments [25].

Information security is central to the continuity of an organization’s business operations and its
adherence to legal and regulatory requirements. However, in the digital context a re-conceptualization
of information security management is required to enable the organization to address information
security threats in more agile and proactive ways. Failure to do so can result in the organization being
impacted by high-profile security breaches. Guided by the direction and sponsorship of C-level
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executives and clear strategy, policies, procedures, and standards, the organization can build an

effective information security capability for the digital context. Inspiring a security-aware culture or

mind-set, and ongoing cognisance of external threat intelligence and advances in security technologies

are prerequisites for information security success. Similarly, adopting holistic, proactive, and

continually adaptive approaches to anticipate, detect, and react to security compromises can enable

the organization to more effectively counter emerging threats and minimize the potential negative

consequences of exposure.
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