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- Insights in the digital context

This position paper presents an overview of key insights pertaining to the protection of personal data
in the digital business context, as derived from pertinent academic and practitioner literature. These
insights, along with insights from subject matter experts, have informed development of IVI’s IT-CMF
Personal Data Protection (PDP) Critical Capability.

Data lies at the heart of an organization’s digital transformation journey [1]. Through leveraging insights
from the personal data of customers, the organization is enabled to make better decisions to optimize
its operations, products, and services, and thereby more effectively compete, and grow its market share
and revenue streams [1]. However, in the digitally connected world the organization is also increasingly
challenged to protect this personal data due to the unprecedented scale of data collection, store
everything practices, and the seamless flow and processing of data across various platforms and
applications [1, 2, 3]. This increases potential for inappropriate or illegal data use or disclosure.

Individuals have become increasingly aware of their rights under data protection legislation - they
expect organizations with which they share their data to have appropriate data protection policies and
practices. Those who seek legal redress for inappropriate disclosure of their personal data are
successful in approximately fifty percent of cases [4, 5]. High-profile data breaches continue to occur,
leading to media coverage, legal consequences, and increased public and regulatory scrutiny [6]. Hence,
effectively protecting personal data and demonstrating that the organization is a trustworthy data
custodian is critical to the organization’s brand equity and competitiveness [7, 8, 9].

In most jurisdictions, data protection is treated seriously. However, the developments brought about
by digital transformation dictate the need for more stringent approaches to personal data protection.
Research suggests that data protection controls have not kept pace with the degree to which
organizations are experimenting with digital technologies and the unprecedented data volumes [1, 8]*.
Many organizations are unable to detect when or where their data systems have been breached - the
FBI, banks, and credit card companies notify thousands of businesses each year that their data systems
have been compromised [11].

In some jurisdictions, new regulations are enforcing stricter obligations and responsibilities on the
organization to effectively protect the personal data it handles, and are imposing penalties for

11n an Ernst & Young survey, 37% of respondents did not have a data protection programme or only had ad hoc policies or
processes in place [10]. In a further study, data loss or destruction was the top rated concern for 41% of enterprise
security professionals [2].
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infringement of these regulations. For example, the General Data Protection Regulation of the
European Union (EU) is applicable across the EU [3, 12], and global industry standards such as the
Payment Card Industry Data Security Standard [13] are mandatory when dealing with payment card
data. Additional regulations continue to emerge. For example, in 2017 a proposal for a new European
regulation on privacy and electronic communications was announced to keep pace with the rapid
evolution of IT products and services [14].

In order to comply with requirements and avoid potentially severe legal, financial, and reputational
implications of a personal data breach, many organizations need to improve their personal data
protection approaches [1]. By developing the organization’s personal data protection capability, the
organization can reduce its exposure to the risks associated with handling personal data, while setting
the foundations for its compliance with relevant legislation and enhancing its reputation.

Data protection regulations exist to safeguard the fundamental rights of individuals to the protection
of their personal data [3]. In order for organizations to be able to demonstrate compliance with such
data protection regulations, it is critical that personal data protection is acknowledged and solidified as
a Board level responsibility and priority [15]. Driven by the most senior executive levels, the
organization may need to rethink its personal data protection strategy [1], and should reflect privacy,
trust, and security as the underpinning tenets of the organization’s digital strategy and the
organization’s brand [7, 9]. In line with the established strategies, the organization needs to develop
and implement internal data protection policies and approved codes of conduct to guide its personal
data protection efforts [3]. Responsibilities and accountabilities must be assigned [2, 10], and
organizational resources must be deployed to ensure data protection compliance.

In some instances?, designation of the role of the data protection officer within the organization is
required to lead the organization’s data protection efforts [3, 16]. This role requires collaboration across
the organization, and therefore requires the support of the senior management team [16]. The data
protection officer is responsible for informing stakeholders of their obligations in relation to data
protection regulations, for monitoring compliance with the regulations and data protection policies,
and liaising/cooperating with relevant data protection supervisory authorities/public bodies [3]. The
data protection officer will also support development of a security aware culture, where heightened
levels of awareness are necessary to keep pace with the types of threat actors at play and to develop
new ways to act on insights gleaned from known security breaches [17]. He/She will drive awareness
raising activities and training to support the interpretation of the principles of data protection
regulations for those involved in personal data processing® operations and audits.

2 Such instances include, for example, where data processing is performed by a public body or where data processing
operations that require frequent, large-scale monitoring of data subjects or large scale processing of certain categories of
personal data reflect the core activities of the organization [3].

3 personal data processing is ‘any operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording, organization, structuring, storage,
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The foundation of any data protection regulation is the rights of the data subject. Hence, the
organization must always be mindful of protecting these rights in its day-to-day operations. Firstly, the
organization* is obliged to explicitly communicate to the data subject at the time of data collection the
purposes for which his/her personal data is collected, the proposed processing of this data, and the
associated potential risks and consequences. In addition, the data controller’s contact details, the
recipients of the personal data, the period for which it will be stored, and any information regarding
the transfer of the personal data across multiple jurisdictions must also be clearly communicated at the
outset [3]. Informed and unambiguous consent to the proposed data processing must be obtained from
the data subject either through written or oral communication or by electronic means, and the
organization must respect that the data subject has the right to withdraw his/her consent at any time
[3, 18]. If the organization wishes to process this personal data for additional purposes, these further
purposes must also be communicated and the data subject’s consent is necessary prior to such
processing [3].

The organization must ensure that any processing of personal data is lawful, fair, and transparent. It
should only be processed in line with the specified and legitimate purposes for which it was obtained,
and the data held should be adequate and limited to only that which is necessary to fulfil the specified
purposes (i.e. data minimization). The organization must keep this personal data accurate and up to
date, and any inaccurate personal data should be deleted or rectified without undue delay. The
organization should also respect a data subject’s right to request access to his/her personal data in the
organization’ custody and the data subject’s ‘right to be forgotten’. This requires the erasure of personal
data when, for example, the data is no longer necessary for the purposes for which it was obtained,
when data subject consent has been withdrawn, or when personal data has been unlawfully processed
[3]. Where transfer of the personal data to other countries and international organizations needs to be
facilitated, any lack of data protection in the foreign country should be compensated for by adequate
safeguards. These may include contractual stipulations with the foreign recipient, binding corporate
rules, and standard data protection clauses by a specific jurisdiction or supervisory authority including
enforceable data subject rights and effective legal remedies [3, 18].

The organization should assess the likelihood and severity of risks to the rights of data subjects as a
consequence of data processing. Where data processing is likely to result in a high risk to data subject
rights (e.g. in instances of large scale processing of certain categories of personal data), a privacy impact
assessment should be conducted. This is a systematic process to evaluate the nature and severity of
the risks to data privacy across the full data lifecycle from collection to destruction, and to inform the
types of measures and safeguards to be taken to mitigate those risks. The organization may also

adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction’ [3].

4 The reader should be cognizant of the terms ‘data controller’ and ‘data processor’ that are used in data protection
regulations. A data controller is any legal person that either ‘alone or jointly with others, determines the purposes and
means of the processing of personal data’. A data processor is any legal person that ‘processes personal data on behalf of
the controller’ [3]. The data processor processes data in line with conditions specified in a written contract agreed with
the data controller.
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consider the potential damage to its own reputation if data is handled inappropriately. If the severity
of the risks cannot be mitigated using appropriate measures, the relevant data protection supervisory
authority/public body should be consulted prior to any data processing [3, 19, 20].

It is critical that the personal data held by the organization is effectively safeguarded against
unauthorized access or disclosure, unauthorized or unlawful processing, and accidental loss,
destruction, or damage. Hence, the organization must implement appropriate technical and
organizational measures to ensure personal data is effectively protected in alignment with regulatory
and legislative requirements. In so doing, the organization should embrace the concept of data
protection by design and by default, which involves considering and integrating appropriate safeguards
both when determining the means by which personal data will be processed and during actual data
processing itself. Developers of products, services, and applications that process personal data should
take into account the right to data protection during their design and development [3, 20].

In order to ensure an appropriate level of security is afforded to personal data, as a prerequisite, the
organization should establish a solid foundation of security measures to provide basic defense [10].
Security protection needs to be rebalanced from ‘network centric’ to ‘data centric’ and should
specifically focus on five pillars: data center security; applications and database security; endpoints
security; identity and access management (IAM); and data security [21]. Specific measures to secure
and keep data confidential include, for example, strategies to anonymize/de-identify the personal data
held in the organization’s custody (e.g. pseudonymization or other data anonymization strategies) [3,
22]. Other measures include encryption of data held centrally and on mobile devices, and the ability to
wipe the data held on a mobile device via a remotely issued command in the event of its loss or theft
[16]. Further measures are required to protect the availability, integrity, and resilience of processing
systems and services, and to quickly restore availability and access to personal data in the event of an
incident [3]. Data protection solutions should reflect an analytics-led, adaptive approach to recovery
and backup that evolves with changing business needs [1]. The effectiveness of both the technical and
organizational measures should be regularly tested and evaluated vis-a-vis the risks associated with
data processing, and any personal data breaches should be communicated to the appropriate data
protection supervisory authority/public body without undue delay [3]. In addition, the nature of any
breach and recommendations to mitigate potential adverse consequences should be communicated to
the data subject [3, 23] in a timely manner.

The effective protection of personal data is a critical factor in maintaining a positive reputation and
avoiding financial and legal consequences that can threaten the organization’s survival. However,
personal data protection is becoming increasingly complex. As stated by Cearley et al, “the velocity and

5 Pseudonymization is ‘the processing of personal data in such a manner that the personal data can no longer be
attributed to a specific data subject without the use of additional information, provided that such additional information is
kept separately and is subject to technical and organizational measures to ensure that the personal data are not attributed
to an identified or identifiable natural person’ [3].
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density of information in digital business adds new risks concerning data protection, complicated by
cultural privacy issues, and in some cases, government regulations. This is made even more complicated
in a world where computing is everywhere, control of those systems is incomplete, and the perimeter is
almost non-existent” [24]. In the digital landscape, a rethink of the organization’s data protection
strategy is often required to ensure data protection controls keep pace with both rapid technological
evolutions and new data protection regulations. Guided by the direction of Board-level executives, clear
strategy, policies, and controls, and consistent interpretation and application of the principles of data
protection regulations, the organization can build an effective personal data protection capability for
the digital context.

The insights gained from evaluating the organization’s personal data protection capability serve as the
basis for the organization to understand ‘how effective it is now’ and ‘what change it needs to effect’.
This serves as the foundation for initiating the organization’s personal data protection improvement
roadmap in order to drive compliance with relevant regulations and safeguard the organization from
financial and legal implications.
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