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Information Bounds for State Estimation in the
Presence of an Eavesdropper

Alex S. Leong ", Daniel E. Quevedo

Abstract—Remote state estimation problems in the
presence of eavesdroppers have recently been investi-
gated in the literature. For unstable systems, it has been
shown that it is possible to keep the expected estimation
error covariance bounded, while the expected eavesdrop-
per error covariance becomes unbounded in the infinite
horizon. In this note, we consider an alternative notion of
security based on the amount of information revealed to the
eavesdropper. Upper and lower bounds on the information
revealed are derived. In particular, in the infinite horizon,
it is shown that with unstable systems, any transmis-
sion policy (within the class of stationary deterministic
policies where the sensor at each time step can either
transmit its local state estimate or not) which keeps the
expected estimation error covariance bounded must always
reveal a non-zero expected amount of information to the
eavesdropper.

Index Terms—Directed
security, state estimation.

information, eavesdropping,

[. INTRODUCTION

VER the last decade, the amount of data transmit-

ted wirelessly has increased dramatically, owing to the
popularity of 3G/4G smartphones, and other devices commu-
nicating via Wi-Fi and Bluetooth such as laptops and tablets.
Due to the broadcast nature of the wireless medium, other
agents in the vicinity can often overhear what is being trans-
mitted. It is therefore important to protect transmissions from
eavesdroppers, which has traditionally been achieved using
cryptography. However, due to 1) the often limited computa-
tional power available at the transmitters to implement strong
encryption, 2) the increased computational power available
to malicious agents, and 3) poorly implemented security in
some Internet of Things devices, achieving security using
solely cryptographic means may not necessarily be guaranteed.
Alternative and complementary ways to implement security

Manuscript received January 14, 2019; revised March 11, 2019;
accepted April 9, 2019. Date of publication April 19, 2019; date of cur-
rent version May 2, 2019. Recommended by Senior Editor M. Guay.
(Corresponding author: Alex S. Leong.)

A. S. Leong and D. E. Quevedo are with the Department of Electrical
Engineering, Paderborn University, 33098 Paderborn, Germany (e-mail:
alex.leong@upb.de; dquevedo @ieee.org).

D. Dolz is with Procter & Gamble, 53881 Euskirchen, Germany
(e-mail: ddolz@ uji.es).

S. Dey is with the Department of Electronic Engineering, Maynooth
University, Maynooth, W23 F2H6 Ireland (e-mail: subhra.dey @mu.ie).

Digital Object Identifier 10.1109/LCSYS.2019.2912262

, Daniel Dolz

, and Subhrakanti Dey

using physical layer and information theoretic techniques have
thus received significant recent interest [1].

The term “physical layer security” refers to approaches to
implement security using physical layer characteristics of the
wireless channel such as fading, interference, and noise [2].
Using such ideas, estimation problems with eavesdroppers
have recently been studied, such as [3]-[6] for estimation
of constants or i.i.d. sources, and [7]-[11] for state estima-
tion of dynamical systems. The purpose is usually to keep the
mean squared error or estimation error covariance at the eaves-
dropper above a certain level. For dynamical systems, one of
the main results shown in the above works is that for the
case of unstable systems, it is possible to drive the expected
eavesdropper error covariance unbounded while keeping the
expected estimation error covariance at the legitimate remote
estimator (or receiver) bounded.

Mutual information is a measure of the additional
information gained by receiving a measurement. In the current
work, instead of considering the eavesdropper error covariance
as the measure of security as in [7]-[11], we instead study the
information revealed to the eavesdropper. In particular we con-
sider the sum of conditional mutual informations (also known
as the directed information [12]) revealed to the eavesdrop-
per. In addition to the wide use of mutual information in
information theoretic security measures, directed information
has also been justified as a measure of privacy/secrecy for
control applications in [13]: it is the unique measure satis-
fying a number of reasonable postulates, in particular that it
should satisfy a data processing inequality and that the total
information leakage has a stage-additive form. Other works in
control system design using the directed information measure
include [14], [15].

In the current work, a sensor makes noisy measurements of
a linear dynamical process. The sensor transmits local state
estimates to the remote estimator over a packet dropping link.
At the same time, an eavesdropper can successfully eaves-
drop on the sensor transmission with a certain probability, see
Fig. 1. A key feature of the current setup is that one can
decide at each instant whether the sensor should transmit or
not. Our results in this note show that the expected information
revealed to the eavesdropper is both upper and lower bounded.
In particular, the lower bound says that information leakage is
unavoidable for all such transmission policies which keep the
expected error covariance at the legitimate receiver bounded.
As numerical illustration of these results, we also compare
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Fig. 1. Remote State Estimation with an Eavesdropper.

our bounds with a transmission scheduling problem minimiz-
ing a linear combination of the expected error covariance and
expected information revealed.

Notation: Given a square matrix X, we let Apjn(X) and
Amax (X) denote the minimum and maximum eigenvalues of
X respectively if they are real valued, and we use [Amax(X)| to
denote the spectral radius of X. We denote the largest singular
value of X by omax(X).

Il. SYSTEM MODEL

A diagram of the system model is shown in Fig. 1. Consider
a discrete time process

Xi41 = Axg + wi (1)

where x; € R™ and wy is i.i.d. Gaussian with zero mean and
covariance Q > 0.! The sensor has measurements

vk = Cxg + v, )

where y; € R™ and v is i.i.d. Gaussian with zero mean
and covariance R > 0. The noise processes {wi} and {vi}
are assumed to be mutually independent, and independent of
the initial state xg.

The sensor forms and transmits local state estimates
fcfdk [16] to the remote estimator. The local state estimates
and estimation error covariances

Elxklyo, - - -, y«l

P}i|k £ E[ (e — %Z\k)(xk - JACiU()TD’O, cee

)
Xklk
> il

can be computed at the sensor using the standard Kalman
filtering equations, see, e.g., [17]. We will assume that the pair
(A, C) is observable and the pair (A, 0'/2) is controllable. Let
P > 0 be the steady state value of Pilk as k — oo, which
exists due to the observability assumption. For simplicity of
presentation, we will assume that this local Kalman filter is
operating in the steady state regime, so that Pi‘ 0= P, Vk. We
note that in general convergence to steady state occurs at an
exponential rate [17].

Let vr € {0, 1} be decision variables such that vy = 1 if and
only if )Acilk is to be transmitted at time k. The decision vari-
ables vy are determined (following a stationary deterministic
policy) at the remote estimator, which is assumed to have more
computational capabilities than the sensor, using information

IFor a symmetric matrix X, we say that X > 0 if it is positive definite, and
X > 0 if it is positive semi-definite.

available at time k — 1, and then fed back to the sensor before
transmission at time k.’

When v = 1, the sensor transmits over a packet dropping
channel to the remote estimator. Let y; € {0, 1} be random
variables such that y; = 1 if and only if the sensor transmis-
sion at time k is successfully received by the remote estimator.
We will assume that {y4} is an i.i.d. Bernoulli process [19] with

P(yr=1)=pel0,1].

Sensor transmissions can be overheard by an eavesdropper
over another packet dropping channel. Let y.x € {0, 1} be
random variables such that y, x = 1 if and only if the sensor
transmission at time k is overheard by the eavesdropper. The
process {y, «} is i.i.d. Bernoulli with

]P)(Ve,k =1)=p.[0,1].

We assume the processes {yx} and {y.} to be mutually
independent.

At times where vy = 1, it is assumed that the remote esti-
mator knows whether the transmission was successful or not,
with dropped packets discarded. Define the information set
available to the remote estimator at time k as:

A A A
Tk = {V0, +++ s Vis VOYOs - -+ 5 VKVis VOYOX((05 - « - » VEVER L)

For further reference, denote the state estimates and estimation
error covariances at the remote estimator by:

Xk = Elx|Zy],
P 2 L0 — X)) Ok — Fage) T 1 Ze. ©)

Similarly, the eavesdropper knows if it has eavesdropped
sucessfully. Define the information set available to the eaves-
dropper at time k as:

A
Ie,k = {U(), ] l)k, VOJ/L’,()’ R ) Ukye,kv
V()Ve,O)%f)m, cees vkye,k-/\x]i‘k}a

and the state estimates and estimation error covariances at the
eavesdropper by:

Tekk = ElolZe k],
Pe ik 2 E[(xk — X tgt) (k — Zedg) " 1 Ze k- )

As previously mentioned, the decision variables vy are deter-
mined at the (legitimate) remote estimator and fed back to
the sensor. We will consider the case where v; depends on
both Py_jjk—1 and P, —1k—1, as well as the case where v
depends only on P¢_1x—1 and the remote estimator’s belief of
P, j—1k—1 constructed from knowledge of previous vi’s. We
denote by V the class of stationary deterministic scheduling
policies where the sensor at each time step can either transmit
its local estimate or not. The optimal remote estimator can be
shown to have the form

. {AJACkllkl, vk =0
Xklk =

e vy = 1

J;(Pk—llk—l)a vy =0 5)

Pk = { vk = 1.

2The case of imperfect feedback links can also be handled by adapting
techniques used in [18, Sec. II-C].
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where
fX) £ AXAT + Q. (©6)
Simlarly, at the eavesdropper the optimal estimator satisfies:

A

. AXe k—1jk=15 VkVek =0
Xeklk =

xli\k’ VkVek = 1
P = L @ek=11k=1); ViVer =0
eYklk o Pa VkVe,k == 1

Define the countable set of matrices:

S 2 (P, f(P),f*(P),...}, (7)

where f"(.) is the n-fold composition of f(.), with fO(X) £
X. The set S consists of all possible values of Py at the
remote estimator, as well as all possible values of P, x|k at the
eavesdropper. There is a total ordering (in the Loewner order)
on § given by (see, e.g., [20])

P<fP)<f*P) < .. ®)

IIl. BOUNDS ON INFORMATION REVEALED TO
EAVESDROPPER

In this section we will show that the expected amount
of information revealed to an eavesdropper is both upper
and lower bounded. Optimal transmission scheduling prob-
lems, which minimize a linear combination of the expected
error covariance at the remote estimator and the expected
information revealed to the eavesdropper, will be considered
in Section IV.

Let zek 2 (g, Vi Ve ks Vk)/e,k%k) be received by the eaves-
dropper at time k. The conditional mutual information

Lok = 100 Ze k26,05 - - > Zek—1)

between x; and z. ; has the expression (see [15], [21]):
1 1
Lok = 3 log det Pe gjx—1 — > log det Pe kjx

1 1
= E1og detf (Peg—1jk—1) — 3 log det P, kjx 9

We have the following preliminary result:
Lemma 1: The function

(N) & L] log det fV (P) : log det P (10)
= —| = logde — —logde
8 v\2 g ) g
is decreasing in N € N.
Proof: See Appendix A. |

A. Upper Bound

We will first show (in Theorem 1) that the expected
information revealed to the eavesdropper is always upper
bounded, for any transmission policy in V and all p,. To
achieve this, we will use the following result:

Lemma 2: We have

1 - 1 _
g(N) < zlogdetf(P) - zlogdetP L2 Ay < o0

for all N € N, where g(N) is defined in (10).
Proof: This follows directly from Lemma 1. |

Theorem 1: For any transmission policy in V and all p,,

K

1
lim sup — Ell.x] < Ay < oo,
K—o00 K; ‘

where Ay is as given in Lemma 2.

Proof: For a given K, let the random variable t(K) count
the number of times where y, x = 1 for k < K. Denote the (in
general random) durations between successful eavesdroppings
by Ni, N2, ..., Ny, with Ny +Na + - - 4+ Ny (k) < K. Then
we have

[ 1
EZIE[[L,,,{] = EIE[
k=1
7(K)

1
< E]E[ XI:N[AU] < Ay,
i=

where the first inequality comes from Lemma 2. As (11)
holds for all K, we thus have limsupg_, o, % Zle Ell ] <
Ay < o0. |

7(K)
ZN X 1 llogdeth"(I_”) — llogdetIE’
P AV 2

(1)

B. Lower Bound

We will now focus on unstable systems, i.e., where the A
matrix in (1) satisfies |Amax(A)| > 1. For such systems, it
turns out that if one uses a transmission scheduling policy in
YV which keeps the expected error covariance of the remote
estimator bounded, then unavoidably one will always reveal a
non-zero expected amount of information to the eavesdropper.
Before proving this result in Theorem 2, we will need the
following:

Lemma 3: Let A be an unstable matrix. Then we have

g(N) > 10g |Amax ()] £ A > 0

for all N € N, where g(N) is defined in (10).
Proof: See Appendix B. |
Theorem 2: Let A be an unstable matrix, and assume that
Pe > 0. Then, for any transmission policy in V satisfying

K

1
lim sup — triE[ Ppix] < oo,
K—o00 K ; l

(12)

one must have

K

o N
lim inf ;E[le,k] > pe10g [Amax(A)| £ AL > 0.

Proof: We first argue that for any transmission policy in V
satisfying (12), the time between any two successive transmis-
sion attempts must be upper bounded by some constant Kmax,
where kmax depends on the particular policy used. Consider
the Markov chain induced by a particular stationary deter-
ministic policy satisfying (12). Suppose by contradiction that
there exists a state in this Markov chain such that once
this state is visited, there will then be an unbounded num-
ber of non-transmissions, thereby leading to an unbounded
error covariance. As there is a non-zero probability of visit-
ing this state, the expected error covariance will also become
unbounded, contradicting (12).
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Now fix such a policy satisfying (12). Call a sequence of
transmission decisions v £ {vo, v1, ...} admissible for the pol-
icy if there exists a sequence {)0, Y1, - - - Ve.0, Ye.15 - - - } Which
generates it. Let vy.; denote the subsequence {vg, vy, ..., Vg}.
‘We will show that % Zszl E[/l, k|v1:k] is lower bounded away
from zero for any admissible sequence v and all sufficiently
large K, thus proving the theorem.

Fix a K > kmax and an admissible sequence v. Let K’ denote
the last time over the horizon K when a transmission attempt
occurred. Then K — K’ < kmax, and K'/K > 1 — kmax /K is
bounded away from zero for all K > kpmax. We have

K

K
1 1
2 2 Bleilvinl = 2 3 Elleilvie, vk = 11X P(rex = 1)
k=1 k=1
K

1
+ } ;E[Ié,klvlzk, Ve K = O] X P(Ve,K’ — 0)

K
p
fg > Ellealvig, vex =11

=
k=1
K/
Py
= — > Elleklvik Yex = 1]
! ? - ’
K K P
K 1 K
> pg(l - 'IT?X>E ZE[]e,kh’l:kﬁ Yex =11

k=1

Now consider the term % Zklil Ellekv1:k, Ye.xr = 1]. Within
this time period K’, there could be a number of time instances k
where y, x = 1. Denote the random durations between success-
ful eavesdroppings by Ni, N2, ..., Ny(x:), where the random
variable 7(K’) counts the total number of successful eaves-
droppings within the time period K’ (since y, ¢ = 1, we have
7(K') > 1), with Ny + N> + - - - + Ny(x) = K'. Then we have

K

1
o D Elleklvix, ver = 1]
k=1
L [& _ _
= FE 2 N; x ]Vi(zlogdeth"(P) — ElogdetP)
1 K19
> F]E Z NiAL | = AL
i=1

where the inequality and A; come from Lemma 3. Hence
SR Ellklvix] > pe(l — 5m)A; for all K > kiax. In
particular,

K

1 -
7 2 Ellelviad > pels = Ay
k=1

for all sufficiently large K. |

In [9] (see also [8], [10], [11]) it was shown that for
unstable systems, one could always find transmission poli-
cies which can keep the expected estimation error covariance
bounded, while the expected eavesdropper covariance became
unbounded. By contrast, Theorem 2 shows that there are
no transmission policies in ¥V which can drive the expected
information revealed to the eavesdropper to zero (including

the policies studied in [9]). The two measures of security,
namely E[Py] investigated in [9], and K[/l x] considered
in the current work, therefore appear to be fundamentally
different.

[V. OPTIMAL TRANSMISSION SCHEDULING

In order to illustrate numerically the results of Section III,
we will compare our bounds with the best achievable trade-off
between the expected error covariance at the remote estimator
and the expected information revealed to the eavesdropper.
We thus consider in this section the optimal scheduling of
transmissions, in order to minimize a linear combination of
the expected error covariance and the expected information
revealed. We will consider both cases where the eavesdropper
error covariance is either known or unknown to the remote
estimator.

A. Eavesdropper Error Covariance Known at Remote
Estimator

In this case the decisions v can depend on both Py_1jx—1
and P, x—1jk—1. The problem we wish to solve is the infinite
horizon problem:

1

K
in lim — E[BtrP 1-p8)I
r{r‘1)lr}1Kl)moo X ,; [BrPr + (1 — Bl k]

1 & _
=min lim — ZE[ﬂ(UkptfP + (1 — vep)tef (Pe—116—1))

(v} K—oo K =1

1 1 _
+(- ﬁ)vkpe<§ logdet/ (Pe-1k-1) = 5 10gdetP>], (13)

where 8 € (0, 1) is a design parameter. Larger values of 8
will place more importance on keeping [E[P ] small, while
smaller values of B will place more importance on keeping
K[/, ] small. When A is unstable, E[Py«] can be kept bounded
if and only if (see [9])

1
|2omax (A2

Furthermore, by Theorem 1, the expected information revealed
is upper bounded for all p,. Thus there exist policies for
problem (13) with bounded cost under condition (14).
Numerical solutions to problem (13) can be found using,
e.g., the relative value iteration algorithm [22, p. 431]. Note
that the number of possible values of (Pg, P k) is infinite.
Thus in practice the state space will need to be truncated for
numerical solution. Define the finite set SY¥ C S by

p>1-— (14)

SYE(PfP), ... NP, (15)
which includes the values of all error covariances with up to
N successive packet drops or non-transmissions. Then one can
run the relative value iteration algorithm over the finite state
space SV x SV (of cardinality (N + 1)2)), and compare the
solutions obtained as N increases to determine an appropriate
value for N [23].
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B. Eavesdropper Error Covariance Unknown at
Remote Estimator

In order to construct P,y at the remote estimator as in
Section IV-A, the process {y. i} for the eavesdropper’s chan-
nel needs to be known, which in practice may be difficult
to achieve. Here we consider the situation where the remote
estimator knows only the probability of successful eavesdrop-
ping p. and not the actual realizations y, ;. Thus the transmit
decisions v can only depend on Py_1jx—1 and our beliefs of
P, k—1jk—1 constructed from knowledge of previous vy’s.

Consider the belief vector [22, p. 258]

/ P(Pe.xik = Plvo, ..., vx)
2| | PPerk =FPlw, ... )

Tek = 775213 ]P)(Pe,klk =f2(P)vo, ..., vk) . (16)
From [9], by defining
CD(JTK’ U)
0) (D T

T
0 1
[Pe a _Pe)ﬂ'e( ) (1 —Pe)ﬂé ) ] ,v=1
we can obtain the recursive relationship
Tejk+1 = P(Te ks Vit1)-

This leads to the transmission scheduling problem:

K
| -
gy Klimoo X kE_l:E[ﬁ(VkPUP + (I — vip)tef (Pr—11—1))
o 1 i1 vy () 1 z
. ﬁ)vkpe( >~ 5 ogdetf ! Pyl — 5 logdetP)],
i=0

a7)

where 8 € (0, 1). Problem (13) can be solved by using the
relative value iteration algorithm on the reformulation of this
partially observed problem into a fully observed one (a tech-
nique described in [22, p. 252]), together with truncation of
the belief vector (16).

V. NUMERICAL STUDIES

We consider an example with parameters

1.2 0.2
A:[Os O.8]’C:[1 1. o=1LR=1

The steady state error covariance P is easily computed as

= 1.3411 —0.8244
| —0.8244  1.0919 |

We consider the performance obtained by solving the infi-
nite horizon problems (13) and (17) as 8 is varied, both when
the eavesdropper error covariance is known and unknown. We
use p = 0.6 and p, = 0.8. In numerical solutions we use
the truncated set SV from (15) with N = 10. Fig. 2 plots
the trace of the expected error covariance trE[Py] vs. the
expected information E[/, ;] revealed to the eavesdropper, with

1
O eavesdropper covariance known
09 00 eavesdropper covariance unknown | |
i —— =4y
o8f = 2
0.7 @
(o]
06 a
X
=% 05 @
T [»]
. 0.4 ° Boo o, g
[O2re) o
031
02f T
0.1
0
10° 102
tr E[P, ]

K[k

Fig. 2. Expected error covariance at estimator vs expected information
revealed to eavesdropper.

trE[Py k] and E[/, ] obtained by taking the time average of
a single Monte Carlo run of length 1000000. The upper and
lower bounds Ay and AL from Theorems 1 and 2 are also
shown. We observe a tradeoff between trE[Pyx] and K[/ t].
Furthermore, as predicted by our result in Theorem 2, the
expected information revealed to the eavesdropper is always
lower bounded away from zero.

VI. CONCLUSION

Remote estimation in the presence of eavesdroppers has
been recently studied from the viewpoint of keeping the esti-
mation error covariance at the eavesdropper large. In this note,
we have considered an alternative notion of security based on
the amount of information revealed to the eavesdropper, and
bounds on the information revealed have been derived. Our
main result shows that for the class of policies considered,
if one wishes to keep the expected error covariance bounded,
then one must unavoidably reveal a non-zero expected amount
of information to the eavesdropper.

APPENDIX A
PROOF OF LEMMA 1

We will show that g(N) — g(N + 1) > 0, VN € N. We have

gN) —gN+ 1)
_ (N +1)logdetf™ (P) — NlogdetfNt1(P) — logdet P
- 2N(N + 1)

and so it suffices to show that

(detfN (P)N+!
g (detfN+1(P)N detP —

We now note the following identity [24, Th. 18.1.1], which is
also known as the matrix determinant lemma:

det(R 4 STU) = det(T~" + UR™'S) det(R) det(T),
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which holds provided the square matrices R and T are
invertible. By making repeated use of this identity, we have
(detfN (PN
& et/ N1 (P)N det P
(detfN (P)NT!

(det(AfN(P)AT + Q))N det P
log _ det fN(P) ]

(det((FN(P))~1 + ATQ~1A) det Q)N det P

(T, det((N-"(P))~! + ATQ~A)) det P(det Q)"

(det((FN(P))~1 + ATQ~1A) det Q)N det P
[They det((¥—"(P) " +ATQ'4)
(det((FN(P))~! + ATQ-1A)N

From the ordering (8), we have that

Ny AT A = (VP +ATO A

forn=1,...,N, and the result then follows.

APPENDIX B
PROOF OF LEMMA 3

We have

N—1
1 _
g(N) = ﬁ[log det (ANPANT + ZA’"QA'"T)

m=0

— logdet 13]

1 - _
> ﬁ[mg det(xmm(P)ANANT n Q) —log detP].
We also have

AmaxANANTY = 62 (ANT) > Pnax AV T2 = [Amax (A)|2Y

max

where the inequality follows from, e.g., [25, p. 347]. By
Weyl’s Theorem, the largest eigenvalue of Amin(P)ANANT + 0
will be strictly greater than Amin(P)|Amax(A)|?", and the
remaining eigenvalues of Amin(P)ANANT 4 Q will be larger
than Amin(Q). Recalling that n, is the dimension of xi, we

thus have
1 PN ANANT D
gV = Tv[lognki(kmin(P)A AVT + Q) — log det P|
i
1 ] _ _
> 5 [108 (Amin () P25, (©)) — Tog det P]

log(|Amax (A)])
1 - -
+ ﬁ[logomin(P))\'rﬁinl(Q)) — log detP].
Let N’ be sufficiently large that
g(N/) > log(|Amax(A)]) £ AL
Then we have

gWN) > AL (18)

(1]

[2]
[3]

[4]

[5]

[6]

[7]
[8]

[9]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]
[22]
[23]
[24]

[25]

for all N > N’. By making use of Lemma 1, (18) will also
hold for all N < N’, and hence (18) holds for all n € N.
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