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Abstract—In this paper, we investigate the distortion outage
minimization problem for a wireless sensor network (WSN)
in the presence of an eavesdropper. The observation signals
transmitted from the sensors to the fusion center (FC) are over-
heard by the eavesdropper. Both the FC and the eavesdropper
reconstruct minimum mean squared error (MMSE) estimates
of the physical quantity observed. We address the problem of
transmit power allocation to minimize the distortion outage at
the FC, subject to a long-term transmit power constraint among
the sensors and a secrecy outage constraint at the eavesdropper.
Applying a rigorous probabilistic power allocation technique
we derive power policies for the full channel state information
(CSI) case. Additional suboptimal power control policies are
studied for the partial CSI case in order to reduce the high
computational cost as the number of sensors or receive antennas
grows. Numerical results show better performance can be
achieved by adding multiple receive antennas at the FC.

Index Terms—Distributed estimation, outage probability,
fading channels, physical layer security, sensor networks, power
allocation

I. INTRODUCTION
Wireless Sensor Networks (WSNs) have attracted much

recent research interests and have been widely studied due
to many military as well as civilian applications such as envi-
ronmental monitoring, traf c control, battle eld surveillance
etc. A typical wireless sensor network normally consists of
some small, inexpensive, and low-power sensors, which are
deployed over a region and may communicate with a remote
processor over wireless links [1]. In distributed estimation,
sensors independently collect data about some phenomenon,
which are sent to a fusion center (FC) and then combined to
reconstruct a nal estimate of the observed quantity.
In a WSN, the sensors typically have limited energy

resources and replacing batteries is considered expensive.
Many works have studied how to ef ciently transmit the
observations from sensors to the FC. In [2], [3], a digital
approach was considered where the analog observations are
digitised into bits and then modulated and transmitted. In [4],
the authors showed that using uncoded analog forwarding
of observed signals is asymptotically optimal in estimating
a Gaussian source for a coherent Gaussian multiple access
channel (MAC); and exactly optimal in [5] under certain
situations. Deploying this analog-forwarding transmission,
the authors in [6], [7] studied the optimal power scheduling
problem in a sensor network.The diversity order of decen-
tralized estimation in terms of increasing numbers of sensors
has also been explored in [8], [9].
In the context of communications and information theory,

the idea of information outage probability minimization was
introduced in [10] for block-fading channels, and has been
further extended in e.g. [11], [12]. A similar concept of
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estimation outage probability for distributed estimation was
introduced by the authors in [8], which is de ned as the
probability that the estimation distortion exceeds a certain
threshold. With full channel state information (CSI), the
authors in [13] considered a clustered WSN and derived the
optimal power allocation for estimation outage minimization
problem; the results were extended to partial CSI with limited
feedback in [14].
Under open wireless media, when the measurements at

individual sensors are con dential, maintaining secrecy in a
wireless network becomes quite challenging. The traditional
cryptographic encryption techniques suffer many vulnerabil-
ities and can be dif cult to implement in sensor networks un-
der energy and computational constraints. As an alternative,
the concept of physical layer security has recently garnered
a lot of research interest. The concept of wiretap channel
was introduced by Wyner in [15]. It showed that a non-
zero secrecy capacity can only be obtained if the adversary’s
channel is of lower quality than that of the legitimate recip-
ient. From an information theoretic perspective, the authors
in [16], [17], [18] studied the secrecy capacity in the case of
full CSI or partial CSI. Multiterminal source coding or CEO
problems with secrecy constraints were also considered in
[19], [20], [21]. However, although the secure source coding
techniques enable one to gain information-theoretic insights,
it does not provide a closed form expression for distortion
achievable via multi-sensor estimation over fading channels.
Thus motivated, we investigate the secure estimation problem
from a signal processing viewpoint where sensors employ
simple uncoded analog-forwarding techniques to transmit
their observations to the FC. In this way, a direct expression
for the distortion over fading channels can be obtained,
which is more desirable for deriving analytical results. In
fact, various secrecy schemes from a ‘signal processing’
rather than information theoretic point of view have also
been studied in [22], [23], [24], where different performance
metrics, such as bit-error-rate, signal-interference-to-noise
ratio or Ali-Silvey distances were used to measure secrecy
in a system.
Therefore, in favour of a closed form distortion expression

for multi-sensor estimation over fading channels, we consider
analog uncoded transmission at the sensors. Recently, the
authors in [25] looked at the optimal power allocation for
a decentralized estimation problem in the presence of an
eavesdropper. To secure the system a minimum distortion
threshold is set for the eavesdropper to ensure that the
estimation error at the eavesdropper is no smaller than this
threshold. However, due to the randomness of the fading
channels, the quality of the estimate at the FC becomes
a random variable. This might be detrimental to real-time
applications when the distortion at the FC becomes large for
a particular fading realisation, or the distortion at the eaves-
dropper becomes very small. Hence, for a delay constrained
sensor network, instead of minimising a long-term average
estimation error at the FC as in [25], it is more appropriate
to maintain a target distortion level throughout the fading
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process and minimise a distortion outage probability1 at the
FC and a secrecy outage constraint at the eavesdropper. This
is the subject of our current work.
In this paper, we look at a WSN where each sensor

independently measures a single point Gaussian source, and
then transmits the noisy measurements to the FC using an
uncoded analog scheme over an orthogonal MAC in the
presence of an eavesdropper or adversary. Both the FC
and the adversary attempt to reconstruct a minimum mean
squared error (MMSE) estimate of the observations. Under
this setting, the main contributions of the paper are: rst,
we consider power allocation problems that minimise the
distortion outage probability at the FC, subject to a long-term
transmit power constraint and a secrecy outage constraint
at the eavesdropper, where a estimation secrecy outage is
de ned as the event that the mean squared error (MSE) at the
eavesdropper is below a minimum acceptable distortion level.
In this way, the entire network is guaranteed to operate under
a speci ed power constraint; while maintaining a certain
level of con dentiality. Second, we study the distortion
outage probability at the FC that can be achieved by adding
multiple receive antennas in both the full CSI and partial CSI
cases. In addition, we propose suboptimal power allocation
policies to alleviate the high computational cost issues raised
by computing for the locally optimal power policy in the
partial CSI case.
The rest of the paper is organized as follows. In Section II

we present the system model for a multiple-sensor network.
In Section III, we form and solve the outage minimization
problem in full CSI case. The case of partial CSI is con-
sidered in Section IV, where we also propose a suboptimal
method to compensate the high computational cost issues.
Illustrative numerical results are provided in Section V,
followed by concluding remarks in Section VI.

II. MULTIPLE SENSORS SCENARIO

A schematic diagram of the wireless sensor network model
is shown in Fig. 1, where we have K sensors observing a
single point Gaussian source with zero mean and variance
σ2θ , denoted by θ[t], t = 0, 1, 2, . . . . The measurement xk[t]
received by the kth sensor at time t is corrupted with noise
and is given by

xk[t] = θ[t] + ωk[t], (1)
where ωk[t] is the sensor measurement noise which is i.i.d.
(independent and identically distributed) Gaussian with zero
mean and variance σ2ωk.
The sensors are assumed to have a single transmit antenna.

Each sensor ampli es and forwards their measurements to
a Nr-antenna fusion center (FC) with ampli cation factor
βk[t] ∈ C via a slow-fading orthogonal multiple-access
channel (MAC), e.g. by using frequency-division duplexing
(FDD) or time-division duplexing (TDD) techniques. The
transmissions are overheard by an eavesdropper who is
equipped with Ne receive antennas. We assume that both
the FC’s and the eavesdropper’s channels experience block
fading, where the channels remain constant during each

1This is analogous to the situation in wireless communication where the
ergodic capacity describes the maximum achievable long term average rate
without a delay constraint; however, in real-time applications because of
the delay constraint it is more suitable to adopt the notion of the outage
capacity, which determines the maximum achievable rate with an outage
probability less than ε [10].

Fig. 1: Diagram of the wireless sensor network using orthog-
onal MAC scheme with the presence of an eavesdropper.

coherence time interval, and are i.i.d. over different time in-
tervals [10]. The signals received by the FC and eavesdropper
from the kth sensor are then given by, respectively,
yk[t] = θ[t]βk[t]hk[t] + ωk[t]βk[t]hk[t] + zk[t], (2a)
yek[t] = θ[t]βk[t]hek[t] + ωk[t]βk[t]hek[t] + zek[t], (2b)

where yk[t] = [y1k[t], . . . , yNrk[t]]
T and yek[t] =[

ye1k[t], . . . , yeNek
[t]

]T, the entries of hk[t] and hek[t] are
the instantaneous zero mean i.i.d. complex Gaussian channels
from sensor k to the FC and the eavesdropper with variances
σ2hk and σ

2
hek

respectively, and zk[t] = [z1k[t], . . . , zNrk[t]]
T

and zek[t] = [ze1k[t], . . . , zeNek[t]]
T represent i.i.d. additive

Gaussian noise with zero mean and covariances σ2kINr
at the

FC and σ2ekINe
at the eavesdropper respectively2. The set of

received signals at the FC from all sensors can be written as
Y[t] = [y1[t], . . . , yK [t]]

T

=θ[t] [β1[t]h1[t], . . . , βk[t]hk[t]]
T

+ [z1[t], . . . , zk[t]]
T

+ [ω1[t]β1[t]h1[t], . . . , ωk[t]βk[t]hk[t]]
T
. (3)

Using the fact that each sensor transmits through an
orthogonal MAC, the covariance of the noise fac-
tor [ω1[t]β1[t]h1[t], . . . , ωk[t]βk[t]hk[t]]

T
+[z1[t], . . . , zk[t]]

T

can be derived as a KNr ×KNr matrix:
C[t] =
⎡
⎢⎢⎣
σ2w1β

2
1 [t]h1[t]hH1 [t]+σ21INr

0
.. .

0 σ2wKβ2K [t]hK [t]hHK [t]+σ2KINr

⎤
⎥⎥⎦

The linear minimum mean square error (MMSE) estimator
is well known to be the optimal estimator for θ under the
model (2) [26]. At time t the mean squared error (MSE) or
distortion at the FC using the MMSE estimator is

D[t] =

⎛
⎜⎝ 1

σ2θ
+

⎡
⎢⎣

β1[t]h1[t]
...

βK [t]hK [t]

⎤
⎥⎦
H

C[t]−1

⎡
⎢⎣

β1[t]h1[t]
...

βK [t]hK [t]

⎤
⎥⎦
⎞
⎟⎠

−1

(a)
=

[
1

σ2θ
+

K∑
k=1

β
H
k [t]βk[t]

(
σ
−2
k hHk [t]hk[t]− σ

−2
k hHk [t]hk[t]

(
σw

−2
k β

−2
k [t] + σ

−2
k hHk [t]hk[t]

)
−1

σ
−2
k hHk [t]hk[t]

)]
−1

=

(
1

σ2θ
+

K∑
k=1

gk[t]pk[t]

σ2k + gk[t]σw2
kpk[t]

)
−1

, (4)

2The notation x
T and x

H refers to the transpose of x and conjugate
transpose of x respectively.
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where (a) results from applying the Matrix Inversion
Lemma [27], pk[t] � βHk [t]βk[t] is the power allocated on the
kth sensor, and gk[t] � hHk [t]hk[t] =

∑Nr

m=1 h
H
mk[t]hmk[t]

is the sum of channel power gains from the kth sensor to
the FC with hmk[t] being the channel gain from sensor
k to mth antenna at the FC. Note that for a given set
of {pk[t]}, any {βk[t]} satisfying βk[t]Hβk[t] = pk[t], ∀k
would result in the same distortion, hence we will mainly
focus on {pk[t]} in the paper. We assume the optimal
power allocation strategy is designed by the FC, and then
{pk[t]} are wirelessly transmitted to the sensors via a public
channel3. The minimum distortion level at the eavesdropper
is achieved by implementing the linear MMSE estimator,
shown as

De[t] =

(
1

σ2θ
+

K∑
k=1

gek[t]pk[t]

gek[t]pk[t]σ2ωk + σ2ek

)−1
, (5)

where gek[t] � hHek[t]hek[t] =
∑Ne

n=1 he
H
nk[t]henk[t] is the

sum of channel power gains from the kth sensor to the
eavesdropper and henk[t] is the channel gain from sensor k
to nth antenna at the eavesdropper. Due to the randomness
of the fading channels, the instantaneous distortions at the
FC and the eavesdropper, as shown in (4) and (5), change
over time.
Different from our previous work [25] in which we studied

optimal power allocation for distortion minimization with
a security constraint at the eavesdropper, in this paper
we focus on the distortion outage minimization problem.
For a given maximum acceptable distortion level D at the
FC, we de ne a distortion outage to be the event that
the instantaneous distortion D[t] exceeds D. The distortion
outage probability at the FC is then given as Proutage_FC �

Pr [D[t] > D]. At the eavesdropper, for a given minimum
acceptable distortion level De, a secrecy outage event is
declared if the instantaneous distortion De[t] is less than
De (which means that the eavesdropper has a good quality
estimate), and the secrecy outage probability is de ned as
Proutage_EVE � Pr [De[t] < De]. We assume that the full
channel state information (CSI) of the FC is available, while
eavesdropper’s channel information may or may not be
awared by the FC.
In this paper, we wish to minimize the distortion outage

probability at the FC by adapting the transmit powers of
the sensors at each channel instance, while keeping the
secrecy outage probability under a certain threshold, i.e.,
Proutage_EVE ≤ δ, and the long-term average sum of sensor
transmission powers, de ned as E

[∑K
k=1 pkE

[
x2k[t]

]]
=

E

[∑K
k=1 pk(σ2θ + σ2ωk)

]
, to be less than a power budget

Ptot.
Due to the assumption of system independence over time

t, we will drop the time index t for the rest of the paper.

III. FULL CSI
In this section, we assume the FC not only knows the

channel states between the sensors and the FC, it can also
acquire the channel information between the sensors and the
eavesdropper. Clearly, the requirement of full CSI of the
eavesdropper channels is infeasible in practice. However, the
optimal performance with this assumption is instructive as

3When the feedback link is secure, the estimation distortion seen by the
eavesdropper will be even larger than De[t] given in (5), due to the lack of
{pk[t]}.

well as useful as a benchmark for the performance with
partial CSI of the eavesdropper channels, to be analysed
subsequently.
Let the channel states at the FC and the eavesdropper

be denoted by g = [g1, . . . , gK ] and ge = [ge1, . . . , geK ]
respectively. The outage minimization problem is

min
P(G)

Pr [D (G,P (G))>D]

s.t. Pr [De (G,P (G))<De] ≤ δ, E [〈P (G)〉]≤Ptot, (6)

where G = [g; ge] and 〈p (G)〉 �
∑K

k=1

(
σ2θ + σ2ωk

)
pk (G)

is the total power consumption. P (G) is a vector of ran-
dom variables with conditional probability density function
fP|G (p|G), where p (G) is one of the deterministic schemes
and p = [p1, . . . , pK ] is the power of all the sensors.
Remark: In order to produce a meaningful solution to

problem (6), De is set to a suitable value such that the feasible
region is not empty for a given transmit power budget Ptot

and a secrecy outage probability threshold δ.
In communications theory, it was shown in [12], [10] that

for information outage minimization problems the optimal
power allocation policy is in general a probabilistic policy,
in particular this is often the case for discrete channel
distributions. Motivated by these results, we start with a
probabilistic power allocation P (G).
Denote the indicator function by 1(x), where 1(x) = 1

if x is true; otherwise 1(x) = 0. With the assumption
on the fading channels and perfect CSI at the FC, the
distortion outage probability at the FC and the secrecy
outage probability at the eavesdropper can be expressed as,
respectively,

Pr [D (G,P) > D]

=

∫ ∫
1 {D (G,p) > D} fP|G (p|G) dp (G) dF (G) , (7)

Pr [De (G,P) < De]

=

∫∫
1 {De (G,p)<De} fP|G (p|G) dp (G) dF (G) . (8)

We outline the strategy involved in solving problem (6),
which are similar to techniques used in [12]. We rst show
that for an arbitrary feasible probabilistic power allocation
P (G), which can be divided into four non-overlapping power
regions, we can always construct another feasible proba-
bilistic power allocation P̂ (G) that contains three power
regions, with the powers in one of the regions all equal
to zero, and such that P̂ (G) gives no worse performance
than P (G). Next, based on P̂ (G) we construct another
feasible power scheme P′ (G) which is randomized among
three deterministic power schemes {pi (G)} , i = 1, 2, 3 with
corresponding weighting factors {ωi (G)}. Furthermore, we
show that P′ (G) performs at least as well as P̂ (G).
First, given a feasible probabilistic power scheme P (G),

we partition the powers into four non-overlapping power
regions as given in (9).
A1 (D,De,G)={p (G) :D (G, p (G))≤D, De (G, p (G))≥De|G}
A2 (D,De,G)={p (G) :D (G, p (G))≤D, De (G, p (G))<De|G}
A3 (D,De,G)={p (G) :D (G, p (G))>D, De (G, p (G))≥De|G}
A4 (D,De,G)={p (G) :D (G, p (G))>D, De (G, p (G))<De|G}

(9)
The objective is to minimize the distortion outage prob-

ability at the FC with the secrecy outage probability at
the eavesdropper being less than δ. As A3 (D,De,G) and
A4 (D,De,G) are power regions where outage occurs at the
FC, and both D (G,p (G)) and De (G,p (G)) are convex
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functions over p (G), we can replace the power regions
A3 (D,De,G) and A4 (D,De,G) by a region where all the
powers are set to 0, which saves transmit power and does
not violate the constraints in problem (6). We denote this
new feasible probabilistic power scheme as P̂ (G), which has
three non-overlapping power regions for a given G, namely,
B1 (D,De,G) = A1 (D,De,G) , B3 (D,De,G) = {0},
B2 (D,De,G) = A2 (D,De,G) (10)

with all powers in B3 (D,De,G) equal to zero.
Any optimal probabilistic power scheme can always be

divided into the four non-overlapping regions as de ned in
(9). As A3 (D,De,G) and A4 (D,De,G) are two sets of
powers that result in outage at the FC, replacing these two
regions with B3 (D,De,G) would not change the distortion
outage probability at the FC, but maintains or even reduces
the secrecy outage probability at the eavesdropper. Therefore,
we conclude that if a probabilistic power allocation policy
is the optimal solution of problem (6), it shares or can be
transformed into the same form as P̂ (G).
Next, we construct from P̂ (G) another probabilistic power

scheme P′ (G) which randomizes among three determin-
istic power allocations {pi (G)} with time-sharing factors
{ωi (G)}, i.e.,

P′ (G) =
3∑

i=1

pi (G) 1 (X (G) = i) , (11)

where X (G) is de ned as
X (G) = q, with probability ωq (G) , q = 1, 2, 3. (12)
The deterministic power schemes {pi (G)} are de ned by

averaging the powers in each of the regions (10), i.e.,

p1 (G) = E

[
P̂ (G)

∣∣∣p (G) ∈ B1 (D,De,G) ,G
]
,

p2 (G) = E

[
P̂ (G)

∣∣∣p (G) ∈ B2 (D,De,G) ,G
]
,

p3 (G) = E

[
P̂ (G)

∣∣∣p (G) ∈ B3 (D,De,G) ,G
]

= 0. (13)

The corresponding weighting functions {ωi (G)} are de ned
as the probability of using each deterministic power strategy
{pi (G)}, i.e.
ωq (G) = Pr [p (G) ∈ Bq (D,De,G)|G] , q = 1, 2, 3. (14)
Remark: Given the fact that all powers in B3 (D,De,G)

are zero, we know that in this case the distortion at
both the FC and the eavesdropper has the largest possible
value of σ2θ . Furthermore, for a given channel state G, if
B1 (D,De,G) = ∅, then we must have ω1 (G) = 0, as there
are no powers in B1 (D,De,G) satisfying D (G,p (G)) ≤ D
and De (G,p (G)) ≥ De simultaneously.
Lemma 1: There exists an optimal solution to problem

(6) of the form P∗ (G) =
∑3

i=1 pi (G) 1 (X (G) = i), where
{pi (G)} andX (G) are respectively de ned in (13) and (12),
and
• ω1 (G)De (G,p1 (G)) + ω3 (G)De (G,p3 (G)) −

(ω1 (G) + ω3 (G))De ≥ 0,
• ω1 (G)D (G,p1 (G)) + ω2 (G)D (G,p2 (G)) −

(ω1 (G) + ω2 (G))D ≤ 0,
•

∑3
i=1 ωi (G) = 1,

• E [ω2 (G)] ≤ δ,
• E

[〈∑3
j=1 ωj (G) pj (G)

〉]
≤ Ptot.

We can rst show the feasibility of P∗ (G), that is P∗ (G)
satis es the total transmit power constraint and the secrecy
outage constraint at the eavesdropper. Next, we employ

Jensen’s inequality to show that using P∗ (G) is no worse
than using P′ (G). The proof details are omitted.
Applying Lemma 1, problem (6) can be reformulated into

the another optimization problem, shown as:
min

{ωj(G)},{pj(G)}
1− E [ω1 (G) + ω2 (G)]

s.t. E [ω2 (G)] ≤ δ, (15a)
E [〈ω1 (G) p1 (G)〉+ 〈ω2 (G) p2 (G)〉] ≤ Ptot, (15b)
ω1 (G)De (G, p1 (G))− ω1 (G)σ2θ + ω2 (G)

(
De − σ

2
θ

)
≥ De − σ

2
θ , (15c)

ω1 (G)D (G, p1 (G)) + ω2 (G)D (G, p2 (G))

− (ω1 (G) + ω2 (G))D ≤ 0, (15d)
ω1 (G) + ω2 (G) ≤ 1, (15e)
0 ≤ ωj (G) ≤ 1, j = 1, 2. (15f)

The functional optimization problem (15) is in general
non-convex. Let γ, λ, νe (G), ν (G), and s (G) denote the
nonnegative Lagrange multipliers for the constraints (15a)-
(15e) respectively. The generalized Karush-Kuhn-Tucker
(KKT) conditions [28] are:

∂l (. . . )

∂p∗jk (G)

{
= 0, p∗jk (G) > 0

≥ 0, p∗jk (G) = 0
k = 1, . . . ,K (16)

∂l (. . . )

∂ω∗j (G)

⎧⎨
⎩

= 0, 0 < ω∗j (G) < 1
≥ 0, ω∗j (G) = 0
≤ 0, ω∗j (G) = 1

(17)

γ
∗ (E [ω∗

2 (G)− δ]) = 0, γ
∗ ≥ 0, (18)

λ
∗

(
E

[〈
2∑
j=1

ω
∗

j (G) p∗j (G)

〉]
− Ptot

)
= 0, λ

∗ ≥ 0, (19)

ν
∗

e (G)
[(
De − σ

2
θ

)
(1− ω

∗

2 (G))− ω
∗

1 (G)De (G, p∗1 (G))

+ω
∗

1 (G)σ2θ
]

= 0, ν
∗

e (G) ≥ 0, (20)
ν
∗ (G) [ω∗

1 (G)D (G, p∗1 (G)) + ω
∗

2 (G)D (G, p∗2 (G))

− (ω∗

1 (G) + ω
∗

2 (G))D] = 0, ν
∗ (G) ≥ 0, (21)

s
∗ (G) [ω∗

1 (G) + ω
∗

2 (G)− 1] = 0, s
∗ (G) ≥ 0, (22)

where
{
p∗j (G)

}
,
{
ω∗j (G)

}
, γ∗, λ∗, ν∗e (G), ν∗ (G), s∗ (G)

are the optimal points, and l (. . . ) is de ned as
l
(
γ, λ, νe (G) , ν (G) , s (G) ,

{
pj (G)

}
, {ωj (G)}

)
= −

2∑
j=1

ωj (G) + γω2 (G) + λ

〈
2∑
j=1

ωj (G) pj (G)

〉

+νe (G)
[
ω1 (G)σ2θ−ω1 (G)De (G, p1 (G))−ω2 (G)

(
De−σ

2
θ

)]
+ ν (G) [ω1 (G)D (G, p1 (G)) + ω2 (G)D (G, p2 (G))

− (ω1 (G)+ω2 (G))D]+s (G) [ω1 (G)+ω2 (G)] . (23)
From (16), we know that for any nonnegative p∗1k (G) and

p∗2k (G), they must satisfy, respectively,

λ
∗

ω
∗

1 (G)
(
σ
2
ωk + σ

2
θ

)
− ν

∗

e (G)ω∗

1 (G)
∂De (G, p∗1 (G))

∂p∗1k (G)

+ ν
∗ (G)ω∗

1 (G)
∂D (G, p∗1 (G))

∂p∗1k (G)
= 0, k = 1, . . . ,K, (24)

and

λ∗ω∗2 (G)
(
σ2ωk+σ2θ

)
−ν∗ (G)ω∗2 (G)

∂D (G,p∗2 (G))

∂p∗2k (G)
=0.

Furthermore, from (20)-(23) we can obtain the Lagrangian
at the optimal points for each channel state G, and from
which we can obtain

∂l (. . . )

∂ω∗1 (G)
= −1 + λ∗ 〈p∗1 (G)〉 , (25)

and
∂l (. . . )

∂ω∗2 (G)
= −1 + λ∗ 〈p∗2 (G)〉+ γ∗. (26)
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Note that if the channel distributions of both the eavesdropper
and the FC are continuous, then the events λ∗ 〈p∗1 (G)〉 = 1
or λ∗ 〈p∗2 (G)〉 = 1 − γ∗ have zero probability. Thus, from
condition (17) and (25)-(26) we obtain the following result:

ω∗j (G) =

⎧⎨
⎩

1, ∂l(... )
∂ω∗

j
(G) ≤ 0,

0, ∂l(... )
∂ω∗

j
(G) > 0.

j = 1, 2. (27)

Remark: From the structure of the power allocation in (11)
and (27), we see that for continuous fading channel distribu-
tions, the optimal power allocation policies are deterministic.

Theorem 1. Consider the following optimization problems
(28) and (29):

min
p

〈p (G)〉

s.t. De (G, p (G)) ≥ De, D (G, p (G)) ≤ D, (28)
and

min
p

〈p (G)〉 , s.t. D (G, p (G)) = D, (29)

with optimal solutions p∗a (G) and p∗b (G) respectively. Then
a locally optimal solution to problem (15) is given by:

P∗ (G) =

⎧⎪⎪⎨
⎪⎪⎩
p∗a (G, λ∗) , if ω∗1 (G) = 1
p∗b (G, λ∗) , if ω∗2 (G) = 1 and

De (G, p∗b (G, λ∗)) < De

0, otherwise.

The proof is omitted to save space.
Remark: We may have no feasible solutions for problem

(28), which corresponds to the channel conditions where
there are no power allocations satisfying non-outage at both
the FC and the eavesdropper, i.e., B1 (D,De,G) = ∅. In this
case, we have ω∗1 (G) = 0.

IV. PARTIAL CSI
Due to the practical dif culties in obtaining the full

channel information of the eavesdropper, in this subsection
we will assume that the FC only has statistical knowledge
of the eavesdropper. We rst explore the power allocation
problem that minimises the distortion outage at the FC via
the Lagrange multiplier technique. To reduce computational
cost we then consider suboptimal power allocation policies.
From the analysis in Section III we notice that the op-

timal transmit power policies are deterministic if both the
FC’s and eavesdropper’s fading channels have continuous
distributions, based on which, in this part of the work we
aim to develop deterministic transmit power policies with
full knowledge of only the sensor-to-FC channels. Using a
similar setup as problem (6), the Lagrangian in the partial
CSI case can be constructed as

l(g, ν, λ) =

∫
g

[
1 {D (g, p (g)) > D}+ λ 〈p (g)〉

+ ν

∫
ge

1 {De (ge,p (g))<De} dF (ge)
]
dF (g) , (30)

where ν and λ are non-negative Lagrange multipli-
ers satisfying ν∗ (δ − Pr [De (ge,p∗(g)) < De]) = 0 and
λ∗ (Ptot − E [〈p∗ (g)〉]) = 0 at the optimal point.
To minimize the Lagrangian given in (30), we need to
nd the optimal power allocation for each channel state
at the FC such that 1 {D (g, p (g)) > D} + λ 〈p (g)〉 +
ν
∫
ge

1 {De (ge,p (g)) < De} dF (ge) is minimized.
Lemma 2: Let ξ (p (g)) = λ 〈p (g)〉 +

ν
∫
ge

1 {De (ge,p (g)) < De} dF (ge). Then the optimal
p∗ (g) must meet 0 ≤ 1 {D (g,p∗ (g)) > D}+ξ (p∗ (g)) ≤ 1.

The proof is easy to derive and hence is omitted.
In order to minimize 1 {D (g, p (g)) > D}+ ξ (p (g)), we

either obtain D (g, p∗ (g)) > D where we declare an outage
at the FC, or the distortion at the FC is no larger than D and
so 1 {D (g, p∗ (g)) > D} = 0.
Therefore, for a given channel state at the FC, the sensors

either choose to forward the information to the FC (with non-
outage at the FC achieved) or keep silent. Hence, by applying
Lemma 2 we obtain that the optimal power allocation p∗ (g)
has the form

p∗ (g) =

{
p̂ (g) , if ξ (p̂ (g)) < 1
0, otherwise,

(31)

where p̂ (g) is a locally optimal solution of the following
problem:

min
p(g)

λ 〈p (g)〉+ ν

∫
1 {De (ge,p (g)) < De} f (ge) dge

s.t. D (g, p (g)) ≤ D. (32)
1) Partial CSI Suboptimal Solution: Due to the dif culties

of explicitly expressing
∫

1 {De (ge,p (g)) < De} f (ge) dge
and deriving a locally optimal solution to problem (32),
which has high computational costs, in this part we look
at a suboptimal power allocation scheme based on sensor
scheduling.
In a multiple-sensor network, instead of activating all the

sensors, we can selectively choose only one sensor with
the best channel to forward its measurement to the FC. Let
gm = max (g1, . . . , gK) where m corresponds to the index
of the sensor with the largest channel gain. The estimation
distortion at the FC and the eavesdropper then become
functions depending on gm and gem respectively.
To explicitly illustrate the power policies in this scheme,

we will assume that the channel power gains are ex-
ponentially distributed at both the FC and the eaves-
dropper with means 1

λ̄
and 1

λ̄e
respectively. We can

then obtain the probability density function of gm as
Kλ̄

(
1− e−gmλ̄

)K−1

e−λ̄gm , and similarly for gem.
Following similar techniques as in Section IV, we obtain

the transmit power policy:

p∗ (gm) =

{
σ2nm(σ2θ−D)

D(σ2θ+σ2ωm)−σ2
θ
σ2ωm

1
gm

, if gm > gm_th,

0, otherwise,

where gm_th satis es ν∗e−
Dth
λe

gm_th + Ptλ
∗

gm_th
= 1, with Pt =

σ2nm(σ2θ−D)

D−
σ2
θ
σ2ωm

σ2
θ
+σ2ωm

and Dth =
σ2em
σ2nm

(σ2θ−De)[D(σ2θ+σ2ωm)−σ2θσ
2
ωm]

(σ2θ−D)[De(σ2θ+σ2ωm)−σ2
θ
σ2ωm]

,

and with λ∗ and ν∗ being the optimal Lagrange multipliers
chosen to satisfy the power constraint and secrecy outage
constraint at the eavesdropper. In addition, the overall outage
probability at the FC can be computed and expressed as

Pr [D (gm, p∗ (gm))>D] =
(

1− e−
gm_th

λ

)K

. (33)

V. NUMERICAL RESULTS
We consider a situation with three sensors. For simplicity,

we consider the source σ2θ to be distributed as N (0, 1),
and all three sensors share the same measurement sensitivity
of σ2ωk = 10−3,∀k. We assume that the distances from
each sensor to the eavesdropper are 125m, 127m and 129m,
whereas it is 125m, 130m and 135m to the FC respectively.
Furthermore, we consider the path-loss of the signal power
at the FC and the eavesdropper as the free-space path-loss
model [29]: PL = 20 log10(d) + 20 log10(f)−27.55, where
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d ∈ {dk, dek} is the distance between sensor k and the FC
or the eavesdropper in meters, and f is the signal frequency
in megahertz (we assume the network uses an operation
frequency of 800MHz). Then, the channel power gain fol-
lows an exponential distribution with mean 10−

PL
10 mW. The

maximum acceptable distortion level D at the FC is set to
0.007 while the required minimum distortion level De at the
eavesdropper is 0.01.
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Fig. 2: Performance comparison in a three-sensor network
with Ne = 2 and δ = 0.2.

In Fig. 2, we compare the distortion outage probability
at the FC with the sensor scheduling scheme, partial CSI,
and full CSI schemes in a three-sensor network, with the
FC having two or three antennas. As we can see, the outage
probability at the FC is smaller when the FC is equipped with
more antennas for all three cases. Additionally, in Fig. 3, the
performance of sensor scheduling closely follows the partial
CSI case when the transmit power budget is small. As we
keep increasing the power budget, Proutage_FC settles down
to a point at which the secrecy outage constraint is satis ed
with equality but the power constraint is loose, since any
power increment makes no improvement.
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Fig. 3: Performance comparison in a three-sensor network
with Nr = 3 and Ne = 2.

VI. CONCLUSION
In this paper, we have considered the problem of transmit

power allocation for distortion outage probability minimiza-
tion in the presence of an eavesdropper. We studied the dis-
tortion outage probability performance for both full CSI and

partial CSI under the multi-sensor single antenna scenario.
We proposed a suboptimal solution to overcome the high
computational cost in the case of partial CSI. Simulation
results showed that better performance can be achieved with
additional receive antennas at the FC. In addition, the current
work can be extended to the multiple transmit antennas case,
where the arti cial noise technique [30] can be employed by
the sensor to confuse the eavesdropper.
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