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Retaillance: a conceptual framework and review of 
surveillance in retail
Nada Elnahla and Leighann C. Neilson

Sprott School of Business, Carleton University, Ottawa, Canada.

ABSTRACT
Retaillance is surveillance in a brick-and-mortar retail setting. In 
today’s world, brick-and-mortar retailers are threatened by compe-
tition from online retailers and the need to compete with sellers not 
just in the same city or country, but from all over the world. Retailers 
have, therefore, moved beyond the routine surveillance of consu-
mers for security reasons, and begun to compete for consumers’ 
personal and shopping data, in an effort to gain competitive advan-
tage. Surprisingly, published academic research relevant to surveil-
lance in a retail setting is quite limited. To address this apparent 
gap, this interdisciplinary literature review will first provide both 
a new definition and conceptual model of what surveillance in 
physical retail entails, before reviewing how retailers view retail-
lance, how retaillance impacts consumers and their relationships 
with retailers, along with associated moral and ethical dilemmas. 
Most importantly, we utilize our review as an opportunity to high-
light a variety of directions for future research that can contribute to 
our understanding of the impact of retaillance and add to the 
vitality of the fields of retailing and marketing by opening new 
and unexplored areas of study.
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Introduction

Surveillance is not new. The roots of modern surveillance can be traced back to as early as 
the 15th century; the practice and concept can be found in ancient civilizations when 
records were kept for purposes of taxation, military service, immigration, and apportion-
ing land. What is new about surveillance is the way it has become an intrinsic part of daily 
life. Surveillance is pursued by governments, organizations, businesses and even indivi-
duals, and its practices can be found in nearly all aspects of our lives, such as consump-
tion, administrative recording, protection, monitoring, tracking, controlling, and 
management. While not determinative, technological developments, especially compu-
terization, have been profoundly important in the rise of new forms of surveillance 
(Haggerty and Ericson 2006, 4), turning societies into ‘information societies’ (Fuchs 
2014; Lyon 1998) and ‘surveillance societies’ where every day, normal life is closely 
monitored (Lyon 2001b, 1; 2008) Clarke III and Flaherty 2008).

When it comes to the world of physical retail, retailers have moved beyond the 
routine scrutiny of consumers for security reasons, to competing for consumers’ 
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personal and shopping data, even if this information is not voluntarily reported. When 
consumers are inside the store, retailers can: collect their shopping and personal 
information; capture their images; record their conversations; track, and even deny, 
their merchandise returns; biometrically surveil their bodies (for example, their faces 
and fingerprints); and/or track their location inside, and maybe even outside, the store. 
Such surveillance raises ethical and moral questions regarding the differences between 
the public and the private spheres. For their part, retail consumers have their own 
expectations of what their shopping experience should be like. They want, and expect, 
better service, discounts, attractive and personalized offers, to use the store’s Wi-Fi for 
free, collect more points on their loyalty cards, fast checkout lines, aisles that are not 
crowded, well-stocked shelves, and, of course, a safe and secure environment in which 
to shop.

As a first step towards understanding the impact and outcome of contemporary 
surveillance in retail on both consumers and retailers we conducted a substantial litera-
ture review. Structured around a conceptual model, this review will cover: a new defini-
tion of retail surveillance (i.e., ‘retaillance’); understanding retailers’ four main reasons 
behind their use of surveillance (controlling loss and enhancing security, creating 
a pleasant and personalized shopping experience, enhancing profitability, and ensuring 
safety during the COVID-19 pandemic); a review of retaillance systems and channels; 
consumers’ awareness of retaillance on individual, societal and governmental levels; the 
impact and outcome of retaillance; and the ethical and moral dilemmas of retaillance. 
According to Paul and Criado (2020), by using a narrative versus bibliometric style, this 
systematic review could be classified as a ‘hybrid domain-based’ review in which 
a framework is presented to provide directions for future research.

This systematic interdisciplinary review makes several contributions. First, it brings 
together scholarly and practitioner literature from the fields of marketing, consumer 
behaviour, sociology, political science, communications, media studies, and law in order 
to provide an integrated assessment of our current understanding and offer definitional 
clarity. Second, it provides a conceptual model to organize and highlight gaps in 
previous research. Next, it offers a categorization of surveillance systems based on 
their attributes that is flexible enough to incorporate new systems that may emerge 
and, finally, in addition to critiquing existing understandings, we offer suggestions for 
future research.

Conceptual model

To lay the groundwork for our model (Figure 1), we synthesized readings from marketing, 
consumer behaviour, sociology, political science, communications, media studies, and law 
(more details in the following sections). The model’s components then served as the 
structure for the review. In this model, retaillance (manifested in surveillance channels and 
systems) directly influences the relationship between retailers (i.e., the surveiller) and 
consumers (i.e., the surveilled). Consumers’ reaction to retail surveillance channels is 
influenced by their awareness of both privacy laws and regulations, and the presence 
and scope of retaillance itself (making ‘awareness’ a moderator of the relationship 
between surveiller and surveilled). The impact and outcome of such retaillance ultimately 
affect the retailers, creating a never-ending circle.
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Research method

Despite the fact that surveillance is a hot topic nowadays, only twenty-five academic 
papers (published between 1993 and 2019) employing empirical research relevant to the 
field of retail have been published (one of them is more conceptual than empirical and 
another is a literature review). To retrieve these papers, the following selection criteria 
were applied: (1) the research had to be already published and not a work-in-progress; (2) 
the paper had to be academic in nature (e.g., magazines and newspaper articles were 
excluded); (3) the work had to be relevant to the topic of retaillance/marketing, for 
example, the ultimate focus is on either the consumer and/or the retailer and not on 
the surveillance technology itself; and (4) the research had be applicable to a brick-and- 
mortar setting. When fitted into the retaillance model, this past research has been divided 
into three categories: from the surveillant/retailers’ perspective (10 papers), from the 
surveilled/consumers’ perspective (12 papers), conceptual research (1 paper), and litera-
ture review (1 paper). A chronological summary list of this research is provided in Table 1.

As a result of the availability of only a small number of academic business sources, our 
search to build a literature review was expanded to include sociological publications and 
practical sources, such as: reports issued by retail and surveillance businesses and associa-
tions, newspaper articles, magazine articles, law guides, forums, and websites (e.g., of 
market research and consulting firms, security firms, privacy groups, retail businesses, 
governments, etc.). Overall, the literature review highlights the following: first, scholarly 
marketing research related to the topic of retaillance is very limited. Secondly, because of 
the rapidly changing nature of surveillance technology, there is a need for up-to-date 
research. Therefore, while some aspects of past research are still valuable (such as 
theoretical foundations, using previously developed methods as a starting point, or 
past research results as a point of comparison), a lot of the concepts have to be updated 
to reflect the new technology. Thirdly, published academic research based on an empiri-
cal model relevant to surveillance in a retail setting is surprisingly quite limited.

Figure 1. Retaillance model.
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The definition of retaillance

The origin of the word ‘surveillance’ is rooted in Latin – in which vigilare means ‘to keep 
watch’ and the prefix sur refers to ‘below’ (Marx 2016b, 46) – and the French verb surveiller, 
literally to ‘watch over.’ When it comes to the brick-and-mortar retail setting, the currently 
used definitions of surveillance (Dandeker 1990, p. 37; Grenville 2010, p. 81; Lyon 2007, pp. 
13–14; Marx 2012, p. xxv, 2016, pp. 1–2) are too general to be applied, for they cover the 
surveillance of all human behaviours and not just consumption behaviours. In the world 
of business, the term ‘consumer surveillance’ is frequently used though there is no one 
specific definition. In general, it refers to the monitoring and recording of people’s 
activities and data, either online or in the physical environment, for commercial purposes, 
and that such data can be shared with third parties. Again, this definition is too broad for 
the physical retail sector.

As a result of the lack of a proper definition that would suit this research, we have 
coined a new term: retaillance (a combination of the words ‘retail’ and ‘surveillance’) 
which we define as following:

Retaillance, or surveillance in a brick-and-mortar retail setting, is the focused, systematic, and 
routine scrutiny of consumers, and the collection of their personal and shopping data, which 
goes beyond what is voluntarily reported, for purposes of influence, management, protec-
tion, retail crime identification, shrinkage prevention, improving the consumer’s shopping 
experience, and/or profit. Surveillance may be direct (face-to-face) or technologically 
mediated (overt or covert in-store security systems).

This definition brings the following features of our review into focus: (1) a focus on 
consumption in a brick-and-mortar setting versus online consumption; (2) the routine, 
everyday nature of surveillance; (3) the Business to Consumer (B2C) rather than Business 
to Business (B2B) nature of the model; (4) that retailers’ data collection methods could be 
voluntary (i.e., the consumer willingly gives their information) or involuntary (i.e., collected 
by the retailer without the consumer’s knowledge); (5) the different reasons behind the 
collection of surveillance data; and (6) the existence of different retail surveillance 
systems.

The surveiller: retailers’ goals

To understand the role that retailers (i.e., surveiller) play in retaillance, we should first 
understand what their goals are, how they align with or contradict the goals of consumers 
(i.e., the surveilled), and the outcome of such retaillance in terms of how it affects 
consumers’ attitudes and behaviour and the retailer-consumer relationship. Several fac-
tors have contributed to the desire for and ability to gather and use customer information 
for marketing purposes: (1) with the decrease in operating costs of information and 
communication technologies (ICTs), the relatively minimal cost of consumer data gather-
ing efforts is seen as providing a potentially large return on investment; (2) fueled by 
competitive pressures, there is a focus on collecting consumers’ personal information, 
a task made easier by the decreasing costs of data storage and retrieval, the use of new 
forms of data analytics such as data mining (Turow, McGuigan, and Maris 2015) and 
knowledge data discovery (KDD), and the application of these data within the predomi-
nant business strategy of customer relationship management (CRM); and (3) the increased 

THE INTERNATIONAL REVIEW OF RETAIL, DISTRIBUTION AND CONSUMER RESEARCH 337



availability of consumer data provided by numerous third-party corporations that sell this 
information as a commodity and by public distributors of relevant population data (for 
example, government statistics bureaucracies, such as U.S. Census Bureau, Statistics 
Canada, and the U.K. Home Office).

Amid a technological retail revolution, retailers have the potential to enhance both 
their operations and the experience they can provide their consumers (Grewal et al. 2020, 
96). Thus to 21st-century merchants, retaillance has become a strategic imperative (Turow, 
McGuigan, and Maris 2015). Physical stores now compete with sellers not just in the same 
city or country, but from all over the world. In addition, when shopping in a physical store, 
consumers can use their smart phones as a competitive weapon, browsing product 
ratings, price comparisons, comments and feedback on social media, as well as offers 
from competitors, becoming ‘omnichannel shoppers’ (Lazaris et al. 2014). Based on our 
review of academic sources, security/surveillance businesses’ websites and reports, news-
paper and magazine articles, and retailer guides, a more detailed discussion of why 
retailers employ retaillance follows.

To control loss and enhance security

Retail space is not only used for legitimate acts of consumption, but also for illegal forms 
of shopping behaviour, such as shoplifting (Phillips, Alexander, and Shaw 2005). To 
combat retail misbehaviour, retail security is concerned with products, consumers and 
staff (the last is not covered by this review) (March Networks 2019). For example, packa-
ging design (Coles and Kirwan 2011) – in addition to its aesthetic function – plays a role in 
security, for it helps deter tampering and pilferage, its authentication seal and security 
printing indicate that its content is not counterfeit, and when combined with anti-theft 
devices such as RFID (Radio Frequency Identification) tags, it becomes a means of retail 
loss prevention. As for safeguarding consumers, a 1995 survey study by Overstreet and 
Clodfelter of the safety and security concerns of shopping center customers (e.g., parking 
lot security, robbery, assault, abduction of small children) has concluded that these 
concerns (especially customers’ safety outside the mall) affect shopping frequency and 
shopping precautionary behaviour (e.g., avoiding shopping after dark or when alone, and 
avoiding the parking lot). When consumers are afraid of retail crime inside the stores, they 
can enact a wide range of avoidance behaviours, such as: reduced shopping activity, 
limited nighttime shopping, shortened shopping visits, switching to competitors, or 
turning to alternative shopping formats including the internet or catalogues (Cardone 
and Hayes 2012, p. 23).

To create a pleasant and personalized shopping experience

The importance retailers place on safety and security should not undermine consumers’ 
shopping experience. The Canadian Retailer’s Guide (Retail Council of Canada 2018) 
advises retailers to not look at technology as just a way to create an effective omnichannel 
selling structure, but to also create a unique shopping experience; today’s consumers care 
about their shopping experience (Grewal et al. 2020) as much as finding products and the 
best prices (both of which could be attained online). Retailers have always leveraged on 
the store environment by manipulating three dimensions: ambient factors (sight, sound, 
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smell, and touch); design elements (functional and aesthetic aspects, such as the layout, 
design, and décor); and the people component of the space (interpersonal interactions in 
the form of customer-to-customer and customer-to-staff interactions) (Baker 1986). 
Retailers have to balance the use of a number of ambient design and social elements – 
in the hopes of creating a unique, pleasant, and engaging Customer Shopping Experience 
(CSE) – while ensuring that a high level of sales environment surveillance does not 
interfere with the shopping experience (Bonfanti 2014). Despite the fact that open 
merchandising (i.e., an open sales environment in which articles are accessibly displayed) 
improves the shopping experience and increases sales, it can lead to increased retail 
‘shrinkage’ (i.e., the stock loss from crime or waste expressed as a percentage of retail 
sales), affecting shoppers in a number of ways, such as: reduced on-shelf availability, 
reduced assortments, defensive merchandising (e.g., locking products in cabinets), and 
economic losses (Bonfanti 2014, p. 298). Shoplifting losses and the cost of added security 
is often pushed on to the consumer; to compensate for the loss in profit, retail prices 
increase by an average of two to three cents per dollar (Lin, Hastings, and Martin 1994, 
p. 24). Since shoplifting is the main cause of shrinkage (Cardone and Hayes 2012, p. 22), 
retailers have to monitor shoplifters’ intentions (which can be only achieved by monitor-
ing all shoppers) in order to obtain the most from their security investments, and enhance 
the store’s attractiveness by ensuring a high level of sales environment surveillance that is 
also appealing for shoppers (Bonfanti 2014, p. 298).

To design an attractive shopping experience that is capable of meeting the customers’ 
latent sensorial, emotional, and psychological expectations without encouraging shoplift-
ing, retailers have to employ surveillance solutions that are both secure and appealing to 
shoppers, for example: store design (e.g., locating registers in the middle of the store (Lin, 
Hastings, and Martin 1994)), locking and security systems, personnel training, and tech-
nological systems. Bonfanti’s (2014) conceptual framework shows that without providing 
a feeling of security, a retail store will be less attractive to consumers; it also suggests 
surveillance solutions that are both secure and appealing to consumers. Thus, appealing 
store surveillance systems can help in developing retailer/consumer relationships, making 
it possible to consider surveillance solutions from the perspective of CSE (customer’s 
shopping experience).

To enhance profitability

In retail environments, counting store shoppers (whether in a certain area or moving through 
a passage), understanding consumer behaviour, and monitoring how shoppers move about 
in a store’s spaces and interact with products is very valuable (Paolanti et al. 2020). Shoppers’ 
behaviour, moreover, can be observed within different store and shelf layouts to provide 
fundamental insight for retailers who want to optimize the revenue/cost equation by enrich-
ing the in-store experience of their shoppers (Ferracuti et al. 2019). For example, by studying 
shoppers’ in-store navigation and queuing times, retailers can develop a better customer 
experience, whether by reducing stock outs or queuing times, positioning staff in key store 
locations at times when customers want assistance, or improving navigation and layout so 
that shoppers can find what they are looking for quickly and easily (Ipsos Retail Performance 
2017). Thus, since physical stores need to adapt to shopper dynamics and emerging desires, 
shopper behavioural analytics have been receiving increasing attention over the last few 
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years. Both individual (e.g., purchase behaviour and customer preferences) and aggregated 
insights (from movement patterns, hot spots, item popularity, interaction with digital touch-
points, and PoS data) from the collected information help retailers set the foundation for the 
individualization and cost optimization capabilities (Betzing, Hoang, and Becker 2018, 
p. 1675).

To ensure safety during the COVID-19 pandemic

With the spread of the COVID-19 pandemic, the demand for retaillance has increased, since 
retailers need to: secure their stores during temporary closures or reduced operating hours; 
ensure staff are in compliance with health and safety regulations to avoid government fines 
and reduce community transmission; and deliver a safe in-store shopping experience in which 
the retailer can control access and social distancing and manage queues (Moe 2020). Thus, 
retailers need to strike a balance between customer satisfaction and efficient security. To limit 
the spread of the highly contagious COVID-19 virus, retailers have deployed social distancing 
requirements, stringent cleaning protocols and capacity limits as part of their plan to safely 
reopen. Playing a crucial role in this endeavour is technology that can help identify individuals 
who do not follow the new procedures and/or may have the virus before that person enters 
the premises. To assist retailers to operate their stores in compliance with COVID-19 regula-
tions, some types of video surveillance include applications that help with occupancy man-
agement (by monitoring multiple entrances and exits to track real-time visitor access through 
automated displays at entry points), face mask detection (to ensure compliance with pre-
scribed hygiene concepts) and social distancing monitoring (by detecting people and dis-
tances between them while providing additional visual analytics that allow retailers to 
improve current COVID-19 practices) (SDM 2020). Some retailers have started collecting 
their customers’ personal information to help with COVID-19 tracing, however, many security 
experts expressed their fear that such information can rarely be deleted securely, could get 
into the wrong hands, and could be even compromised in an unanticipated way (Macdonell 
2020). Another type of video/bio- surveillance, that is both covert and mediated in real-time, is 
thermal imaging camera systems that have the capability of detecting an elevated tempera-
ture in consumers or employees prior to entry (Ouellette 2020).

Retaillance systems and channels

In retail, different surveillance systems can be used (Figure 2), including: (1) in-store 
surveillance systems (video, audio, biometric and virtual guards), (2) tagging, (3) collecting 
phone numbers and emails, (4) loyalty programs, (5) free Wi-Fi and tracking technology, (6) 
personalised advertising, (7) radio frequency identification (RFID), (8) tracking returns, and 
(9) geo-fencing. Based on our reading of the literature, we group these systems into four 
different categories based on their attributes (Figure 3): direct vs. technologically mediated; 
overt vs. covert; real-time vs. over time vs. retrospective; and formal vs. informal.

Direct vs. technologically mediated

Retaillance can be conducted face-to-face (e.g., security guards and floor personnel) or 
through security systems (discussed in depth in the next section). Even though there is 
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a human element behind all surveillance systems, we classify surveillance elements as 
‘direct’ only when the consumer is expected to be personally in touch with those 
operating the technology. For example, video surveillance is considered technologically 
mediated and not direct because retail consumers do not interact with the security staff 
operating the system (whether in real-time when the consumer is physically in the store 
or when the recorded footage is viewed later). On the other hand, the tagging surveil-
lance system is considered both direct and technologically mediated because when the 
alarms go on, the consumer is approached by security or store personnel who can ask to 
check the former’s package(s).

Overt vs. covert

Installed retail surveillance can be overt or covert and it includes video, audio, biometric, and 
visual guards. On the one hand, some retailers prefer not to hide cameras, mounting them 
visibly in public spaces (i.e., overt), such as check-out counters and common areas, to 
reinforce the feeling that someone is always watching and to serve as a visual theft deterrent. 
For example, to deter shoplifting at their new self-checkouts, Walmart uses cameras that 
reflect consumers’ faces back to them, signs that warn people they are under surveillance, 

Figure 2. Retaillance systems.
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and employees positioned within view (Kaitlyn 2018). On the other hand, some retailers opt 
to use concealed (i.e., covert) security applications, for example, when hidden cameras are 
installed in ceilings and sensors are installed near fitting rooms to learn how many customers 
pass through the doors and where they tend to go) (Rosenbloom 2010).

Real-time vs. over time vs. retrospective surveillance

An example of real-time monitoring, or surveillance, is watching live footage of consu-
mers through video surveillance while they are in the retail store. Surveillance over time, 
however, is asynchronous, for example, database marketing in which collected consumer 
data (e.g., spending habits, preferences and lifestyles) are analysed at a later stage. 
Retrospective monitoring occurs when past surveillance data is used (e.g., using surveil-
lance CCTV footage for forensic investigations). According to the U.S. NRF (National Retail 
Federation) Stores magazine (Stores, 2019), retailers can now identify criminals more 
easily. Retailers can give high-resolution images of people who commit crimes in their 
stores to Rite Aid, a U.S. company that uses a criminal identification system known as 
‘Captis I-4’ and on whose website (solvecrime.com) retailers can upload their photos and 
videos. Those photos/videos are then broadcast to a 50-mile radius around the area where 
the crime occurred, as well as to multiple surrounding cities, in effect crowdsourcing 
them. When retailers offer rewards, tips are expected. This system has led to a 20 to 60% 
reduction in criminal incidents, usually lasting between four and six months (Schulz 2019).

Figure 3. Retaillance channels.
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Formal vs. informal surveillance

The concept of formal surveillance is based on the idea that increasing observation 
opportunities decreases crime. This encompasses observations by employees and retail 
loss prevention (LP) staff, including both uniformed security officers and undercover store 
detectives. Informal (or natural) surveillance, on the other hand, is any technique that aids 
in viewing or observing the retail space, increasing would-be-offenders’ sense of risk and 
their feeling of ‘being watched,’ and ultimately having a significant deterrent effect on 
them. This potential is facilitated by the design of the retail space (Cardone and Hayes 
2012, p. 29). For example, to enhance informal retail security, retailers can plan the 
arrangement of merchandise and employ protective design through lighting and mirrors 
(Phillips, Alexander, and Shaw 2005, 68).

Kajalo and Lindblom (2010) and Lindblom and Kajalo (2011) collected data from 161 
grocery store retailers to create a comprehensive understanding of the ways in which 
retailers perceive the link between surveillance and customers’ and employees’ sense of 
security. Their study (2010, 2016) employs elements of Crime Prevention Through 
Environmental Design (CPTED); CPTED is a multi-disciplinary approach to crime preven-
tion that offers a range of strategies to prevent crimes (e.g., access control, surveillance, 
territorial reinforcement, and maintenance of the facility), and asserts that the design and 
management of the physical environment can encourage or discourage opportunities for 
crimes (Kajalo and Lindblom 2010, p. 304). Their study reveals that formal surveillance has 
a negative impact on customers’ feelings of security from the retailers’ point of view, while 
informal surveillance had positive impacts. In 2011, they used the same theory to study 
the effectiveness of formal and informal surveillance in reducing shoplifting in the retail 
store environment, reaching the conclusion that store personnel play a crucial role in 
preventing shoplifting and that, in general, the human factor remains very important in 
crime prevention (Lindblom and Kajalo 2011). In 2016, Kajalo and Lindblom used data 
gathered from a survey of 200 shopping mall visitors to reveal that consumer experience 
of safe retail environments (i.e., free of crime such as shoplifting, employee theft and 
vandalism) reflects the distinction between informal, unnoticeable surveillance (e.g., 
maximizing visibility and well-lit environment) and formal, visible surveillance (e.g., 
security guards, or security hardware such as CCTV and motion detectors).

In an exploratory study to examine retail managers’ attitudes towards shoplifting and 
identify how they deal with it, Lin, Hastings, and Martin (1994) concluded that although 
store layout design can reduce shoplifting (for example, informal surveillance by locating 
registers in the middle of the store), and using security measures – such as guards and 
taking packages from customers (i.e. direct surveillance); – can ward off shoplifters, they 
also make the shopping experience more unpleasant for honest customers.

While it can be argued that formal surveillance may be necessary to combat criminal 
behaviour, there is a major concern that these investments may make honest consumers 
feel insecure, and even increase their sense of an environment of hostility within the store. 
Although some may argue that informal surveillance has only limited utility to prevent 
crime because potential offenders are not deterred by any noticeable means, in practice, 
informal surveillance is promoted using physical features and activities that maximize 
visibility and foster positive social interaction (Welsh, Mudge, and Farrington 2009). In 
conclusion, to decrease crime in their stores and ensure that consumers feel secure and, at 
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the same time, have a good shopping experience, retailers have to employ a mixture of 
formal and informal surveillance.

To sum up, in the retail sector, with rapid technological advances, surveillance has 
become the means to not only monitor in-store activity and maintain low shrinkage rates, 
but also to provide outstanding and personalized customer service. A matrix that explains 
how these systems fall under the various retaillance channels is provided in Table 2 .

The surveilled: consumers’ awareness

Consumer awareness of retaillance is when the consumer knows of the presence of 
retaillance (i.e., overt retaillance) and when they are aware of the laws, policies and 
regulations governing retaillance and their rights (note that this knowledge could be 
partial or complete). Consumer awareness, moreover, could be either individual (i.e., 
negative opinions about targeted ads) or societal (i.e., understanding the broader benefits 
and risks).

Individual awareness

Direct surveillance (when an employee overtly watches consumers in real-time) can have 
negative outcomes, for example, leading to defensive merchandising. Defensive mer-
chandising is when shoppers are simply too embarrassed to ask an employee for access to 
embarrassing products (e.g., condoms or foot fungal cream) and end up either abandon-
ing their purchase (Redfeam 2006) or self-consciously shoplifting (Beck and Palmer 2009), 
both of which result in lost revenue for the retailer. Esmark, Noble, and Breazeale (2017) 
conducted four studies to show why an employee watching a shopper can cause the 
shopper to either permanently or temporarily leave the shopping area as purchase 
intentions decrease. Using Reactance Theory (i.e., a psychological motivational state 
aroused by the threat to a behavioural freedom, for example, shopping in private is 
threatened through the manipulation of being watched), their research explores why, 
when shoppers believe an employee is watching them, they feel less in control of their 

Table 2. A matrix of retaillance channels and systems.

Retaillance 
Systems

Retaillance Channels

Direct Technological Overt Covert
Real- 
time

Over 
time Retrospective Formal Informal

Video X X X X X X X
Audio X X X X X X
Biometric X X X X X X X
Virtual guards X X X X
Tagging X X X X X X
Phone no. & 

emails
X X X X X X

Loyalty programs X X X X X X
Wi-Fi & tracking X X X X X X
Personalized 

advertising
X X X X X X

RFID X X X X X X
Tracking returns X X X X
Geo-fencing X X X X X X X X
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privacy, resulting in negative consequences for the retailer. Increasing options that allow 
a consumer to regain control will reduce the overall reactance to the threat to privacy and 
will improve retailer outcomes.

In 2017, Samat, Acquisti and Babcock developed a scale and investigated the effect of 
awareness about targeting on users’ attitudes towards a targeted ad and behavioural 
intentions towards the advertised product (i.e., intentions to purchase the advertised 
product). Targeted advertising is defined as ‘the practice of tracking an individual’s online 
activities in order to deliver advertising tailored to the individual’s interests’ (299). 
Although Samat et al. focused on the online platform, the results of their online survey 
study could be applied to physical retail, specifically personalized advertising employed in 
stores. According to their study, at least 33% of the study participants had negative 
opinions about targeted ads. The question then becomes: why would the advertising 
industry be willing to make consumers aware about their targeted advertising practices?

Societal awareness

A cornerstone in understanding the policy implications of this research is the discussion of 
societal awareness of the challenges posed by retaillance. Lace (2005) calls for moving 
beyond the traditional demarcation lines of privacy debates to recognise the broader 
benefits and risks of using personal information.

In the future, policy will be formed less exclusively on the battlegrounds of privacy but on 
those of risk and of accountability. Privacy itself will need to be promoted as a social (rather 
than primarily an individual) value that supports democratic institutions (208).

To her, allusions to Big Brother scrutiny are becoming dated, for, instead, we are now 
moving towards a society of ‘little brothers’ (defined by Tokunaga (2011, p. 705) as 
a ‘phenomenon in which organizations and individual Internet users engage in surveil-
lance to gain awareness about the Internet-related behaviors of others’). This creates 
a need for greater awareness (among governments, businesses, and consumers) of the 
importance of personal information and the challenges it poses when it comes to 
principles of social justice and distributional fairness, quality of life, and the notion that 
privacy, in particular, can be socially beneficial. Kerr and Barrigar (2012) argue that 
surveillance and privacy are not binary opposites, and that there is a fundamental tension 
between privacy (a fundamental human right), identity (something that is self-directed 
and chosen), and anonymity (a basic foundation of political free speech). Thus, the conflict 
arises between privacy and security, for information must be monitored, collected, and 
stored with permanence, while assessed continuously in order to prevent significant 
social threats.

Not only are consumers being watched, they sometimes voluntary share their data. 
Gotlieb (1996, p. 161) states that ‘most of the [Canadian] populace really does not care all 
that much about privacy, although, when prompted, many voice privacy concerns.’ A Pew 
Research Center survey found that up to half of Americans are willing to ‘share personal 
information or permit surveillance in return for getting something of perceived value’ 
(Rainie and Duggan 2016). To achieve a level of mutual benefit, consumers should 
understand the benefits and risks of providing personal data, so that they can give their 
informed consent. The second step is building trust, which would lead to a sense of 
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control. Grenville, therefore, advocates that businesses engage in a concerted effort to 
educate people about both surveillance and resistance. Culnan and Bies (2003) contend 
that offering benefits that consumers find attractive is not enough, for there is also a need 
to be open and honest about information practices so that consumers both perceive 
disclosure to be a low risk proposition and can make an informed choice about whether or 
not to disclose, for example, by having an ‘opt-out’ where a consumer’s information will 
be used for marketing unless they object (327–328).

Awareness of government policies and laws

Consumer privacy is at the centre of an ongoing debate among business leaders, privacy 
activists, and government officials (Culnan and Bies 2003). In the late 1990s, Canadians 
started to take seriously the privacy issues raised by the personal data-gathering activities 
of private corporations (Lyon 2003, 169). Currently, the Office of the Privacy Commissioner 
of Canada (OPC) is responsible of overseeing two federal privacy laws: the Privacy Act, 
which covers the personal information-handling practices of federal government depart-
ments and agencies, and the Personal Information Protection and Electronic Documents 
Act (PIPEDA), which covers the personal information-handling practices of businesses 
(“Office of the Privacy Commissioner of Canada,” n.d.). Tabled in the Canadian Parliament 
on 17 November 2020, Bill C-11, the Digital Charter Implementation Act (DCIA), will 
include some significant new changes to Canada’s privacy framework (CMA 2020a, 
2020b).

In February 2012, President Obama introduced a blueprint for the Consumer Privacy 
Bill of Rights, intended to give Americans the ability to exercise control over what personal 
details companies collected from them and how the data was used. So far, only a few data 
controls for consumers have been produced, a testimony to the ongoing clashing visions 
for American society and commerce (Singer 2016). To varying degrees, privacy laws have 
been enacted in over eighty countries around the world (“What’s data privacy law in your 
country?,” 2019).

Many consumer polls indicate that consumers cannot trust companies to self- 
regulate the use of consumer data and that some level of government legislation is 
needed (Clarke III and Flaherty 2008; Taylor 2003), for example, there are currently no 
laws that are applicable to the collection of personal data gathered by RFID technology 
(Shim 2003). Unfortunately, data protection laws usually have a marginal impact on 
surveillance societies, for they are constantly challenged by the organizations that 
desire to amass an ever-increasing level of their customers’ information (Lace 2005, 
p. 215).

Impact and outcome: consumers’ perceptions of surveillance

In today’s world, enhancements in the shopping experience come hand in hand with the 
technological advancement in surveillance. Many marketers justify their data-collection 
practices with the argument that there are trade-offs (Turow, Hennessy, and Draper 2015); 
consumers trade their personal and consumption information for better service, dis-
counts, personalized offers, or using the store’s Wi-Fi without charge. In reality, consumers 
react differently to retaillance:
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ordinary people find myriad ways of coping with surveillance—resigning themselves to it, 
finding modes of settlement that retain some dignity or freedom, or, on occasion, openly 
objecting to the gaze in whatever shape it takes. (Lyon 2007, p. 159)

People, therefore, vary widely when they navigate their world of surveillance and infrin-
gement of privacy.

Using various statistical tests to analyse GPD (Globalization of Personal Data) surveil-
lance data across seven countries, Grenville (2010) posits a model to explain why some 
resist surveillance (for example, by refusing to give personal details to a business, or by 
lying to the government), whereas others accept or ignore it. According to the survey, 
both those who are well informed (i.e., informed resisters) and those who were ignorant 
of surveillance knowledge (i.e., alienated skeptics) are the most fearful of surveillance. 
On the other hand, those who believe they know enough to be comfortable that their 
information is safe (i.e., status quo satisfied) are content with the status quo and are 
comfortable with being targeted by commercial enterprises based on analyses of their 
personal data (76–78). Similar conclusions are stated in a 2009 report about Canadians 
and privacy (Ekos Research Associates, I 2009): the more transparent the rules are, the 
less concerned individuals are that their privacy will be violated. Another survey of 
American consumers (in general, and not just restricted to physical retail stores) found 
that they often do not have basic knowledge when it comes to marketers using their 
information, and they do not believe that ‘data for discounts’ is a square deal (Turow, 
Hennessy, and Draper 2015).

According to Bonfanti (2014), in-store security systems can be either positively or 
negatively perceived by consumers depending on how they emotionally affect the 
consumers’ shopping experience. On the one hand, positive emotions encompass 
a sense of security, transparency, and trust, and on the other hand, surveillance could 
adversely lead to distrust and intimidation, discomfort and embarrassment, and frustra-
tion and a sense of prohibition.

When it comes to loyalty programs, consumer concerns centre on issues of trust and 
personal vulnerability, fearing the prospect of personally sensitive data ending up in the 
wrong hands, however, information associated with shopping habits and basic demo-
graphic information are seen as less of a concern (Pridmore 2010). An example of such 
a security breach is the exposition of private Air Miles data in Canada in 1999 which left 
the personal data (including names, addresses, phone numbers, email addresses, types of 
credit cards held, number of vehicles owned, and other customer loyalty programs 
subscribed to) of 50,000 online Air Miles registrants freely accessible to all the site visitors. 
The fact that such data was even collected and resold came as a surprise to many (Gruske 
1999; Lyon 2001).

Marketers often claim that users give out information about themselves as a trade-off 
for benefits they receive (Romele et al. 2017). For example, in exchange for sharing their 
information with a retailer, 54% of consumers anticipate a personalized discount in a day, 
and 32% within just an hour of sharing their information (Pandolph 2017). A 2014 Yahoo 
report concluded that ‘more consumers [have begun] to recognize the value and self- 
benefit of allowing advertisers to use their data in the right way.’ Turow, Hennessy, and 
Draper (2015, p. 3) challenge this report. They argue, on the basis of a representative 
survey of 1,506 Americans aged 18 and older, that users are actually resigned to giving up 
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their data, are not engaged in trade-offs and that they do not believe that ‘data for 
discounts’ is a square deal;1

Resignation occurs when a person believes an undesirable outcome is inevitable and feels 
powerless to stop it. Rather than feeling able to make choices, Americans believe it is futile to 
manage what companies can learn about them. (Turow, Hennessy, and Draper 2015)

The survey shows, moreover, that a large percentage of consumers do not often have the 
basic knowledge to make informed cost-benefit choices about the ways marketers use 
their information, and many overestimate the extent to which the government protects 
them from discriminatory pricing (i.e., companies changing prices from person to person 
based on those individuals’ consumer profiles) (4). People’s inconsistency, and contra-
dictory impulses and opinions when it comes to the safeguarding of their own private 
information (e.g., shoppers want real-time promotions which often depend on sophisti-
cated commercial surveillance, yet at the same time, they are uncomfortable sharing their 
browsing history and location) is therefore termed, the ‘privacy paradox’ (Barnes 2006; 
Hull 2015; Turow, Hennessy, and Draper 2015). Such a paradox only highlights the 
complicated nature of the relationship between consumers and retaillance.

To sum up, consumers’ reactions towards retaillance differ, ranging from willing or 
resigned acceptance, to objection, to resistance (i.e., behavioural outcomes). Based on 
their of awareness of retaillance, (mis)trust of retailers, and having (or not having) a sense 
of control over their personal information, consumers can end up being content, con-
cerned, or fearful that their privacy is being violated, hence, being for or against retail-
lance (i.e., attitudinal outcomes). Consequently, retailers have to work on alleviating 
consumers’ concerns over retaillance, providing them with a secure shopping environ-
ment, more benefits, and a better customer experience.

The ethical & moral dilemmas of retaillance

With the proliferation of retaillance, ethical (governed by professional and legal guide-
lines) and moral (individual principles with respect to what is right or wrong) dilemmas 
arise: which information should be considered public and which should be considered 
private? Should consumers trade their privacy for convenience, better shopping experi-
ences, services and offers? Do consumers even have the knowledge and/or power to 
oppose retaillance? And if they do, what are the forms of such counter-surveillance? 
Surveillance has always had some ambiguity, consequently, it has become both an 
intriguing and a highly sensitive topic. It is also increasingly difficult to apply one single 
set of ethical standards to the rich variations in surveillance behaviour and settings (Marx 
2016b, 276). One of the pressing questions when it comes to the darker side of surveil-
lance is how surveillance should be conceived in ethical and/or moral terms.

Database marketing – which helps retailers to profile and track current and potential 
customers by collecting personal data on consumers’ spending habits, preferences, and 
lifestyles (Lyon 2003, 162) – has grown to become a multi-billion-dollar industry. However, 
this industry raises its own red flags when it comes to ethical issues. Zuboff (2018, 2019) calls 
the behavioural data collected for more than what is required for product and service 
improvements ‘behavioral surplus.’ She argues that in an age of ‘surveillance capitalism,’ 
Google is a frontier example of a surveillance platform that translates its nonmarket 
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interactions with users into surplus raw material for the fabrication of products aimed at its 
real customers: advertisers. Moreover, with digital assistants like Google’s Home and 
Amazon’s Alexa (which fabricate living habits into behavioural predictions of consumption 
and needed services), privacy rights have become concentrated within the domain of 
surveillance capitalism. Dataveillance, or the systematic use of personal data systems in 
investigating and monitoring the actions or communications of one/individual or more 
persons/mass (Clarke 1988), is now used to make individuals’ data become visible to 
organizations through data-mining. Consumers’ level of awareness of the presence and 
scope of dataveillance would ultimately affect their reaction towards surveillance in general.

Individual compliance vs. resistance

Marx (2016, pp. 66–69) identifies three kinds of ‘compliance surveillance’: behavioural 
compliance (e.g., driving within the speed limit); certification (including licensing and 
certification for health and safety requirements); and inner compliance (which involves 
norms about beliefs, feelings, attitudes, and attachments) that leads to contemporary 
organizations nurturing and rewarding commitment. When applied to retaillance, two of 
Marx’s forms of compliance can explain consumers’ complying behaviour when they adhere 
to the retailer’s regulations (e.g., no shoplifting or committing acts of violence in the store): 
‘behavioural compliance’ because they know (or at least suspect) that they are surveilled 
inside the store whether overtly or covertly, and ‘inner compliance’ when they follow their 
inner compass of what is right and wrong and what the society deems acceptable beha-
viour. Marx (2003) identifies eleven general strategies of surveillance resistance, all of which 
could be applied to retaillance: (1) switching (using another consumers’ credit or loyalty card 
or identity); (2) distorting (manipulating retaillance collected data and discrediting its 
inferences); (3) blocking (e.g., wearing clothes that reveal little about the consumer’s 
physical appearance, or shoplifters blocking the sensors on electronically tagged consumer 
goods by using a metallic shield that prevents signal transmission); (4) piggy-backing 
(avoiding retaillance detection by accompanying or being attached to a legitimate subject 
or object); (5) discovery/detection (when a consumer’s behaviour varies depending on 
whether or not surveillance is detected); (6) avoidance (passive withdrawal from the store 
where retaillance is employed); (7) refusal (saying ‘no,’ for example, the consumer refusing 
to give the retailer their phone number and/or participate in surveys); (8) masking (mislead-
ing the surveillance mechanism by providing useless information, such as pseudonymous 
email addresses); (9) breaking (physically disabling retaillance systems); (10) cooperation 
(resisting retaillance by colluding with surveillants, i.e., employees working in retail security), 
and (11) counter-surveillance (when the consumer starts surveilling the retailer). Marx (2016, 
pp. 166–168) also argues that countersurveillance can be a form of discovery (and its results 
can inform other moves, whether defensively or to coerce cooperation) and a tool to 
uncover questionable practices (which when publicized, may lead to their moderation or 
cessation).

Since 2012 (Mann 1997), Steve Mann has been lobbying for the Mann-Wassel Law to 
counter the concept of McVeillance (i.e., placing people under surveillance while simulta-
neously forbidding them from using their own cameras). Mann has been also advocating 
for ‘sousveillance’ (Mann 1998, 2004, 2012; Mann, Nolan, and Wellman 2003), 
a ‘counterveillance,’ or a counter-surveillance concept, that denotes the ‘lower orders’ 
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using surveillance technologies and tactics to expose and challenge the surveillance 
activities of the powerful (Rhee 1999; Huey 2009; Mann 2009).

Monahan (2006) suggests that the definition of countersurveillance should include the 
potential for inherently political acts aimed at correcting asymmetries of power expressed 
through surveillance activities. Although some countersurveillance activities are intended 
to be social and to raise social awareness, he cautions against activists’ individualized 
countersurveillance measures that may unintentionally reinforce the systems of social 
control, ‘leaving the institutions, policies and cultural assumptions that support public 
surveillance relatively insulated from attack’ (p. 517). Monahan also voices concerns about 
focusing on individual agents of surveillance (such as store clerks or security guards) 
which reduces the complexity of the surveillance/countersurveillance problem; those 
individuals are easy targets but not the best ones, for they might be underpaid and 
completely dependent upon their jobs, hence, not the best representatives of institu-
tional power.

Future research suggestions

In a world that is increasingly dependent on technology, employing surveillance in the 
brick-and-mortar retail sector has become an expected norm. Such dependency has 
implications for consumers in terms of how they can protect their privacy rights and 
their personal and shopping data, while, at the same time, ensuring that they have a good 
customer experience. It is even more important to marketers who need to understand the 
short-term (e.g., consumers’ reaction(s) inside the retail stores at the time of being 
confronted with retaillance) and long-term (e.g., consumers’ future choices of which retail 
stores to frequent) implications of retaillance. For public policy makers, a better under-
standing of the impact of surveillance on consumer behaviour and its ethical implications 
is but the first step towards updating and implementing legislation. In terms of future 
research, we suggest the following research programmes:

Exploratory qualitative research focusing on the consumer

When retail surveillance has been empirically studied, researchers have focused on only 
one aspect or method of surveillance (e.g., shoplifting, loyalty profiling, physical envir-
onment, tagging, EAS false alarms, RFID technology, targeted advertisement, privacy, or 
knowledge of surveillance) but there is no research that provides a general and more 
comprehensive understanding of consumers’ awareness of retaillance, the impact of its 
presence, and their reaction to it, and how such knowledge could impact their relation-
ship with the retailer. Given the holistic nature of the consumer shopping experience, it 
seems likely that an inclusive approach would more closely parallel the actual shopping 
environment and produce actionable insights. Moreover, we call for research that 
integrates both retailer and consumer perspectives in order to make recommendations 
about the effects of retaillance on customer relationship management efforts. In only 
one of the studies conducted to date were consumers (shoplifting offenders) inter-
viewed in person, despite the fact that such narratives have the potential to open the 
door to new venues of consumption studies. Exploratory qualitative research, sensitive 
to the ways in which consumers experience retaillance, has the potential to guide 
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further academic research as well as provide a richer understanding of the shopping 
experience to inform practice.

Micro-research employing theory

Most of the published research reviewed in this paper lack a theoretical foundation. Only 
ten papers utilized theoretical frameworks, six of which were conducted by the same 
researchers (Kajalo and Lindblom). Although conceptual papers help researchers to 
theorize the topic being discussed, they do not provide empirical evidence that would 
encourage marketers, retailers, and/or policy makers to take action and make the needed 
changes. The door is therefore wide open for researchers to investigate retaillance using 
new theories in order to provide a more solid theoretical foundation to the study of 
retaillance. In addition, it would be of interest to develop and validate scales that could 
help in measuring consumers’ reactions towards the various retaillance systems and 
channels.

The impact of the COVID-19 pandemic on retaillance

We hope that this review paper stimulates future work on the impact of the COVID-19 
pandemic on retailers’ use of and consumers’ reaction to retaillance. Retailers are now 
tasked with ensuring that their consumers follow the new safety protocols and practices 
(e.g., wearing a mask properly, social distancing, etc.) and to protect their stores against 
a potential increase in shoplifting. This has led to more retaillance, especially overt 
retaillance carried out by retail workers. Privacy advocates argue that such marked 
changes in privacy norms could threaten individual rights even after the pandemic has 
passed (Klein and Felten 2020). Pantano et al. (2020, p. 210–211) raise the question of 
whether the countermeasures adopted by both retailers and governments to comply with 
public regulation might potentially lead consumers to lean towards accepting more 
invasive surveillance measures (e.g., biometric surveillance such as face recognition, GPS 
tracking, body scanning, etc.) which might further alter privacy perceptions over time. 
Brough and Martin (2020) argue that:

response to the outbreak has threated privacy by reducing consumer control over the 
collection, sharing, and protection of some of the most sensitive types of personal informa-
tion, including health and location data . . . new digital records that would not otherwise exist 
have been created as shelter-in-place orders have forced many consumers, including vulner-
able populations [particularly those who tend to be late adopters of e-commerce, such as the 
elderly, disabled, immigrants, and lower-income households], to replace offline activities with 
online activities. (p.1)

Optimistically, accelerated adoption of surveillance tools and online activates may lead to 
security enhancements that can ultimately improve privacy. In addition, post-COVID-19 
consumers may become accustomed to the benefits of virtual shopping (e.g., greater 
convenience, reduced travel and wait times, free shipping offers), leading them to 
evaluate privacy cost-benefit trade-offs (Brough and Martin 2020, p. 2).

To summarize, the field of retaillance offers many opportunities for researchers, for 
there is a real need for more detailed, up-to-date empirical surveillance research that 
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focuses on the brick-and-mortar retail environment. Our recommendations for future 
research encompass the more general, or macro, suggestions of exploratory qualitative 
research and the more micro level which focuses on the use of and reaction to specific 
retaillance channels and systems. We also recommend studying the ongoing impact of 
the COVID-19 pandemic on retailers’ use of and consumers’ reactions to retaillance and 
what that means to the notion of privacy.

Concluding remarks

Science advances by building on prior knowledge, consequently, review studies play 
a major role, not only by reconciling and synthesizing past findings (Marabelli and 
Newell 2014; Paul and Criado 2020), but by providing new conceptual frameworks that 
can offer specific guidance for future research which can ‘extend past research in ways that 
help the field advance systematically in its knowledge’ (Hulland and Houston 2020, p. 351). 
In the brick-and-mortar retail world, in-store technology has been a game changer, yet its 
impact surpasses enhancing the shopping experience and influencing sales. The central 
goal of this systematic review, therefore, is to provide a review of past research applicable 
to studying the impact of retaillance (i.e., surveillance in a brick-and-mortar retail stores). 
Providing definitional clarity and using a framework that emphasizes six components (i.e., 
surveiller/retailer, surveillance channels, surveilled/consumer, awareness, impact and out-
come), we have centred our discussion on how retailers view retaillance, how retaillance 
impacts consumers, and the impact of such retaillance. Importantly, we identify opportu-
nities for new research efforts that can contribute to the vitality of the fields of retailing and 
marketing by opening new and unexplored areas of study.

Notes

1. What Turow et al. call ‘resignation,’ Romele et al. (2017) call ‘voluntary servitude’ which is 
a matter of voluntary submission and not coercion.
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