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- Insights in the digital context

This position paper presents an overview of key insights on the management of IT-related risks in the
digital business context, as derived from pertinent academic and practitioner literature. These, along
with insights from subject matter experts, have informed development of IVI’s IT-CMF Risk
Management (RM) Critical Capability.

The digital landscape is characterized by significant risks and uncertainties, where risk relates to the
potential loss traceable to IT/digital assets and digitally-enabled managerial and operational processes
[1]. Risks are complex concepts that are dependent on time and the logical relationships and
interrelationships with other objects [2]. Factors such as the pervasiveness of and reliance on
technology, the rapid pace of technology advances, greater organizational connectivity, customer
power, and information velocity and density increase the complexity of the digital environment and
result in the need for the organization to evolve its traditional business operations and business models.
These factors result in the organization being exposed to a landscape of unprecedented risk, and
greater ranges, scales, and frequencies of digital attacks [3]-[7].

Numerous IT-related risks have been discussed in the literature (for example [1], [8—12]). Digital risks
encompass traditional IT risk categories and an expanded set that are more specific to the
transformational changes brought about by new and emerging technologies. They include, for example,
strategic, operational, financial, technical, programme/project delivery, data/information, reputation
and brand, political, legal and regulatory, supply chain/business ecosystem, new business models and
business processes, conduct, and disruptive technology implications. A further risk for an organization
is that of failing to actively pursue digital change — such organizations, sometimes referred to as ‘digital
laggards’, may become irrelevant or may even be displaced in their industries by fast-moving digitally-
enabled players [13].

The existence of organizational structures, incentives, or culture that discourage adaptability or risk
taking are a significant liability in effectively exploiting digital assets [1], [14]. In some studies, risk
aversion is regarded as a significant cultural barrier to an organization’s digital transformation journey
[14]. Traditionally, organizations tended to be more risk averse with a predominant focus on risk and
cost minimization, internal performance, metrics, and standard waterfall processes [15], and this mind-
set still prevails in the ‘digital laggards’. In the rapidly changing digital landscape however, digital leaders
typically have a higher tolerance and appetite for risk. CEOs/CIOs with a more ‘risk-on’ attitude to
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technology [16] engage in risk-taking actions, experimentation, and digital business innovation using
exploratory, fail fast approaches to identify the key opportunities for the future [13]. An organizational
culture that embraces and supports more entrepreneurial and active risk-taking in digital programmes
is characteristic of higher organizational performance. In a 2015 McKinsey survey, for example, 65% of
digital leader organizations had a high tolerance for risk or bold initiatives and over half had changed
the risk profiles of their corporate business portfolios in response to digital trends. In contrast, among
average digital performers 70% of respondents did not see support for risk taking [17]. While this
cultural shift may come more naturally to ‘born digital’ organizations, for others the path to digital
transformation is more challenging.

With both greater ranges, scales, and frequencies of digital attacks, and greater appetite for risk-taking
actions among digital leaders, the importance of an effective risk management capability for the
organization is paramount. Risk-taking behaviour must be balanced with the use of proactive risk
management approaches that minimize the potential downside of risk exposure. In a recent survey
however, 43% of organizations did not recognise the risks of digital transformation or had not
effectively addressed them. Approximately one third of respondents had not considered how their risk
management approaches may need to evolve to account for the complexities of the digital
environment; rather they adopted a ‘wait and see’ approach with the aim of emulating the risk
management approaches of successful competitors. Only 25% of business leader respondents adopted
proactive approaches to managing the risks of digital disruption [13]. Failure to effectively manage IT-
related risks can result in regulatory, legislative, financial, and reputational implications that can impact
business continuity [4], [18]-[20]. Hence, establishing a risk management approach that is responsive
to the changing nature of risk and that enables the organization to manage risks to within its risk
tolerance threshold must be a key priority in the digital context.

Effective risk management in the digital context serves two objectives: 1) establishing awareness and a
common understanding across organizational stakeholders regarding the nature of digital risks, and 2)
establishing programmes to ensure risks are effectively addressed by relevant individuals [1]. Given the
changes brought about by digital transformation [5], it is suggested that organizations need to re-
conceptualize the management of risk as opposed to continuing with traditional risk management
approaches. Hence, organizations should focus on developing a risk management capability [1], [21]
that provides the organization with the ability to rapidly and dynamically respond to digital disruptions.
The agility to sense and respond to unknown and unexpected risks is increasing in importance, relative
to practices for prioritizing and mitigating known and expected risks [12].

As a key aspect in developing an effective risk management capability, digital risk needs to be solidified
as a key focus area of the corporate board’s agenda as corporate board level involvement can set the
mandate for the organization’s risk-taking propensity. Such board-level involvement, as well as
provision of adequate funding and visible and vocal engagement across the organization,

IVI © 2018 - Page 2 of 8



communicates the message that risk management is a critical issue with business consequences and
promotes development of a risk-aware culture.

Heightened levels of awareness are necessary to keep pace with changes in the risk landscape. Hence,
communication from senior management should direct each individual employee in being cognizant of
IT-related risks, as in the event of a breach of the organization’s preventive and detective barriers, the
actions of employees become the last line of defense. Consequently, organizations need to develop
comprehensive employee-directed risk management education as part of their IT risk management
programmes [1], in order to facilitate employee decision-taking on risk [22]. Such training should cover
general awareness training and training specific to emerging tools and holistic risk management
approaches.

At an individual employee level, CIOs need to reflect risk management as a key improvement area in
their individual and team’s performance plans. The link to employee performance appraisals is
important, as employee noncompliance with IT-related risk issues is regarded as a growing concern [1].
Success should be measured in how well the team responds to risk i.e. its resilience, as opposed to how
well its prevent issues from occurring.

Corporate governance needs to be redefined to meet the requirements and demands of the digital
business. The organization needs to evolve the focus on governance — from an IT governance and a
tactical information security focus to enterprise digital governance and enterprise accountability i.e.
establishing cross-functional responsibility for effectively and efficiently leveraging digital technology
in support of the organization’s goals [1], [23]. Organizational structures need to reflect a separation
of the operational aspects of risk management from governance-related aspects, with a distinction
being made between those who own risk decisions, those who provide risk assessments, and those who
audit risks, yet these should simultaneously work together [24]. Clear ownership and shared
accountability should be assigned for risk management. It is the responsibility of those risk owners to
establish specific policies and standards for the various risk areas, and to regularly assess and manage
the risks faced [1].

Risk management policies, procedures, and programmes need to be linked to the organization’s
strategy, objectives, and culture [1]. A sole focus on minimizing technical risk is inadequate for engaging
in digital transformation [1]. Organizations need to broaden the IT conversation beyond the IT function
and a more strategic, enterprise-wide risk management approach, with a focus on business exposures
is required. Due consideration must be given to encouraging partnerships between technical and
business managers, and digital risk management practices must further consider the wider business
ecosystem and the management of risks pertaining to the entire supply chain. Greater communication,
collaboration, and an enriched risk dialog across departments are required to address digital risks, as
well as partnerships between suppliers, partners, and external agencies [1], [3].

A clear understanding of the organization’s risk tolerance and the evolving risk landscape is required.
Approaches to risk management need to be driven by the organization’s appetite for risk, as this
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understanding enables an organization to balance the need to protect the organization and the need
to effectively run and grow the business [5]. Typically, organizations need to shift from a mind-set that
regards all risk as bad to an attitude to taking appropriate risks in order to realize increased profits. In
instances where digital leaders strive to embrace experimentation, ambiguity, and uncertainty, and
quickly and flexibly react to change [25], the organization needs to find the right balance in managing
risks without impeding effective business operations. According to Sambamurthy and Zmud [1], ‘the
real challenge is to balance the necessity to secure an organization’s computer systems, communication
systems, and information systems against the necessity for the organization to apply IT productively and
creatively in executing and evolving the organization’s business models in the face of an ever-changing
competitive environment’.

Digital risks, by their nature, are dynamic - characterized by continuous changes in the external
environment. Hence, the management of digital risks, that is assessing, prioritizing, treating, and
monitoring risks, needs to be proactive and dynamic [12], [26]. Informed by discussions on risks with
the organization’s most senior executives and an up-to-date understanding of the evolving risk
landscape, IT leaders need to conduct regular risk assessments and map out threat models for the
business in order to help determine the rigidity of controls required [4], [23]. This process can be
enhanced by incorporating external threat intelligence [23], [27] and participating in relevant industry
sharing communities to share and glean valuable insights [28]. The level of risks faced must be
continually monitored and re-evaluated as risks, technologies, and legal and regulatory requirements
evolve [5]. In order to address the prioritized risks, comprehensive risk treatment strategies are
required, with risk responses being matched to the magnitude of the risk posed to the organization and
the particular needs of individual operating units [1]. In summary, the approaches for managing risk
typically need to continually adapt to minimize the potential negative consequences of risk exposure
[29]. They should agilely focus on business outcomes, reflect a phased containment approach to control
risk in short sprints [12], [15], and balance the potential severity of the risks with the need for the
organization to innovate and seize IT-related/digital opportunities [5].

Rapid advances with respect to new and emerging digital technologies increase the potential risk of
digital transformation, requiring organizations to rethink their approach to risk management. A critical
mind-set shift is that of evolving the practice of IT-related risk management from an IT function-centric
activity to an enterprise-wide activity, with shared ownership, responsibility, and accountability across
IT and business function leaders, as well as greater engagement and collaboration with broader
business ecosystem partners. Organizations now need far more proactive risk management approaches
in order to minimize the potential downside of risk exposure — these approaches need to be sufficiently
agile to sense and respond to continually evolving and unknown or unexpected risks, whilst balancing
the trade-off between potential loss and potential benefit.
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