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Cyberbullying is a worldwide problem affecting mental health, education, safety and general well-being for indi-
viduals across the globe. Despite the widespread availability of the Internet, research into prevalence rates of
cyberbullying in Qatar is lacking and legislating for the crime has been slow to develop. Recently there have
been some positive initiatives in the country such as a Cybercrime Prevention Law, the development of a National

ICT Strategy, and a website detailing safe practice guidelines for Internet usage. However, the implementation

and usage of these initiatives are still limited and there is a lack of awareness of cyberbullying in Qatar. As a result,

gﬁﬁﬂ?' the risk factors and consequences among school-aged children are unknown. The current paper presents an eval-
Cyberbullying uation of the legislative and public policy solutions to cyberbullying available in Qatar, and outlines the critical
Victimization challenges that could potentially face educators in shaping best practice guidelines for the future.
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1. Introduction problems (e.g., Wolke & Samara, 2004; Wolke, Schreier, Zanarini, &

Bullying is a common behavior among children, adolescents and
adults, which can be witnessed in all countries across the world. In
addition to its well-known international prevalence, the impact of tradi-
tional bullying (face to face bullying) is believed to have a range of neg-
ative outcomes for victims, including health and psychological
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Winsper, 2012). Bullying involves repeated physical and/or mental
harassment as a consequence of an imbalance in power between the
bully and the victim (Olweus, 1993). It can take the form of direct be-
haviors such as physical assault and verbal abuse (Monks et al., 2009);
or relational behaviors such as manipulation of peer relationships to
cause harm to the victim (e.g., gossiping and/or spreading rumors;
Wolke, Woods, Bloomfield, & Karstadt, 2000). In recent times, the
widespread availability of the Internet has exacerbated these problem
behaviors such that a new form of peer harassment has emerged called
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cyberbullying. However, despite increased recognition of this phenom-
enon worldwide, appropriate legislation in Qatar is lacking. This paper
details the current state of legislation for cyberbullying in Qatar and
argues that research is needed to investigate current policies and to
develop new laws that promote child safety by setting an official
standard of prevention.

Cyberbullying is defined by Smith et al. (2008a) as “an aggressive, in-
tentional act, using electronic forms of contact such as social networking
sites, repeatedly and over time against victims who cannot easily defend
themselves” (p. 376). Similar to traditional bullying there are several
negative behaviors that constitute cyberbullying such as: harassment,
humiliation, exclusion, cyber stalking, flaming (i.e. writing abusive com-
ments online), defamation, denigration, impersonation, outing and ex-
clusion (Feinberg & Robey, 2009; Newey & Magson, 2010; Pearce,
Cross, Monks, Waters, & Falconer, 2011). However, there are also nu-
merous factors that distinguish the two. For example, the power imbal-
ance in cyberbullying experiences may refer to: anonymity (Butler, Kift,
& Campbell, 2009); the bully's technological skills (Grigg, 2010); and/or
the ability to invade their victims' privacy (Aricak et al., 2008; Beran & Li,
2005; Kift, Campbell, & Butler, 2010). Repeated harassment results from
the continual viewing of the bullying incident online by different people
over a short period of time (Campbell, Cross, Spears, & Slee, 2010). Fur-
thermore, cyber bullies do not receive direct feedback for their actions,
which can result in a lack of empathy and understanding of the conse-
quences for the victim (Feinberg & Robey, 2009).

Recent studies investigating this phenomenon have conclusively
shown that its impact on victims leads to a range of negative experi-
ences including the development of psychological problems (Cénat
et al., 2014; Chang et al., 2013). Specifically, research has shown that
cyberbullying can cause brief and long-term periods of psychological
distress for both victims and bullies (Reijntjes, Kamphuis, Prinzie, &
Telch, 2010) and in extreme situations can even lead to suicide
(Tokunaga, 2010). As a result, the risk factors associated with
cyberbullying are quickly becoming recognized by educational re-
searchers and policy makers worldwide as they look to emerging legis-
lation for prevention and appropriate consequences (Nansel et al., 2001;
Smith et al., 2012).

2. Internet usage in Qatar

Qatar is a small Arab country with a population of only 2,003,700
(Statistics Authority, 2014). Despite its size, it has made extensive
economic progress in the last decade, resulting in affluence for a large
portion of society. The population has changed drastically in recent
years because of the influx of foreign workers employed to accomplish
Qatar's development plans (Qatar Population Status, 2012). As a result
there is an imbalance in residents where the majority of the working
population are expatriates (96% compared to 4% nationals in 2011;
Qatar Population Status, 2012). The changing economic and social cli-
mate in the country has presented a challenge to Qatari natives as
they encounter expatriate values different to their own traditional
norms. However, the government is striving to create a contemporary
approach to such issues and have a clear future agenda on the world
stage in areas such as sports, healthcare and education (Qatar National
Development Strategy, 2011-2016).

Together with the growth of the economy, Internet usage has grown
considerably for the current generation in Qatar. According to Internet
World Stats (2010) Internet and broadband penetration is similar to
the European average and among the highest in the Middle East
(51.8% vs. 31.9% for the Middle Eastern average). Furthermore, it was
reported in Qatar's ICT Landscape (2009) that the country has a high up-
take of mobile phones (97.8% of households), which is nearly 10% higher
than the EU average. Despite the widespread availability of the Internet,
legislating for cybercrimes and particularly for cyberbullying has been
slow to develop.

2.1. Traditional bullying and cyberbullying in Qatar

Like many countries worldwide, bullying is a significant social
problem in Qatar, particularly for school-aged children. The Global
School-based Student Health Survey (GSHS, 2011) in Qatari schools
found that 48% of boys and 35% of girls aged 13-15 years were bullied
on one or more occasion in the previous month. In addition, an annual
report by the Supreme Education Council (SEC, 2011/2012)! found
that 14% of students disagreed with the statement “my school is a safe
place to be” (12% of which were primary students and 15% were second-
ary). However, these studies are limited in that most definitions of
traditional bullying make reference to the behaviors being repetitive
instead of isolated incidences (Smith et al., 2008a, 2008b). The GSHS
required participants to comment on bullying experiences that occurred
once or more in the previous month. This does not provide a compre-
hensive analysis of the situation, as it did not focus on the repetitive
nature of bullying. Indeed, establishing a worldwide consensus on the
definition of traditional bullying is a widely debated topic and the
conclusions drawn from studies are not always comparable due to
varying concepts and measurement (Kazarian & Anmar, 2013;
Kowalski, Giumetti, Schroeder, & Lattanner, 2014; Scheithauer, Smith,
& Samara, 2016).

Studies investigating parents' perspectives on traditional
bullying in schools have produced contradictory results. For
example, the SEC (2011/2012) report found that 90% of primary par-
ents and 91% of secondary parents felt that their child “gets along
well with other students”. However, when parents were interviewed
for the Annual Omnibus Survey of life in Qatar (SERSI, 2012), less
than half of all interviewees (44%) said their child did not bully
other children while 36% said their child sometimes did. Twenty
percent of parents said this was certainly true of their child. Cultural
differences and discrepancies in parents' views of what constitutes
bullying might explain these contradictory results. While awareness
of bullying and the associated negative consequences is
commonplace in western societies, it is relatively non existent in
the Arab world. This could be due to the lack of an Arabic term to de-
scribe such behaviors (Kazarian & Anmar, 2013) and/or a lack of
awareness at a community level. In the Arabic speaking countries
and specifically in Qatar, there is no common Arabic term used to
explain the concept of bullying (Samara, Sherif, Perkins, Morsi, & El
Asam, 2014), although new alternatives to the term such as ‘peer
harassment’ are becoming more prevalent. Indeed this may be a
consequence of having a relatively new education system (e.g., the
SEC in Qatar was only established in 2002). Consequently,
government led research into relevant and associated factors such
as child well-being and mental health is limited.

Only two published studies have investigated prevalence rates of
cyberbullying in Qatar. Microsoft (2012) commissioned a study investi-
gating online bullying among 8-17 year olds compared to the rest of the
world. This study defined cyberbullying as “the willful and repeated
harm inflicted through the use of computers, cell phones, and other
electronic devices” (Hinduja & Patchin, 2015, p. 11). The results demon-
strated that Qatar had the 19th highest rate of cyberbullying out of 25
countries worldwide and rates of cyberbullying were above average in
Qatari students (32% compared to 24%). Furthermore, Qatari youths
were slightly below the worldwide average in terms of knowledge
about the topic (50% compared to 57%). The study also highlighted
interesting comparisons between online and offline bullying in Qatari
youths. For example, 28% of students reported experiences of being an
online victim compared to 68% offline and 32% reported cyberbullying
compared to 44% for traditional bullying. However, this study did not
provide information regarding the psychological impact on victims
and there was no differentiation between different forms of traditional
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bullying. This could suggest a misdefinition of bullying in Qatar where it
is predominately considered to be an act of physical violence (Samara
et al., 2014). Nevertheless, the figures are high and an indication of
the difficulties facing Qatari youths in present times. One possible rea-
son could be that parents are unaware of the issue and are not providing
preventative steps at home (e.g., limited or supervised time online)
(Lereya, Samara & Wolke, 2013). Indeed, the Microsoft study found
that Qatari parents were less likely than the worldwide average in tak-
ing protective steps against cyberbullying. Additionally, although anti-
bullying programs can help to tackle this problem (Samara & Smith,
2008) Qatari schools lack such interventions.

Another study by Onsor, Alameer, Almonabih, Algahtani, and
Tweem (2012) found that 19.5% of Qatari youths were bullies, 36%
were victims, 18.6% were bully/victims and 25.9% were neutrals. The au-
thors found that local children were more likely to be bullies (21.1% vs.
17.4%) and non-nationals were more likely to be victims of bullying
(39.9% vs. 33.1%). The most prevalent types of bullying were insulting
(bullies: 20.4%; victims: 22.9%), ignoring (bullies: 19.2%; victims:
11.3%) and making fun (bullies: 17.8%; victims: 15.1%). The study was
limited in that investigations of cyberbullying were limited to mobile
phone usage (bullies: 4.9%; victims: 4.4%) without taking into account
other means of Internet and social networking.

Although the reviewed studies in Qatar provide a platform for
investigating cyber- and traditional bullying, they also highlight the
lack of available research and bullying related information in the
context of Qatar. These are the only empirical studies investigating
prevalence rates of cyberbullying and none of them make reference to
the psychological impact for Qatari youths or the coping strategies
they utilize to deal with such experiences. This makes it difficult to
compare such experiences to other countries and/or to suggest appro-
priate interventions that may have been implemented internationally.
For example, the KiVa program in Finland suggests an online computer
program that incorporates education and psychological intervention
(e.g., dealing with negative thoughts) for dealing with cyberbullying in-
cidents (Williford et al., 2013). Nevertheless, the research in Qatar and
indeed, other Gulf states is not at the point where online or offline
interventions are being investigated. The research is currently in its in-
fancy where governments are still trying to investigate prevalence
rates. As such, there is a strong need for extensive research into these
experiences for bullies, victims and bully/victims in Qatar. In particular,
conclusions need to be drawn as to what exactly the term cyberbullying
means for young people in the country. Only then can we begin to
implement awareness campaigns about the associated dangers and
behavior change programs, which are designed to help the victims in
need.

3. Cyberbullying legislation worldwide

In contrast to Qatar, cyberbullying legislation in western countries is
more extensive. In 2011, forty-six U.S. states had specific bullying laws
in which all but one outlined directives to school districts to adopt
anti-bullying policies. Furthermore, in the same year, thirty-six states
included provisions in their education codes for cyberbullying (U.S.
Department of Education, 2011). The laws vary drastically in the US
and some states have more advanced legislation than others. For exam-
ple, states such as New York, Hawaii and Michigan have proposed that
cyberbullying should be considered a criminal offense worthy of severe
punishment such as imprisonment. While in other states, schools are
considered responsible (for a review see Hinduja & Patchin, 2014).

Like many countries worldwide, high profile cases of cyberbullying
in the U.S. media have led to widespread legal transformations. For ex-
ample, Seth's Law (2011) in California was named after a 13-year-old
Californian boy who took his own life because of years of harassment
as a result of his sexual orientation, which his school failed to deal
with appropriately. This law requires schools to adopt an anti-bullying
policy and specific investigation processes for dealing with similar

crimes (AB 9 “Seth's Law”, 2011). Furthermore, the state of California
extended their definition of bullying to account for harassment through
electronic means in the AB 756 (2011) bill that outlines a punishment of
suspension or expulsion for cyber bullies.

In the UK there are currently ten legal Acts that can be considered
relevant for bullying and cyberbullying; however their full applicability
is challenging (El Asam & Samara, 2016). Relevant to the education sys-
tem, there are the School Standards and Framework Act (1998,
Section 61), which makes a commitment to “preventing all forms of bul-
lying among pupils” and the Education and Inspections Act (2006) that
emphasizes the school's responsibility to ensure their students' online
safety by holding them accountable for the regulation of pupils' conduct
outside of the school day (Section 90). However, cyberbullying is not
considered to only be a school-based problem. At present, children
above the age of 10 can face charges for such incidents, which can
happen inside or outside of an educational setting. The age of criminal
responsibility (10 years old) is seen as a major challenge facing new
cyberbullying legislation in the UK (e.g., El Asam & Samara, 2016). In
addition, all schools in England are legally required to have an anti-
bullying policy as indicated by the Department for Education (DfE) s'
regulations (Smith et al., 2008b).

In the Gulf, most countries have Cybercrime Laws that focus on
penalizing general computer crimes related to state security, fraud,
economy and public interest. However, these have also made some
provision for cyberbullying. For example, the Anti-Cybercrime Law
(2007) in Saudi Arabia outlines a punishment of imprisonment or a
cash fine for invasion of privacy and/or defamation by information
technology devices (Article 3). Although this appears a positive
step, Saudi Arabia has been criticized for utilizing this law in an
alternative manner to limit freedom of speech in the country. In par-
ticular, the 2014 annual report by the Gulf Centre of Human Rights
stated that the Anti-Cybercrime Law was being used to penalize
and imprison human rights defenders who were utilizing websites
and blogs to spread information about human rights violations in
the country.

Other gulf states have similar approaches, which appear to focus on
general computer crimes and have limited relevance to bullying activi-
ties. In the United Arab Emirates (UAE) the Federal Decree-Law no.
(5) of 2012 on Combating Cybercrimes generally targets crimes against
the state such as disobeying public laws using electronic means (Article
31). However, Article 21 sets a punishment of imprisonment for at least
6 months and a cash fine for invading another's privacy using electronic
means. The Cyber Crime Law of Oman (2011) contains one relevant
article (16), which makes it illegal to use Information Technology
(e.g., camera phones) to spread photos or news in the form of slander
and defamation about an individual or family. The penalty is imprison-
ment for a period of 1-3 years and a fine between 10000MR (approx.
$2600) and 50000MR ($13,000). Although, there are some, albeit
limited, provisions for cyberbullying in these laws, in general, they do
not include clear guidelines regarding consequences of school bullying
among children and adolescents.

3.1. Cyberbullying legislation in Qatar

Before 2014, Qatar regulated for cyberbullying within its penal laws
(Qatari Penal Code, 2004) without a clear section or specific chapter
dedicated to the crime. For example, Chapter 5 of Part 3 of the Penal
Code contains a section on “Computer Crimes” which outlines various
punishments for cybercrimes such as hacking, (Article 371), the
spreading of viruses (Article 378) and credit card fraud (Article 382).
In addition, Chapter 5 of Part 7 on “Immoral and Disgraceful Actions”
states that anyone who uses wire, wireless or electronic means to
disturb or inconvenience another person is liable for up to six months
imprisonment and/or a fine of up to 3000 riyals (approx. $800; Article
293). However, some of these Articles consider harassment in different
forms, for example, through hacking or disturbing others using an
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electronic device. These Articles target crimes committed with
computers as opposed to crimes committed online regardless of the
device used.

Other sections of the Penal Code are related to defamation and
bullying in general, but not cyberbullying specifically. Article 326
stipulates up to two years imprisonment or 20,000QR (approx.
$5500) for “accusing somebody of committing a legally punishable
crime, or harms dignity or honor thereof or exposes him to public
disdain or malice”. Furthermore, Article 327 states “whoever de-
fames a public employee because of their job or occupation, or if
the offence damages the reputation of the family” will be punished
with imprisonment for a term not exceeding three years and/or a
maximum fine of 20,000QR. Invasion of privacy is also a criminal of-
fense that the Penal Code directs up to a one-year prison sentence
and fine of 5000QR (approx. $1300; Article 331). This could include
bullying activity such as racially motivated threats, hurtful emails
or chat-room postings.

In Qatar, the changes in technology have naturally triggered
challenges that the traditional Penal Code may not be developed
enough to deal with. As a result the country's National Information
and Communication Technology (ICT, 2015) plan set an agenda for
research, policy, awareness and legislation of all ICT related issues
in Qatar. A new Cybercrime Prevention Law has recently been
enacted. The Cybercrime Prevention Law no. 14 of 2014 specifically
targets cybercrimes by including crimes against humans such as at-
tacks on another person's identity, or any action considered a techni-
cally unlawful act (e.g., using a computer to commit credit card
fraud). However, similar to the Penal Code, the Cybercrime Preven-
tion Law does not specifically define the term cyberbullying, al-
though it does make some provisions for the offense. For example,
it outlines a maximum fine of QR100,000 (approx. $27,500) for any
person who uses the Internet or an IT device/technique to violate so-
cial values; to disseminate information in a manner that disrespects
another person's privacy; and/or to engage in slander. While the
publication of this new law is a progressive step forward for Qatar,
it is not enough to combat the complex crime of cyberbullying. In
particular, the distinguishing factors of cyberbullying such as repet-
itive behavior and/or an imbalance of power are not explicitly
targeted and as such, a definition of cyberbullying needs to be in-
cluded to ensure adequate sanctions.

In addition to the new Cybercrime Prevention Law, Qatar has
attempted to implement a visible approach to online safety and ICT in
general and awareness of cyberbullying is being promoted through on-
going cyber safety initiatives in the country. The Supreme Council of Infor-
mation and Communication Technology (ictQatar) is responsible for the
country's planning and implementation of ICT initiatives and online
safeguarding of children. In 2012, ictQatar launched the National Commit-
tee for Internet Safety (NCIS) in an effort to establish various initiatives to
promote the safe and responsible use of the Internet by everyone, espe-
cially primary and secondary school students. One recent ictQatar cam-
paign highlighted privacy issues and advocated for responsibility of
personal online safety. This was aimed at parents, educators and children
to encourage them to rethink their Internet habits. More specifically,
ictQatar's current campaign is aimed at raising awareness of
cyberbullying and an official site (safesapce.qa) was launched in 2010
that contains policies, best practices and resources for cyber safety. How-
ever, there have been no investigations about the extent to which these
suggestions have been implemented in schools and thus the influence
on rates of cyberbullying is unknown. Although these initiatives are a
good start, they need to be audited and researched extensively to show
their use and impact on the society as a whole and on schools and
children specifically. This will help to identify problem areas in the
awareness process and provide information for creating appropriate
policies and legislation. In addition, such investigations will give a local
framework to work from, as opposed to using international research as
a guide to inform interventions.

3.2. Age of criminal responsibility

The age of responsibility documented by Qatar's Penal Code is seven
years old. The Juveniles Act No. 1 of 1994 defines a juvenile as a person
over seven and under the age of 16 at the time of the alleged crime.
Juveniles who commit crimes under the age of 14 are subject to the
measures outlined in the Juvenile Act, which can range from warnings
(Article 9) to a vocational training placement (Article 11) depending
on the severity of the crime. Those aged from 14 to 16 years receive
reduced penalties compared to older individuals under the Penal
Code. Children aged 16 years and older are normally tried in the legal
system as adults. This touches on the controversial and sensitive issue
of criminalizing children. Often, children or adolescents may not
appreciate the potential harm and seriousness of their actions and a
prosecution is unlikely to be in the public interest. Thus, if the legislation
provided by the state does not prevent cyberbullying, then it should not
be used as a primary solution (Campbell & Zavrinik, 2013; Gillespie,
2006). However, education and awareness are sometimes not enough
to act as deterrents (Campbell et al., 2010).

One study by Paul, Smith, and Blumberg (2012) found that British
secondary school students believed that they were best placed to safe-
guard themselves from cyberbullying in terms of stopping or preventing
an incident from happening. However, a lack of understanding and ed-
ucation at their age, limits their protection of themselves and each
other. Therefore a multilevel approach including collaboration from a
range of services such as: policy makers (e.g., Education and Health
Councils), educators (e.g., schools, teachers, counselors, psychologists),
solicitors and legal practitioners/services (e.g., judges, courts), in con-
junction with children and adolescents and their parents is necessary
when developing strategies for dealing with cyberbullying (Paul et al.,
2012). In reality, a wide range of preventive measures need to be imple-
mented (Campbell et al., 2010; King, 2010) and researchers are current-
ly trying to find a way to mitigate for this (see Lidsky & Garcia, 2012).

4. Responsibilities of schools

Some researchers have argued that schools should take an active
role in preventing both offline and online bullying. For example, several
court cases in the U.S. have demonstrated that schools are obligated to
take action when presented with evidence of cyberbullying among
their students (Hinduja & Patchin, 2011). In terms of accountability,
the literature often discusses the legal responsibilities of schools as op-
posed to the criminal accountability of the children (Shariff & Hoff,
2007). In England, schools are responsible for regulating student behav-
ior off school premises (Education & Inspections Act, 2006) and schools
are permitted to implement consequences for cyberbullying occurring
outside of school grounds but affecting life in school (Paul et al.,
2012). For example, teachers are permitted to confiscate any tools lead-
ing to bullying (e.g., smartphones). In addition, it is a legal requirement
for schools to have an anti-bullying policy and there is a consensus
among educators and researchers that schools should also be legally re-
quired to have a cyberbullying policy or at least to provide for it within
existing policies (Diamanduros, Downs, & Jenkins, 2008; Smith et al.,
2012). This conveys the school's dedication to the prevention of all
types of bullying (Pearce et al., 2011; Samara & Smith, 2008; Smith
et al,, 2012) and provides a comprehensive procedure to follow if an in-
cident of cyberbullying is reported (Kift et al., 2010; Smith et al., 2012).
However, schools in the UK are slow to create such policies and Smith
et al. (2012) found that cyberbullying was inadequately mentioned in
school policies within the UK with only a 23% increase from 2002 to
2008.

The proportion of schools with anti-bullying or anti-cyberbullying
policies is undocumented in Qatar and there is no set procedure for
schools within the current legislation for dealing with cyber bullies or
victims. At present, there is a behavioral policy designed by the SEC
for all public schools in Qatar to adhere to, which includes brief
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definitions of different behaviors including bullying and cyberbullying
and also a list of preventative measures and sanctions (Supreme
Education Council, 2013). However, it does not include the roles of the
parents and their children in the implementation of this policy and
the follow-up measures. Also, there is no research available which has
investigated this policy and the impact of its existence on offline or
online bullying and/or victimization rates in Qatar.

Schools in Qatar face a bigger challenge than many western coun-
tries such as the U.S., which have highly evolved legal systems and pub-
lic access to court records. Gathering information on cyberbullying cases
in Qatari courts is a challenge despite their importance in informing
school policies and appropriate legal provisions. While looking at inter-
national cases (e.g., Seth's Law, 211) and similar cases to help inform
Qatari legislation, public access to local court cases would provide a
more informed and up to date approach to dealing with cyberbullying
(Hinduja & Patchin, 2011).

Schools in Qatar should have a comprehensive procedure to follow
when cyberbullying is reported. Similar to successful interventions in
other countries worldwide (e.g., Olweus, 1994) whole-school ap-
proaches should be implemented in Qatari schools to tackle
cyberbullying behavior. This approach should include targeting different
levels and domains in the school community including staff and students
by building a supportive school culture, implementing appropriate poli-
cies and improving the skills of staff and students on how to deal with
such experiences (Samara & Smith, 2008). In addition, forming partner-
ships between school members, families and the wider community is
crucial (COST 1S0801, 2013). For this to happen, clear guidelines of the
schools' responsibilities in Qatar should be designed and implemented
including the responsibility for students' behaviors inside or outside
the school. In addition, schools should be legally required to have a
cyberbullying policy that outlines the responsibility of all concerned
parties with a clear procedure to follow if an incident of cyberbullying
is reported. Furthermore, these should be recorded and monitored
with documentation of the procedures and outcomes clearly evident
and accessible by external authorities (e.g., SEC).

Finally, we are also in need for online psychological treatment for
victims and bullies as a means of coping with the distress caused from
cyberbullying experiences. More access to individual psychological
therapies and not just school or education-based programmes should
be considered a crucial step forward in cyberbullying research (Foody,
Samara, & Carlbring, 2015).

5. Challenges and difficulties

The current legal situation appears to vary from country to country
when accounting for these incidences. However, even though some
countries (e.g., the UK) have well-constructed legislations and laws
(legal Acts) that could cover for cyberbullying related offenses, there
are associated difficulties that can hinder their effectiveness (see review
by El Asam & Samara, 2016). For prosecution the message must convey
a ‘credible’ threat and must be within the public interest (Agate &
Ledward, 2013). Without this “a case ... must not proceed, no matter
how serious or sensitive it may be” (Crown Prosecution Service,
2012). Thus, there is no consideration for the psychological impact on
the victim despite it being deemed necessary to consider these risks
when assessing whether a legal solution is appropriate (Butler et al.,
2009; Vandebosch, Beirens, D'Haese, Wegge, & Pabian, 2012). Never-
theless, if the victim wishes to pursue legal action they must have suffi-
cient funds and be prepared for the case to reach an even wider
audience, including the media (Agate & Ledward, 2013). This may
have an additional negative impact on the individual's health and
well-being. Thus, there should be further research on how effective
the proposed cyberbullying law is and how often it will be used and
implemented in Qatar.

One vital aspect that needs to be considered in every country is that
of criminalizing children. Very often, children and adolescents may not

appreciate the potential harm and seriousness of their communications
and a prosecution is rarely likely to be in the public interest. Thus, if the
law does not prevent cyberbullying it should not be used as a primary
solution (Campbell & Zavrsnik, 2013; King, 2010). However, education
can lack the ability to act as a deterrent and the consensus among
researchers is that a wide range of preventive measures need to be
implemented (Campbell et al., 2010; Kift et al., 2010; King, 2010).
Thus it is important to take into account that there are international
challenges that are sometimes related to particular websites. For
example, social networking sites do not take legal action in the case of
cyberbullying because the costs are too high (Davies & Lee, 2008).
Instead they offer information about changing their privacy settings,
blocking and reporting the bully (Vandebosch et al., 2012). It is
therefore necessary for Qatar to have its own laws with regards to the
use of these sites, but importantly these will have to be implemented
in a manner that does not affect free speech.

5.1. The future of cyberbullying in Qatar

In most countries worldwide bullying and cyberbullying are widely
believed to be unacceptable behavior at both a community and broader
societal level. As a result, education strategies in the media designed to
create awareness about safeguarding children are common (e.g., Safer
Internet Day in the UK). However, it has been argued that these
traditional approaches are not enough (Slovak & Singer, 2011) and
victims often believe that the best approach is avoidance (Juvonen &
Gross, 2008) and very often choose to suffer in silence (Samara &
Smith, 2008; Smith & Samara, 2003). Indeed, the literature suggests
that victims of traditional - and cyber-bullying are unlikely to discuss
their experience with an adult (Campbell et al., 2010; Ybarra &
Mitchell, 2004). Furthermore, victims perceived adults to be technolog-
ically incompetent (Diamanduros et al., 2008) and thus, unable to offer
help or support. There are currently no studies which have investigated
Qatari youths' coping strategies for cyberbullying experiences and
whether or not they are more likely to deal with it alone or to confide
in an adult. However, like many current social issues in Qatar, looking
to international research provides a platform to open a dialog on the
topic. As such it is imperative that Qatar model countries like the UK
and that local communities educate their children about cyberbullying
and how social interactions differ online compared to face-to-face
(COST 1S0801, 2013). However, the responsibility of the community is
only slowly evolving in Qatar through initiatives like those implement-
ed by ictQatar. Making bullying and cyberbullying a socially unaccept-
able behavior is still a necessary task and in practice, most of the
responsibility and liability for dealing with such incidences falls to
schools and legislators.

Qatar's vision for the country's youth over the next decade is
outlined in its National Development Strategy 2011-2016. Consequent-
ly, research into cyberbullying and effective legislation are essential el-
ements in Qatar's national plan for the future. However, research into
traditional bullying in Qatari schools is still lacking and Qatar is unique
in that there is more information available to its citizens on
cyberbullying than traditional bullying. It could be argued that research
on this phenomenon has skipped a step in Qatar because it has not
naturally evolved from traditional bullying research, despite some stud-
ies demonstrating that the latter is more prevalent than the former
(Microsoft, 2012). A look to other countries and strategies applied
worldwide is essential if Qatar is to have efficient legislation in place
for dealing with cyberbullying in the long term. Furthermore,
cyberbullying legislation in Qatar will need to lend itself to the global
stage as cyberspace has no borders and victimization is not contained
within the school grounds or bound to cultural norms (Shariff & Hoff,
2007). Attempts to generalize and subsequently implement a universal
method of dealing with cyberbullying are difficult as countries world-
wide adopt different terminology, moral viewpoints, and legal systems
(Paul et al., 2012).
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Although important, the legal method for tackling cyberbullying is
not the only method of creating change and prevention. Several
researchers have highlighted the fact that providing laws and policies
is only one element to a web of actions that need to be undertaken
such as educational programs and technology solutions (Snakenborg,
Van Acker, & Gable, 2011). A basic step in bullying prevention initiatives
is to understand the nature of the society in which the problem is being
tackled. As such, the community holds the most important aspect to be
engaged and studied if changes in the prevalence of cyberbullying and
associated risk factors are to be targeted. In fact, bullying legislation in
western countries is often pursued under pressure from a community
event. For example, several laws in the US were enacted after incidences
of shootings in public schools (e.g., Columbine high school in Colorado),
after which it was revealed that the shooter had previously been the vic-
tim of peer harassment (see Hinduja & Patchin, 2009).

Parental supervision is also an important aspect to combating
cyberbullying (Vandebosch et al., 2012), however, research suggest
that the majority of children and adolescents explore cyberspace
without adequate supervision (Benzmiller, 2013). Therefore, there
needs to be an interaction between the parents and schools when
applying interventions (Kift et al., 2010; Pearce et al., 2011). It is vital
for adults to be technologically confident and understand the impor-
tance of IT for social interactions (Diamanduros et al., 2008). Research
has revealed that positive parental involvement and support is associat-
ed with fewer bullying incidents among children, while poor supervi-
sion and lack of attention could cause the child to be victimized
(Lereya et al., 2013). Furthermore, there should be more initiatives
from policy educational makers and educators to increase the involve-
ment of parents in Qatar in the design and implementation of
cyberbullying laws and preventative measures in schools.

In general, there is a need for contemporary and research-led
cyberbullying legislation in Qatar that provides clarity in terms of
educators' responsibility and protection of children. It is imperative
that research is undertaken to examine the coherence and adaptability
of the existing provisions in the country. A clear research agenda is nec-
essary to critically evaluate and contextualize the legislative and public
policy solutions available to Qatar and to inform policy makers of how to
tackle this problem. Ultimately, there is a need to investigate what is
currently happening in Qatar for educators who do not have appropri-
ate and official guidance. This research output will also act as an aid to
the drafting of specific legislation in the future.

6. Conclusion

Little socio-legal research has been conducted to establish the
legal parameters of cyberbullying, or the scope for legislative inter-
vention to protect against victimization in Qatar. At present, the
country has legislated for cyberbullying by including it within
“pockets” of relevant law in other legal areas. Even with the intro-
duction of the new Cybercrime Prevention Law, cyberbullying with
regards to children and adolescents specifically is not clearly
targeted. Furthermore, the efforts of educational institutions for an
effective anti-bullying policy has been similarly ad hoc and will con-
tinue to be until a clear legal requirement is established. Thus, pre-
vention as well as punitive measures for these behaviors needs to
be clearly laid out. This review provided a broad analysis of the
difficulties facing Qatar for legislating for cyberbullying. However,
it is important to note that these issues are worldwide concerns.
Indeed, some countries are more conscious of the impact of this
social problem on their citizens when compared to Qatar, yet there
are few examples of the ‘perfect’ cyberbullying legislation
worldwide. Looking to countries like the US and the UK will provide
framework for what Qatar should consider as next steps, but national
research to investigate cultural-specific aspects of cyberbullying is
just as important to develop appropriate legislation.
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