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Technological solutions to privacy questions: what is the role of law?

Maria Helen Murphy™
Law Department, Maynooth University, Co. Kildare, Ireland

In spite of its recognition as a fundamental human right, privacy is sometimes criticised
as an anachronistic value in modern life [James Rule, Privacy in Peril (OUP, 2007) xi].
While the prominence of this view has lessened in the wake of the Snowden revelations
and increased public concern with online privacy [Maria Helen Murphy, ‘The Pendulum
Effect: Comparisons Between the Snowden Revelations and the Church Committee.
What are the Potential Implications for Europe?’ (2014) 23(2) Information and
Communications Technology Law 192], the right continues to struggle for support
when it is portrayed as being in competition with national security, personal safety,
and economic prosperity [Daniel Solove, “I’ve Got Nothing to Hide” and other
Misunderstandings of Privacy’ (2007) 44 San DLR 745]. As developments in
technology continue to threaten the right to privacy, interest in technological solutions
to privacy problems continues to grow. This article seeks to consider current privacy
debates from the perspectives of multiple stakeholders in order to assess whether
technological and design approaches offer the best path forward, or whether an
essential role remains to be played by law.

Keywords: privacy by design; encryption; incentives; technology

Introduction

Privacy is widely found in international human rights instruments, but in spite of this legal
recognition, privacy has been criticised as a moribund right of little value in the modern
world.! In the post-Snowden environment, however, there has been a reinvigoration of
the privacy debate.? Even some so-called ‘digital natives’ have expressed renewed interest
in privacy and have, to an extent, voted with their feet, by embracing Internet services that
market the privacy conscious features of their products as key selling points.> While
increased focus on anonymity tools and encryption software appears to be a positive
sign for the continued protection of privacy rights, important questions remain regarding
the role law has to play in this context.”

*Email: maria.murphy@nuim.ie

!James Rule, Privacy in Peril (OUP, 2007) xi.

*Maria Helen Murphy, ‘The Pendulum Effect: Comparisons between the Snowden Revelations and
the Church Committee. What are the Potential Implications for Europe?’ (2014) 23(2) Information
and Communications Technology Law 192.

3Parmy Olson, ‘Delete By Default: Why More Snapchat-Like Messaging Is On Its Way’ Forbes (22
November 2013) <www.forbes.com/sites/parmyolson/2013/11/22/delete-by-default-why-more-snapchat-
like-messaging-is-on-its-way/> accessed 27 August 2015; Chris Johnston, ‘DuckDuckGo Traffic Soars
in Wake of Snowden Revelations’ The Guardian (London 17 June 2015) <www.theguardian.com/
technology/2015/jun/17/duckduckgo-traffic-snowden-revelations> accessed 27 August 2015.

© 2016 Taylor & Francis


mailto:maria.murphy@nuim.ie
http://www.forbes.com/sites/parmyolson/2013/11/22/delete-by-default-why-more-snapchat-like-messaging-is-on-its-way/
http://www.forbes.com/sites/parmyolson/2013/11/22/delete-by-default-why-more-snapchat-like-messaging-is-on-its-way/
http://www.theguardian.com/technology/2015/jun/17/duckduckgo-traffic-snowden-revelations
http://www.theguardian.com/technology/2015/jun/17/duckduckgo-traffic-snowden-revelations
http://www.tandfonline.com

Information & Communications Technology Law 5

The Snowden revelations clarified and confirmed the vast capabilities of modern
intelligence agencies. As technology improves — and as individual engagement with
communications technology increases — it is almost trite to state that privacy protecting
laws often lag behind technological developments.® Technological solutions to privacy
problems, however, can be much more responsive to new and evolving threats to privacy.
Many in the technology community have adopted the development of privacy protecting
solutions as a mission and have designed tools that protect against personal, corporate,
and government surveillance. Equally, however, governments seek to counter such tools
of opacity by both exploiting technological weaknesses and exploring legal options in an
effort to hinder their continued development. This article examines the challenges to
privacy that exist in the modern world and considers what role legislative tools have
to play in the protection of privacy in this red queen’s race. In order to illustrate how
technological solutions can further the protection of privacy, this article considers the
potential of adopting a ‘privacy by design’ approach in the context of unmanned
aerial vehicles (UAVs, commonly known as ‘drones’). Building from this analysis,
this article assesses the role encryption can play in the protection of online communi-
cations. Crucially, even though encryption is a technological tool used to protect
privacy, this article considers the role that law and legal rights can play in the restriction
and use of such tools. An important aspect of the approach adopted in this article is the
continued focus on the knowable incentives of the various stakeholders. The author
maintains that cognisance of such motivations is essential if effective solutions are to
be identified.

Different interests

It is clear that the protection of privacy involves many interests. The manner in which privacy
protections are implemented has implications for numerous actors with sometimes overlapping

“It is not unusual for government to seek alternative means to regulate behaviour in addition or in
place of legislative action. For example, a government can make undesirable conduct more difficult
or impossible through ‘architecture’ modifications. A simple example of this is when a government
installs speed bumps in order to deter speeding. Ryan Calo, ‘Code, Nudge, or Notice’ (2014) 99
Iowa L Rev 773, 778. Architectural solutions have particular benefits in the context of the Internet
as famously articulated by Lawrence Lessig. According to Lessig’s major text on this issue ‘The soft-
ware and hardware that make cyberspace what it is constitute a set of constraints on how you can
behave. The substance of these constraints may vary, but they are experienced as conditions on
your access to cyberspace.” According to Lessig

[t]he code or software or architecture or protocols set these features; they are features selected by
code writers; they constrain some behavior by making other behavior possible, or impossible. ...
In this sense, it too is regulation, just as the architectures of real-space codes are regulations.

Lawrence Lessig, Code and Other Laws of Cyberspace (Basic Books, 1999) 89. See also, Lawrence
Lessig, Code: Version 2.0 (Basic Books, 2006); Joel Reidenberg has argued that code is a ‘useful
extra-legal instrument that may be used to achieve objectives that otherwise challenge conventional
laws’. Joel Reidenberg, ‘Lex Informatica: The Formulation of Information Policy Rules Through
Technology’ (1998) 76 Tex L Rev 553, 556.

>Daniel Solove, Understanding Privacy (Harvard University Press, 2008) 62—63; Mark O’ Brien,
‘Law, Privacy, and Information Technology: A Sleepwalk through the Surveillance Society?’
(2008) 17 ICTL 25, 28.
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— and sometimes diverging — motivations. This article highlights four key stakeholders that
must be considered when evaluating policy choices in this area: the individual/consumer,
the government and its” agencies, technology companies, and security professionals. It is
important to recognise the multiplicity of interests that influence each of these actors.

The individual/consumer, for example, has several interests at issue. For one, the indi-
vidual/consumer wishes to enjoy the consumer goods produced by technology companies.
The effectiveness of Internet services — such as Google Now — may, at times, require the
collection of large amounts of personal data.® It could be argued that a better consumer
experience is provided where this information is collected seamlessly and with minimal
interruption or involvement of the consumer. In spite of this incentive to share data with
technology companies, the individual/consumer also has an interest in the protection of
privacy from both an individual and a societal perspective.” In addition, many individ-
uals/consumers will identify an interest in government surveillance where such surveillance
assists in crime control and national security. Accordingly, we can readily identify three dis-
tinct interests that have the potential to influence the attitude and approach of the average
individual to privacy protection.

Technology companies are another key actor and they have clear economic incentives to
collect large amounts of data.® Online services are also incentivised to store data unen-
crypted as it is much easier to monetise than unreadable data.’ In addition to this motiv-
ation, technology companies are incentivised to keep both governments and customers
happy. With the ongoing migration of communications to the Internet and the Cloud, tech-
nology companies have become a ‘key component of the surveillance infrastructure’.'® As
governments have a surveillance interest in accessing stored data, technology companies
may be encouraged to increase their collection and retention of personal information. Of
course, as some Internet services operate more effectively with large data sets, increasing
the collection and retention may also provide the company with some competitive advan-
tage. Equally, however, where a company is facing back-lash from privacy conscious users
they will be incentivised to build in additional privacy protections and to minimise certain
types of data collection."'

The primary goal of a security engineer is to ensure the relevant system is ‘dependable
in the face of malice, error, or mischance’.'> As adequate information security is a condition
precedent for privacy, the work of security engineers has significant benefits for the

®Simon Hill, ‘How to get the Best out of Google Now’ Digital Trends (11 June 2015) <www.
digitaltrends.com/users/simonhill/> accessed 27 August 2015.

"Privacy plays an essential role in liberal democratic society. Alan Westin, Privacy and Freedom
(Atheneum, 1967) 24.

8Perry Rotella, ‘Is Data The New Oil?” Forbes (2 April 2012) <www.forbes.com/sites/perryrotella/
2012/04/02/is-data-the-new-oil/> accessed 27 August 2015.

°For example, if data stored on a service is encrypted and the service provider is not privy to the key,
the company will be unable to analyse that data in order to display targeted advertising. Christopher
Soghoian, ‘Caught in the Cloud: Privacy, Encryption, and Government Back Doors in the Web 2.0
Era’ (2010) 8 J Telecomm & High Tech L 359, 395.

'Christopher Soghoian, ‘Caught in the Cloud: Privacy, Encryption, and Government Back Doors in
the Web 2.0 Era’ (2010) 8 J Telecomm & High Tech L 359, 395, 386.

"Fatemeh Khatibloo and others, ‘When Customers Take Control’ (Forrester, July 2015) <https://
www.forrester.com/Brief+ When+Customers+Take+Control/fulltext/-/E-res121723>  accessed 27
August 2015.

"2Ross Anderson, Security Engineering: A Guide to Building Dependable Distributed Systems
(Wiley, 2010) 3.
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protection of privacy. While secure systems help protect the privacy rights that are impor-
tant for individuals, secure systems also provide significant economic and societal benefits
that both technology companies and governments value.'* The other side to this, of course,
is that secure systems can pose a challenge to governments with an interest in surveillance.
This throws the conflict between these competing goals into sharp relief.

Appreciation of these overlapping and diverging interests is important as it provides the
context necessary to address the question of how we may choose to regulate this area. It is
clear that these relationships are complex and should not be reduced to general assumptions.
This point is illustrated well by the nuanced relationship between the citizen and the state in
this area. While the interests of the individual/consumer and his or her government may
seem to be diametrically opposed when viewed from a privacy and surveillance perspective,
the protection of Internet and national security results in some overlap between the interests
of both parties. As additional overlapping interests can be identified, it is important to focus
and foster common interests. Such an approach has the potential to be more effective than
solely relying on legal means of control.

Privacy by design

A well-established example of a more technological- or design-based approach to privacy
protection is the ‘privacy by design’ approach. While ‘privacy by design’ is a well-estab-
lished concept, it is important to consider the definition of the term in order to orient the dis-
cussion.'® The principle of privacy by design has been described as a ‘systematic approach to
designing any technology that embeds privacy into the underlying specifications or architec-
ture’.'> While a privacy by design approach is frequently described as constituting best prac-
tice, the approach has also been increasingly mandated as an essential aspect of data
protection law compliance. For example, the proposed European Union Data Protection
Regulation requires the adoption of data protection by design and by default.'®

3European Commission, ‘Cybersecurity’ (European Commission Digital Agenda for Europe, 2
March 2015) <https://ec.europa.eu/digital-agenda/en/cybersecurity> accessed 27 August 2015.

141t is interesting to note that while the concept of privacy by design originated from the Office of the
Information and Privacy Commissioner of Ontario, the principle has subsequently been recognised as
‘an essential component of fundamental privacy protection’ globally. Ann Cavoukian, Privacy by
Design (Information and Privacy Commissioner 2009) 1 <https://www.ipc.on.ca/images/resources/
?rivacybydesign.pdf> accessed 27 August 2015.

3Ira Rubinstein, ‘Regulating Privacy by Design’ (2011) 26 Berkeley Tech LI 1410, 1411-1412; Ann
Cavoukian, Privacy by Design (Information and Privacy Commissioner 2009) 1 <https://www.ipc.on.
ca/images/resources/privacybydesign.pdf> accessed 27 August 2015; Maria Helen Murphy, ‘The
Introduction of Smart Meters in Ireland: Privacy Implications and the Role of Privacy by Design’
(2015) 38(1) Dublin University Law Journal.

"It is important to note that the draft Regulation does not provide additional details as to what
‘privacy by design’ entails or what types of technical solutions such an approach requires. Bert-
Jaap Koops and Ronald Leenes, ‘Privacy Regulation Cannot be Hardcoded. A Critical Comment
on the “Privacy By Design” Provision in Data-Protection Law’ (2014) 28 IRLCT 159, 160. Commis-
sion (EC), ‘Proposal for a Regulation of the European Parliament and of the Council on the Protection
of Individuals with Regard to the Processing of Personal Data and on the Free Movement of such Data
(General Data Protection Regulation)” COM (2012) 11 final. Regardless of potential reforms, it has
been argued that a privacy by design requirement is already implied by Article 17 of the Data Protec-
tion Directive. lan Brown, ‘Britain’s Smart Meter Programme: A Case Study in Privacy by Design’
(2014) 28 IRLCT 172, 176; Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the Protection of Individuals with regard to the Processing of Personal Data and on
the Free Movement of Such Data [1995] OJ L281/31.


http://ec.europa.eu/digital-agenda/en/cybersecurity
http://www.ipc.on.ca/images/resources/privacybydesign.pdf
http://www.ipc.on.ca/images/resources/privacybydesign.pdf
http://www.ipc.on.ca/images/resources/privacybydesign.pdf
http://www.ipc.on.ca/images/resources/privacybydesign.pdf

8 M.H. Murphy

For the purposes of this article, one of the most relevant tenets of the privacy by design
approach is that privacy by design should be applied in a ‘positive-sum’ manner where
possible. Instead of relying on trade-offs between privacy and other interests, a privacy
by design approach seeks a solution that best reconciles the different aims.'” As it has
been put by Privacy by Design’s most noted advocate, Ann Cavoukian:

Privacy can and must co-exist alongside other critical requirements: security, functionality,
operational efficiency, organizational control, business processes, and usability in a ‘posi-
tive-sum’, or doubly enabling ‘win-win’ equation. How we get there is through Privacy by
Design.'®

This approach aims to incentivise the protection of privacy by rejecting the ‘zero-sum
paradigm’ that characterises privacy as an ‘impediment standing in the way of inno-
vation and desired goals’.'® It has been shown that many of the features of a privacy
by design approach — such as data minimisation and data security — will not impair
the legzi(t)imate goals of innovation where privacy is considered from the initial design
stages.

UAVs and privacy by design

A key aspect of the privacy by design approach calls for the privacy implications of new
systems and technologies to be considered from the outset.?’ Such early consideration
avoids costly retrofitting and facilitates the adoption of privacy maximising solutions that
do not interfere with the core purpose of a new system or technology.22 The principles
of privacy by design have broad potential applicability. For example, it has been argued
that technology companies — including Google and Facebook — would have avoided
privacy scandals and loss of consumer confidence without negatively affecting their per-
formance if the companies had adopted a privacy by design approach.? It is also contended
that the adoption of privacy by design when designing large infrastructural programmes has
the potential to save governments significant resources and avoid public relations

'7 Ann Cavoukian, ‘Privacy and Radical Pragmatism: Change the Paradigm’ (Information and Privacy
Commissioner 2008) 16 <http://www.ipc.on.ca/images/Resources/radicalpragmatism_1.pdf> accessed
27 August 2015.

'® Ann Cavoukian, ‘Privacy by Design: The Definitive Workshop, a Foreword’ (2010) 3 Identity in the
Information Society 24751, 248.

' Ann Cavoukian, ‘Privacy and Radical Pragmatism: Change the Paradigm’ (Information and Privacy
Commissioner 2008) 16 <http://www.ipc.on.ca/images/Resources/radicalpragmatism_1.pdf> accessed
27 August 2015; Maria Helen Murphy, ‘The Introduction of Smart Meters in Ireland: Privacy Impli-
cations and the Role of Privacy by Design’ (2015) 38(1) Dublin University Law Journal.

20Ann Cavoukian, ‘Privacy and Radical Pragmatism: Change the Paradigm’ (Information and Privacy
Commissioner 2008) 16 <http://www.ipc.on.ca/images/Resources/radicalpragmatism 1.pdf> accessed
27 August 2015; Maria Helen Murphy, ‘The Introduction of Smart Meters in Ireland: Privacy Impli-
cations and the Role of Privacy by Design’ (2015) 38(1) Dublin University Law Journal.

2! Ann Cavoukian, Privacy by Design (Information and Privacy Commissioner 2009) 1 <https://www.
igc.on.ca/images/resources/privacybydesign.pdf> accessed 27 August 2015.

*’lan Brown, ‘Britain’s Smart Meter Programme: A Case Study in Privacy by Design’ (2014) 28
IRLCT 172, 176; Maria Helen Murphy, ‘The Introduction of Smart Meters in Ireland: Privacy Impli-
cations and the Role of Privacy by Design’ (2015) 38(1) Dublin University Law Journal.

ZIra Rubinstein and Nathan Good, ‘Privacy by Design: A Counterfactual Analysis of Google and
Facebook Privacy Incidents’ (2013) 28 Berkeley Tech LJ 1333.
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problems.** The recent popularisation of UAV technology provides a useful and timely
example to illustrate the merits of a privacy by design approach.?

With the increased sophistication and proliferation of UAV technology, there are
growing regulatory and privacy challenges surrounding the use of UAVs. From the basic
regulatory angle, there are safety and security concerns.”® In addition to these issues, the
increased adoption of UAVs also raises clear privacy questions.”’ In the past, UAVs
have been used primarily as a military technology, but due to the reduction in price and
increased accessibility of such technologies, the recreational user is growing in
significance.®

The use of recreational UAVs has been a popular topic of debate in recent years, and the
technology attracted significant news coverage in 2015 when a UAV landed on White
House property.”” While this was an accidental landing, the incident highlighted the
security risk created by the technology. One interesting outcome of the scandal was the
imposition of a ‘no drone zone’ over Washington, DC, by the market-leading UAV manu-
facturer, DJI.>° DJI upgraded their firmware geo-fencing software in order to prevent
Phantom UAVs from flying over the Washington, DC, area in the future.*' This decision
supports the existing Federal Aviation Administration rules that deem Washington, DC, air-
space to be a flight restricted zone.**> The geo-fencing restrictions imposed by DIJI on its
customers could be seen as a service enhancement that prevents an informed customer
from unwittingly breaking the law.

?*lan Brown, ‘Britain’s Smart Meter Programme: A Case Study in Privacy by Design’ (2014) 28
IRLCT 172, 176; Maria Helen Murphy, ‘The Introduction of Smart Meters in Ireland: Privacy Impli-
cations and the Role of Privacy by Design’ (2015) 38(1) Dublin University Law Journal.

% Article 29 Data Protection Working Party, ‘Opinion 01/2015 on Privacy and Data Protection Issues
Relating to the Utilisation of Drones’ (Adopted on 16 June 2015) <ec.europa.eu/justice/data-
protection/article-29/documentation/opinion-recommendation/files/2015/wp231_en.pdf>  accessed
27 August 2015.

26Roger Clarke and Lyria Bennett Moses, ‘The Regulation of Civilian Drones: Impacts on Public
Safety’ (2014) 30 CLSR 263.

2"Benjamin Kapnik, ‘Unmanned But Accelerating: Navigating The Regulatory and Privacy Chal-
lenges of Introducing Unmanned Aircraft into the National Airspace System’ (2012) 77 J Air L &
Com 439.

28K evin Poulsen, ‘Why the US Government Is Terrified of Hobbyist Drones’ Wired (5 February 2015)
<www.wired.com/brandlab/2015/02/white-house-drone/> accessed 27 August 2015; Clay Dillow,
‘Get Ready for “Drone Nation™ Fortune (8 October 2014) <fortune.com/2014/10/08/drone-nation-
air-droid/> accessed 27 August 2015.

2°Jim Acosta and Jeremy Diamond, ‘US Intel Worker Blamed for White House Drone Crash® CNN
(27 January 2015) <edition.cnn.com/2015/01/26/politics/white-house-device-secret-service/index.
html?iid=EL> accessed 27 August 2015; For a similar case see Michael Schmidt, ‘Secret Service
Arrests Man After Drone Flies Near White House’ New York Times (New York 14 May 2015)
<www.nytimes.com/2015/05/15/us/white-house-drone-secret-service.html> accessed 27 August
2015.

3'Ben Bjostad, ‘DJI Announces No-Fly-Zone Expansion Over Washington DC* UAV Experts (28
January 2015) <www.uavexpertnews.com/dji-announces-no-fly-zone-expansion-over-washington-d-
c/> accessed 27 August 2015.

>'Ben Bjostad, ‘DJI Announces No-Fly-Zone Expansion Over Washington DC’ UAV Experts (28
January 2015) <www.uavexpertnews.com/dji-announces-no-fly-zone-expansion-over-washington-d-
c/> accessed 27 August 2015.

32Jose Pagliery, ‘No, You Can’t Fly Drones Over The White House’ CNN (26 January 2015)
<money.cnn.com/2015/01/26/technology/security/drone-white-house/> accessed 27 August
2015.
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The privacy risk posed by UAVs is heightened by low barriers-to-entry to UAV owner-
ship and the affordability of video recording technology.*® The risk is further compounded
by the difficulties of enforcement and education in the fields of data protection and privacy.
In light of these challenges, the technological solution chosen by DJI to counter the physical
security risk posed by such devices could also be applied to address the privacy risk.

While imposing broad ‘no drone zones’ would clearly have benefits for privacy, such
zones would be detrimental to the interests of UAV manufacturers and their customers.
Accordingly, when national security is not the primary concern, it makes sense to design
the technology with privacy in mind in an attempt to head off the compliance challenge
without undue cost being imposed on the multiple stakeholders. One way for UAV manu-
facturers to incorporate privacy by design principles would be to build in ‘no record zones’
as opposed to ‘no drone zones’ into their software. The location of ‘no record zones’ could
be determined based on residential status or else by an opt-out registration system.>*

The advantage of such an approach is that the collection of personal data would be mini-
mised and hobbyists would not be prevented from flying their UAVs safely and in accord-
ance with privacy principles. Instead of simply expecting users to apply complex data
protection rules to their use of such technologies, privacy intrusion could be minimised
from the outset by designing privacy solutions into the products. As UAV manufacturers
have a strong incentive to appear responsible in order to make the case for less onerous
regulation, there are clear benefits for the industry to embrace such technological solutions.
While regulation may be necessary to incentivise privacy consciousness, ‘hard-coding’
compliance into a product has the potential to be more effective than expecting the
average hobbyist to educate themselves on their legal requirements. Considering the rela-
tively low risk of enforcement for the average recreational user, imposing onerous regu-
lations may in fact be more likely to encourage complete non-compliance rather than
complete non-engagement with the technology.

While it is likely that a determined individual will be able to bypass geo-fencing restric-
tions, the privacy harm created by the average hobbyist would be greatly mitigated.*® Such
an attempt to reconcile the interests of the different stakeholders has the potential to prevent

33Not only does drone technology erase the ‘natural limits’ associated with traditional aerial surveillance,
but it also facilitates new forms of invasion. Jay Stanley, ‘We Already Have Police Helicopters, So What’s
the Big Deal Over Drones?’ (ACLU 8 March 2013) <https://www.aclu.org/blog/we-already-have-police-
helicopters-so-whats-big-deal-over-drones?redirect=blog/technology-and-liberty-criminal-law-reform/
we-already-have-police-helicopters-so-whats-big-deal> accessed 27 August 2015.

34To provide an example of how this might work, NoFlyZone.org is a website that allows individuals
to register their address in a database in order to notify drone operators that you do not want drones
flying over your property. While DJI has not signed up to this programme, several other major man-
ufacturers and navigation platforms (including Horizon Hobby, EHANG, and HEXO+, PixiePath and
RCFlyMaps) have. Lily Hay Newman, ‘Here’s How to Set Up a No-Fly Drone Zone Over Your
House’ Slate (10 February 2015) <www.slate.com/blogs/future tense/2015/02/10/noflyzone org
lets_you_geofence the area over your house for drones to avoid.html> accessed 27 August
2015; Frederic Lardinois, ‘NoFlyZone Lets You Establish A No-Fly Zone Over Your Property’
Tech Crunch (9 February 2015) <techcrunch.com/2015/02/09/noflyzone-lets-you-establish-a-no-fly-
zone-over-your-property/> accessed 27 August 2015.

35Tim McCarthy, ‘Geospatial Platform for Safe and Regulated and Non-Intrusive UAS Operation’
(Privacy: Gathering Insights from Lawyers and Technologists Conference, Maynooth University,
Ireland, 1 July 2015).

36Some bypassing is likely to occur, even if geo-fencing restrictions are legislatively mandated. Kevin
Poulsen, ‘Why the US Government Is Terrified of Hobbyist Drones’ Wired (5 February 2015) <www.
wired.com/brandlab/2015/02/white-house-drone/> accessed 27 August 2015.
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wide-scale flouting of data protection rules and better recognises the limitations of enforce-
ment when a practice is widespread and difficult to detect. This ‘no record zone’ example
illustrates how technological solutions have the potential to enhance privacy without alie-
nating key stakeholders. With the support of product manufacturers and service providers,
the effectiveness of privacy protection should increase.

Implications of design/technological solutions to privacy questions in the
surveillance context

In spite of the existence of positive examples that illustrate the potential for positive sum sol-
utions to privacy questions in the corporate context, it is clear that when considering the interests
of competing and occasionally cooperating actors, different considerations come to the fore in
the surveillance and national security context. The additional difficulties associated with privacy
protection in the national security context are highlighted by Daniel Solove who warns against
the temptation to summarily dismiss the classic ‘nothing to hide, nothing to fear” argument.®’
While there are many ways to criticise the ‘nothing to hide, nothing to fear’ position, it is impor-
tant to recognise the significant sway this position holds over many when it is applied in the
national security context.”® When considering the incentives that influence the actions of key
stakeholders, it is important to recognise the influence this argument holds.

Bearing the additional challenges that arise in the national security context in mind, the
following section addresses the importance of encryption technology for the protection of
privacy and also considers how the various stakeholders can be incentivised to support such
technology. A key aspect of this discussion considers whether governments with surveil-
lance interests can be won over by purely technological and security focused arguments
and assesses what role can be played by legal obligations.

Encryption

A clear manifestation of the struggle between privacy enhancing technologies and govern-
ment surveillance is the encryption tug-of-war that has, once again, become a significant
source of contention between technology companies and law enforcement/surveillance
agencies. A basic definition describes encryption as a ‘process of converting messages,

information, or data into a form unreadable by anyone except the intended recipient’.>”

3"While the ‘nothing to hide’ argument’s ‘superficial incantations can readily be refuted’, Solove
points out that when ‘the argument is made in its strongest form, it is far more formidable’. Daniel
Solove, “I’ve got Nothing to Hide” and other Misunderstandings of Privacy’ (2007) 44 San DLR
745, 747, 753.

38Solove points out how

[c]ast in this manner, the nothing to hide argument is a formidable one. It balances the degree to
which an individual’s privacy is compromised by the limited disclosure of certain information
against potent national security interests. Under such a balancing scheme, it is quite difficult for
privacy to prevail.

Daniel Solove, ““I’ve got Nothing to Hide” and other Misunderstandings of Privacy’ (2007) 44 San
DLR 745, 753.

3See SANS Institute, ‘History of Encryption’ (SANS Institute White Paper 2001) <http://www.sans.
org/reading-room/whitepapers/vpns/history-encryption-730> accessed 27 August 2015 and Human
Rights Council, ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to
Freedom of Opinion and Expression, David Kaye’ (2015) UN Doc A/HRC/29/3, 4.
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The goal of such conversion is to protect the ‘confidentiality and integrity’ of content
against unauthorised third-parties.*’

Encryption can be achieved in a number of different ways. Symmetric-key encryption
uses the same secret key to encrypt data that is used to decrypt data.*' A clear challenge to
such encryption is the need to securely exchange the secret key with the party you wish to
communicate with.** As this may often require an in-person meeting, symmetric and secret
key encryption is an unattractive solution in the modern world.*® This problem was
resolved to a significant extent with the advent of public key encryption, which utilises a
second key.** The first key is public and can be shared with individuals who may wish
to communicate with the owner of the public key.*’ By having access to the public key,
the data can be correctly encoded by the data senders. A second, private and non-inferable,
key is required to decrypt the data.*® As the data recipient is the only individual with access
to the private second key, they can decrypt the message securely.*’ Asymmetric public key
encryption can also be used to transfer a symmetric secret key securely.*® While this
example explains encryption by discussing the protection of ‘data in motion’, encryption
can also be used to protect ‘data at rest’. Data at rest includes data stored on a computer
hard d