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Probability of Error Analysis for Hidden Markov
Model Filtering With Random Packet Loss

Alex S. C. Leong, Member, IEEE, Subhrakanti Dey, Senior Member, IEEE, and Jamie S. Evans, Member, IEEE

Abstract—This paper studies the probability of error for max-
imum a posteriori (MAP) estimation of hidden Markov models,
where measurements can be either lost or received according to an-
other Markov process. Analytical expressions for the error prob-
abilities are derived for the noiseless and noisy cases. Some rela-
tionships between the error probability and the parameters of the
loss process are demonstated via both analysis and numerical re-
sults. In the high signal-to-noise ratio (SNR) regime, approximate
expressions which can be more easily computed than the exact an-
alytical form for the noisy case are presented.

Index Terms—Hidden Markov model, observation losses, prob-
ability of error, state estimation.

I. INTRODUCTION
WIRELESS sensor networks have received huge interest

in the research community recently, due to the many
technical challenges which have to be overcome in order to re-
alise their full benefits. Algorithms for signal processing and
their performance in unreliable environments is an important
aspect in the design of such networks. This paper considers
the error probabilities associated with the state estimation of
Markov chains when measurements can be lost, with the loss
process modelled by another Markov chain.

Estimation with lossy measurements was considered for
linear systems in [1], for the Kalman filtering problem with
losses modelled by an independent and identically distributed
(i.i.d.) Bernoulli process. They showed that for an unstable
system, there exists a threshold such that if the probability
of reception exceeds this threshold then the expected value
(with respect to the loss process) of the error covariance ma-
trix (which is a random quantity due to random losses) will
be bounded, but if the probability of reception is lower than
this threshold then the error covariance diverges. In a slightly
different context, [2] extends these results to Markovian loss
processes, which allows modelling of more “bursty” types
of errors. Estimation with Markovian packet losses was also
studied in [3], and suboptimal estimators were derived which
can be used to provide upper bounds on the estimation errors
of the optimal estimator.
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The purpose of this paper is to use some of the ideas relating
to lossy measurement processes, but to apply it to the different
problem of state estimation for Markov chains. Hidden Markov
models (HMMs) have found numerous applications [4], and in
fields such as radar tracking and biology, sensor networks could
potentially provide additional benefits. For HMM estimation
problems, the state space is often finite, thus, notions of esti-
mation stability as in [1] are not appropriate. Instead here we
will use the probability of estimation error as our measure of
performance, also see [5], [6] for mean square error (mse) cri-
terions. Obtaining analytical expressions for the error perfor-
mance associated with filtering for HMMs (even without any
loss process) is a difficult problem however, where few general
results are known. Some results for the continuous time case
may be found in [5]. In discrete time, asymptotic formulae for
“slow” Markov chains with finite state space were obtained in
[7] for the probability of error, and [6] for a mean square error
criterion. A general characterization of the error probability for
the two-state hidden Markov model in discrete time was derived
in [8], and a numerical method to calculate it was proposed.

The organization of the paper is as follows. We will first study
the simpler problem with observation losses but no noise in Sec-
tion III. Analytical expressions for the error probabilities will
be derived and some special cases presented in Sections III-A
and B, respectively. Some relationships between the error prob-
ability and the parameters of the Markovian loss process are
established in Section III-C and numerical studies presented
in Section III-D. Multi-state Markov chains are considered in
Section III-E. We will then shift our attention to the more gen-
eral HMM problem with noise in Section IV. In Sections IV-A
and B, we will characterize the error probabilities for the two-
state Markov chain, though using quite different methods. Sec-
tion IV-C will present some numerical studies for the noisy case.
It is more difficult here to prove properties similar to the ones
in the noiseless case, and some conjectures which will require
further investigation are stated. Section IV-D studies the situa-
tion when the signal is i.i.d. In Sections IV-E and F, high SNR
approximations for the two-state and multi-state Markov chains
respectively are derived and numerical comparisons made.

II. MODEL AND NOTATIONAL CONVENTIONS

The main model of interest is

Yk = ’Y(Zk)h(Xk) + V.

1053-587X/$25.00 © 2007 IEEE
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Here, {Y},} is the observation process, {vy } is the noise process
which will be i.i.d. and N(0,02).! {X}.} and {Z;} are homo-
geneous two-state Markov chains which are assumed to be in-
dependent of each other, with h(1) = —1, h(2) = 1,~(1) =0,
v(2) = 1. h(X}) can be interpreted as the signal that we wish
to estimate, and y(Z},) as the correlated loss process, with the
correlation modeled by a Markov chain. We will assume that
v(Z}) is known to us at each time instant. In Sections III-E and
IV-F we will look at the situation where { X} is a multi-state
Markov chain.

In this paper, we will use the convention a;; = P(Xj41 =
1| Xy, = j) and g;; = P(Zy41 = i|Zk, = j) for the transition
probability matrices A = (a;;) and G = (g;;), (the columns
will then sum to one). Assuming that a12, a21, 912, go1 # 0,
unique stationary probabilities will then exist and are given by
P(Xi =1) = a1z/(a12+a21), P(X = 2) = a21/(a12+as),
P(Zy =1) = g12/(912+921), P(Z), = 2) = g21/(912+921)2

Denote the conditional probability vector for the HMM filter
by Il %, with the ith entry being H';;‘k = P(Xy = 1Yy =
Yoy -3 Yk = YkyZ0 = 20y---5 2k = 2k). The MAP estimate
of X}, which is well-known to minimize the probability of error,
is for the two-state case

B 1, I, >T1I?
k { 2, otherwise.

III. NOISELESS CASE

We first study the simpler model Y, = v(Zx)h(X}y) which
does not have the noise term v. The probability of estimation
error will be given in terms of an infinite series, which is a
more explicit form than that which will be derived for the noisy
case in Section IV-A. The noiseless case considered here is
quite suitable for the noisy situation at high SNR, since (roughly
speaking) at high SNR the errors due to the packet loss process
tend to dominate the errors due to the noise term, see, for ex-
ample, the discussion at the end of Section IV-E. Indeed, the
derivation in Section IV-E of an approximation for the error
probability at high SNR will be based on some of the techniques
of this section.

A. Derivation of Probability of Error

For this simple noiseless model, whenever there is no packet
loss, i.e., Z; = 2, the estimate (of h(X%)) will be the same as
the measurement. The probability vectors Hk| i are, therefore,
updated as

A, Y(Zk41) =0
[1 0]T7 Y(Zrt+1) =1, Y41 = h(1)
[0 1", Y(Zk41) = 1, Yiq1 = h(2).

1Other noise types such as noise with state-dependent variances are possible,
but some derivations will be more complicated.

Hk+1|k+1 =

2Strictly speaking, this is true if the initial state of the Markov chain has the
same distribution as the stationary distribution, otherwise this holds only in the
limit as & — oo.
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So whenever there is no packet loss, the probability vector will
“reset” to either [1 0] or [0 1]7, a fact we will exploit in our
derivation of the probability of error. When a packet is received,
no errors will be made, so

P(Error) = P(Error, Z; = 1).

This can be further split up as follows:

P(Error, Zp=1) = P(Error, Zy_1=1,Z;=1)
+ P(Error, Zy_1=2,Z;=1)
= P(Error, Zy_2=1,Zr_1=1,Z;=1)
+ P(Error, Zy,_2=2,Z; 1=1,Z,=1)
+ P(Error, Zy_1=2,Z;=1)

= :Zp(n)

where p(n) = P(Error, Zy—,, = 2, Zk—ns1 = 1,Zp_pyo =
1,..., 2k = 1).

Expressions for each term p(n) can be derived. Define
Uy, = A"[1 0]7 and Oy, = A"[0 1]7, with II7
representing the jth element of II;,. For brevity, also let
7 = (Zk—n = 27Zk—n—|—1 = 17Zk—n+2 = 1,...,Zk = 1).
Then

p(n)=P <Z,Xk = 1,argm_axl_[{ nFE L, Xpen = 1>
i ;
+ P (Z,Xk = Z,argmaxl_[{_n #2, Xy, = 1)
5 ;

+ P <Z,Xk = 1,argmaxl_[§_n #1, Xpen =2
3 :

4+ P <Z7Xk = Z,argmaxﬂg_n #£2 Xp—ep = 2>
p :

g21 n—1
=———g12(l — g2
g12 + 921 9121 = g21)
2
r,s=1

where I is the indicator function and ag»l) is the (4, j)th entry of
the matrix A™. For a more explicit expression for p(n), note that

aja+taz(l1—ajp—as)” aip—aiz(l—ajp—asn)"

A" = ai2+asz i a12+az ) (2)
a2 —azi(1—ajo—asy) azi+aiz(l—ain—as)
ajz2+azi ajatas;

which may be verified using induction. Also define

1 a12 — a1 + 2a21(1 — az2 — a9)"
a2 + a2
a1z — a1 — 2a12(1 — a1z — az)"”

2 _
2 . 3)
1 a12 + a2
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TABLE I
SIMULATION AND ANALYTICAL COMPARISON OF
NOISELESS ERROR PROBABILITIES

a2 a1 g12 g21 simulation | analytical
0.67 | 0.51 | 0.30 | 0.06 0.3591 0.3596
0.34 | 031 | 0.97 | 0.65 0.2210 0.2208
091 | 043 | 0.38 | 0.18 0.2178 0.2178
020 | 0.74 | 0.59 | 0.69 0.0982 0.0981
0.09 | 0.04 | 0.69 | 0.55 0.0507 0.0506

Then it is easily shown that (1) can also be written in the form
shown in (4).

g2
( g12+1!]21g12(1 — 921

)n—l

x ottt + i, di<o.gi<o
glzgilgm 912(1 - ng)n_l
o] X | mmes] e <04 >0
g12+g21 912(1 - 921)
% I:alzai-zan agll) + a12aj‘11121 agg)} ’ quL > 07 q’l?L S 0
glzgj'lgn 912(1 - g21)n—1
sl + mad) ] al>0.62 >0
4
Hence @)
oo
P(Error) = Zp(n)
n=1

n)

where p(n) is given by (4), al(] is the (7, j)th entry of A™ in
(2), and ¢} and ¢2 are given by (3). Numerical computation of
such infinite series can be easily handled using computer algebra
software such as Mathematica.

In Table I, we compare the derived expression with simula-
tion results for a selection of different parameter values. We set
the distribution of the initial states of the Markov chains to be
equal to the stationary distributions (though by the exponential
forgetting property [9] the effect of the initial state should not
have a major effect for long runs), and then run Monte Carlo
simulations of the filtering updates to obtain the probability of
error. The simulations results were averaged over 10 runs, each
run of length 100 000. It may be seen that, not suprisingly, there
is very close agreement at all values considered.

B. Special Cases

In certain cases, the expression for the error probability can
be further simplified. We present two examples.
(i) If a12 = a1 < 0.5 so that A is symmetric, then g2 > 0
and ¢2 < 0 always, so that

oo

1 g21912 n— n
P(Error) = Z Em(l — g21) ! [1—(1-2a12)"]

g12a12
(912 + 921)(2a12 + g21 — 2a12921)

n=1

(ii) Suppose the signal is i.i.d., i.e., as; = 1 — a12. If a12 <
0.5, then ¢t < 0, ¢2 < 0, Vn, and

oo
P(Error) = %(1 -
g1zt gn

If ajo > 0.5, then ¢t > 0, ¢2 > 0, Vn, and

(1 — a12)912

P(Error) =
912 + 921

Fig. 5 of Section III-D contains some simulation results. The
linear dependence on the stationary probability g12/(g12 + g21)
when the data is i.i.d. also holds in the noisy case, see Sec-
tion IV-D.

C. Theoretical Properties

We now demonstrate some relationships between the prob-
ability of error and the parameters of the packet loss process.
Proofs of Theorems 1-3 may be found in the Appendix.

Theorem 1: For fixed A and g2, the probability of error is
monotonically increasing in gjo.

Theorem 2: For fixed A and g1, the probability of error is
monotonically decreasing in gs;.

Theorem 1 states that the error probability increases as gi2
increases, when all other parameters are fixed. Intuitively this
is reasonable, since g1 is the probability that the next packet is
lost given that the current packet has been received, so we are
more likely to drop packets and do worse at estimation when this
parameter is increased. Theorem 2 is also quite intuitive, as go1
is the probability that the next packet will be received correctly
given that the current packet has been lost, so increasing this
parameter should improve our estimation performance.

For the third result, let py be the stationary probability that
a measurement is not received, ie., po = P(Zy = 1) =
912/ (912 + g21)- Theorem 3 shows that in general pg alone does
not uniquely determine the error probabilities, but also depends
on the sizes of g1 and g21, which can be interpreted as how
quickly/slowly the packet loss process is varying in time. For
example, when both g1, and g2; are small, transitions from one
state to the other are rare, so that we can regard the Markov chain
as being slow. Essentially, Theorem 3 says that for a given py,
slower dynamics are worse for state estimation in that we will
get a higher probability of error (except perhaps when the signal
is i.i.d. as noted in example (ii) of Section III-B).

Theorem 3:

(i) For fixed A and py, the probability of error is nonin-

creasing in g21 (equivalently in g12).

(i) The probability of error converges, for fixed py and
as go1 — 0, to poEQ, where E(] = min(alg/(alg +
as1),a21/(a12 + a21)) is the probability of error in the
complete absence of observations.

By Theorem 3 (ii), po )y is therefore an upper bound on the
error probability. A lower bound can also be derived, by noting
that for pg < 1/2, the largest possible values for g12 and go are
g21 = 1 and g12 = po/(1 — po), and for py > 1/2, the largest
possible values are g12 = 1 and g2; = (1—pg)/po-. Substituting
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0.5 T T T T

0.45 J

912

Fig. 1. Noiseless probability of error for various gi2.

0.5 T T T T

0.45 J

0 0.2 04 0.6 08 1
g21

Fig. 2. Noiseless probability of error for various go; .

these values into the formula for P(Error) and using Theorem
3 (i), we then obtain the lower bound

pot(1), po < 0.5

P(Error) > o 4\ 1
(o) 2 4 (0= p0) (2822) " t(m). po > 05

where t(n) is defined as (17) in the Appendix. As a special case,
when a2 = a1 < 0.5 we have the more explicit expression

po < 0.5
po > 0.5.

a12Po,
a12Pg
1—2a12+(4a12—1)po’

P(Error) > {

For the i.i.d. signal case, it can also be shown that the upper
and lower bounds coincide.
D. Numerical Studies

For the simulations in the first three graphs, the length of each
run is one million. The solid lines represent the theoretical error

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 55, NO. 3, MARCH 2007

0.45 J

0.4r b

0.3F b

P(Error)

0 . . L .
0 0.2 0.4 0.6 0.8 1
9157951
Fig. 3. Noiseless probability of error for various g2, with po fixed.
0.5 T T T T
0.45F o
04r o g
0.35F &
®
0.3f 4
S e}
= L o ®© J
& 025 0038 &g
a
I o 3g ]
0.2 o fo)
@ o0 @
0.15 o o OO .
0.1F 6 0.0 O%D b
o0 ©o8oo
o &
0.05} o i
o L L . L
0 0.2 0.4 0.6 0.8 1
Py

Fig. 4. Noiseless probability of error and bounds for various pg, symmetric A.

probability. In Fig. 1 we plot the simulated probability of error
for 50 values of g2, with a12 = 0.4, as; = 0.3, and go1 = 0.5.
In Fig. 2 we plot the simulated probability of error for 50 values
of go1, with a12 = 0.4, as; = 0.3, and g12 = 0.5. In Fig. 3 we
plot the simulated probability of error for 50 values of g1, with
g21 = g12 (i.e., Po = 0.5 1s ﬁxed), aljp = 0.1 and as1 = 0.1.
We can see that the results are in agreement with Theorems 1-3,
respectively.

For the next two graphs, we randomly generate both g1, and
921, and then form py = g12/(g12 + go21)- The length of each
simulation run is 100 000. In Fig. 4 we plot the simulated prob-
ability of error for 500 values of pg, with a12 = a1 = 0.1, 1.e.,
A is symmetric. The solid lines are plots of the upper and lower
bounds on the error probability mentioned after the statement of
Theorem 3. The simulation results can be seen to lie within the
bounds. In Fig. 5 we plot the simulated probability of error for
500 values of pg, with a12 = 0.7 and a1 = 0.3, i.e., signal is
i.i.d. The linear dependence on the probability of not receiving
a packet, agrees with example (ii) of Section III-B.
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0.5

0.451 i

Po

Fig. 5. Noiseless probability of error for various po, signal i.i.d.

E. Multiple States

We now consider { X} as a Markov chain having M > 2
states, with the assumption that it has a unique stationary distri-
bution. The packet loss process {Z; } is still the same two-state
Markov chain.

The probability vectors are updated as

Ally Y(Zk41) =0

10 ... 07, ~(Zrs1)=1,Yrs1=h(1)
Mpprpper=4 0 1 -+ 0T ¥(Ze) =1, Vi1 =h(2)

00 ... 1" Y(Zks1)=1 Yip1=h(M)

and MAP estimates of the states are obtained as X E=
arg max;—1,.. M H?ﬁk'

Define II; , = A"[0 ... 01 ... 0]7 where the 1 is in the i-th
position. Then in a straightforward extension of the two-state
case (1), we can derive

-1

p(n) g12(1 — go1)"

_ 921
gi2 + 921

M
X Z P(Xk—n = r)ag:l)largmax] H{«,n7£5 (5)
r,s=1

with the probability of error given by P(Error) = > 7, p(n).
More explicit expressions (in terms of the Markov chain pa-
rameters) for the stationary probabilities P(Xy_,, = r) and
the elements agf) would be very complicated to write down
without additional structure in the transition matrix A, since for
M states, the A matrix would have M (M — 1) free parameters
in general. However, given a set of parameters these quantities
can be evaluated on a computer quite easily.
As an example, let g12 = 0.26, go; = 0.48 and

0.18 0.56 0.13
0.76 0.36 0.27
0.06 0.08 0.60

A:

Computation of the error probability using (5) is 0.1527. Sim-
ulation results averaged over 10 runs, each of length 100 000,

gives an error probability of 0.1523, which is very close to the
analytical expression.

IV. Noisy CASE

A. Derivation of Probability of Error

In this section we derive expressions for the probability of
error in the noisy case. Unfortunately, the methods used for the
noiseless case don’t seem to extend to the situation here. We
will use a different method, whose analysis is based in part on
[8]. Recall the model from Section I, Y3, = v(Z)h(Xg) + vg.
Given X}, and v(Zy) = 1, the observations Y}, are conditionally
distributed as

. 1
P(Yiedy|Xr=1,7Z1=2) = Jong?
o

=b; (yx)dy.

exp(_ (ve—h(i)

2

It is well known that the probability vectors can be updated re-
cursively as follows:

Ally g, Y(Zk+1) =0
where
I
2(Yk+1)

Using the definition q;, = H11c|k - Hi‘k (noting that —1 < ¢, <
1), the probability of filtering error can then be written as

P(Error) =P(X, =1, X, =2)+ P(X, =2, X = 1)
=P(Xx=1,Z;=1,q; < 0)
+P(Xp=1,7Zr =2,q. <0)
+P(Xx=2,Zk=1,q, > 0)
+P(Xk=2,Zr=2,q, > 0)

0 0
= /fi’l(q)qur/fi’Q(q)dq
“1 1

1 1
+ | fPN@)da+ | [P (q)dg %)
o |

where ;"' (¢)dg = P(Xi =i, Zr = I, qi € (q,q + dqg)).
To find a recursive relation which will allow us to characterize
the densities f,' (q), first consider

P(Xpy1 =14, Zry1 = I, qry1 € (g, 9+ dq),
X =7, Zr = J,qx € (4,4 + dg))
= P(qr+1 € (4,9 + dg)| Xp41 =i, Zky1 = I, q = )
X P(Xps1 = iy Zops = 11X = j, Zn = J)
x P(Xy=13,Zr = J,qr € (q,q+dq))
= S 1(g, )dq x aijgry x f7(@)dq
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where we have used the Markov property and the independence
of {X} and {Z;}, and defined

Si1(q,q)dq
= P41 € (40 + do) [ Xiyr =i, Zesr = L qr = ) -
For v(Zi+1) = 1, i.e., Zxy1 = 2, we can derive in a similar

manner to [8] (which only contained expressions for symmetric
A) the recursion shown in (8) at the bottom of the page, and so

Si,Z(q;QN)dq — — exp | — (g(q,d;a__z h(Z)) ] - i2q2 dq
with g(q, )= —(0*/2) In((1+)[1 — (a12 — az1) — (1L —a12 —

a21)q])/((L = q)[1 + (a12 — a21) + (1 — a12 — a21)q)).
For v(Zy+1) = 0, i.e., Zr41 = 1, it is straightforward to
show that the recursion for ¢ is now

Qrt+1 = @12 — az1 + (1 — a12 — az1)qx- 9
Thus

Si1(q,q)dg =P (a12—a21+(1 — a12—a21)q € (q,q+dq))
:IB((L@; dq)

where [ is the indicator function and B = {(q, ¢, dq)
az1 + (1 — a2 —a21)f € (¢,q+ dq)}.

Hence in the steady state we have the following relations for
the densities, which is a system of four Fredholm integral equa-
tions

2 1
" (q)dq = Z Z aijng/SL,z q.9) 77 (§)dqdq,
—1

j=1J=1

L a1 —

i=1,2,T=1,2. (10)

B. Numerical Method

To compute the error probability we will need to numeri-
cally solve the system of integral equations (10). We will present
an existing method which is slightly different from that of [8],
where convergence analysis is perhaps more readily obtained.3

From p. 151 of [10], we can transform (10) into a single in-
tegral equation as follows. Define

4 a), ~-1<g<1

L2(g—-2), 1<q<3
(= d F2(a=2), q
D=1 71— 1), 3<q<5

f#2(g=6), 5<q¢<7

3The method presented here and its analysis can also be applied with slight
modifications to the problem in [8]
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(a1191151,1(¢,9), —1<¢<l1, —1<g<1
a1191251.1(¢,q), —1<q<1,1<g4<3
a1201151,1(¢,7), —1<g<1, 3<q<5
a1201251,1(¢,7), —1<q<1, 5<q<7

K(q,q)=1: (1D
a21921522(¢,q), 5<q¢<7, —=1<g<1
a21922522(q,q), 5<q<T7,1<G<3
a22921522(q,q), 5<q<7,3<q<5

[ @22922522(q,7), 5<q<T7, 5<q<T.

Then it can be seen that (10) is equivalent to the homogeneous
Fredholm equation

7
o) - [ K(a.D0(@di =0 (12)

1
with  ®(q) also satisfying the normalising condition
f_71 ®(q)dq = 1. For the numerical solution of (12), con-

sider the related eigenvalue problem [11]

q) = /K(q,(i)@ q)dq

which corresponds to (12) when v = 1. We will solve (13)
using the Nystrom method [11], [12]. Replacing the integral by
a 4N -point quadrature rule,* and defining

(13)

w1 K (t1,11) wan K (L1, tan)
K= : :
le(t4N,t1) w4NK(t4N,t4N)
we obtain
®(t1) ®(t1)
P(tan) ®(tan)

where w; represent the weights and ¢; the quadrature points of
the quadrature rule. In the results presented in this paper, the
midpoint rule is used, though other alternatives such as com-
posite Gauss-Legendre quadrature are possible [12, p.110.].

To obtain an approximation for ®(q), we then take the eigen-
vector that corresponds to the largest real eigenvalue of K, and
normalise it so that f ®(q)dg = 1is satisfied. Using a “weak”
version of the Perron- Frobenius theorem [13, p. 28] on K shows
that this eigenvector will have nonnegative entries, which is re-
quired if it is to approximate a probability density. The proba-
bility of error can then be calculated from (7) and (11).

4We call it a 4 N -point rather an N -point quadrature rule for convenience,
since ®(q) is a combination of four densities

exp ( 2yk+1) [14 a12 —ao1 + (1 — a12 — a21)qx] — 1 + [a12 — a21 + (1 — a12 — a21)qs]

Qk+1 =

exp (—2‘11;%) (14 a12 —ag1 + (1 — a2 — az1)qr] + 1 = [a12 — a1 + (1 — a12 — a21)qx]

®
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We would like the largest eigenvalue to be close to one. As
N — oo, K will tend to a stochastic matrix, in the sense that
the sum of each column will converge to one. For example, for
the first column

4N
Zle(tiatl)
i=1
1
— /(01191151,1(97t1) + a1192151,2(q, 1)

21
+a2191152,1(q,t1) + a2192152,2(q,t1)) dg

= a11911 + a11921 + a21911 + a21921 = 1

where convergence is achieved for any reasonable composite
quadrature scheme, such as the midpoint rule [14, p.116]. Sim-
ilarly this holds for the other columns of K. Since a stochastic
matrix has largest eigenvalue one, and by the continuity of
eigenvalues [15], it then follows that the largest eigenvalue of
K can be made arbitrarily close to one for /V sufficiently large.
We can also show that the eigenvector corresponding to the
largest eigenvalue is unique. Note that we can partition K as

a11911511 611912511 12911511 @12012511
K= a11921512 011922512 @12921512  @12922512

a21911521 021912521 @22911521  @22912521

21921 S22 a21922522 022921522 a22922522(14)

with each element representing an N x N matrix. Referring to
(14) and the definition of K, it may be easily shown that the
blocks a;;9r7512 and a;;977S22 contain strictly positive en-
tries. The blocks a;;97.7511 and a;;gr7S521 can each be further
divided into the form

where blocks 1 and 3 contain all zeros, while block 2 has at
least one positive entry in each row and column, with the sizes
of these blocks being the same for all a;;977511 and a;;g7.7521.
The matrix K is thus reducible since it will have a number of
rows which consist entirely of zeros, and the Perron-Frobenius
theorem [13] is not directly applicable. We can however form
a submatrix by deleting the all-zero rows and the associated
columns, without changing the largest eigenvalue. Due to the
structure in the blocks a;;g77511 and a;;grsS21, it can be seen
that this submatrix is primitive. The Perron-Frobenius theorem
may then be applied to conclude that there is an eigenvalue with
magnitude greater than any other, with a unique eigenvector (up
to constant multiples). By the comments above, this will also
hold for the original matrix K.

In Table II we compare the numerical method with simula-
tion results for a selection of different parameter values. Here
we use N = 1000, and fix o2 = 1. Simulations results were
again averaged over 10 runs, each run of length 100 000. It may
be seen that there is very close agreement at the values con-
sidered here. However, for smaller values of o, it has been ob-
served (see Table III, also [8]) that the accuracy of the numer-
ical method is not so good when using N = 1000. By the pre-

TABLE II
SIMULATION AND ANALYTICAL COMPARISON OF NOISY
ERROR PROBABILITIES, WITH 62 = 1

a2 a21 g12 g21 simulation | analytical

030 | 0.89 | 093 | 0.26 0.2241 0.2248

097 | 0.86 | 0.78 | 0.06 0.3882 0.3887

0.68 | 0.14 | 0.10 | 0.07 0.1415 0.1411

0.88 | 0.07 | 0.87 | 0.71 0.0658 0.0654

0.50 | 0.55 | 0.50 | 0.22 0.3793 0.3789
TABLE III

COMPARISON OF ERROR PROBABILITIES FOR VARIOUS VALUES OF &

o | simulation | approximation | method of IV-B || no packet loss

1.0 0.2126 0.2279 0.2123 0.1351

0.8 0.1754 0.1859 0.1763 0.0889

0.6 0.1350 0.1400 0.1540 0.0395

0.4 0.1064 0.1071 0.2193 0.0052

0.3 0.1024 0.1025 0.3520 0.00037
0.5 T T T T

0.45r J
0.4r b

0 0.2 04 0.6 08 1
g12

Fig. 6. Noisy probability of error for various g;.

vious statements, the accuracy should increase with N, but due
to memory limitations increasing N substantially is currently
not feasible. In Section IV-E we will derive an approximation
for the error probability which is more computationally tractible
and provides close agreement with simulations for small .

C. Numerical Studies

We now show some plots which are analogues of Figs. 1-5,
with an additional noise term of variance o2 = 1. The simula-
tion runs are of length one million for the first three graphs. In
Fig. 6 we plot the simulated probability of error for 50 values
of g12, with a12 = 0.4, as; = 0.3, and go1 = 0.5. In Flg 7 we
plot the simulated probability of error for 50 values of g2, with
a12 = 0.4, az; = 0.3, and g1» = 0.5. In Fig. 8 we plot the sim-
ulated probability of error for 50 values of gq2, with go1 = g12,
a12 = 0.1 and a; = 0.1. The solid lines represents the analyt-
ical calculation using N = 200. In Fig. 8 there is a slight but
noticeable discrepancy between the simulation and analytical
results at small values of g15. This is due to the use of N = 200
in the numerical calculuation, as it is found that increasing N
to say 500 would give much closer agreement. For Figs. 9 and
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0.5 T T T T

0.45 J

0 0.2 04 0.6 08 1
g21

Fig. 7. Noisy probability of error for various gz1 .

0.5 T T T T

0.45 J

0 . L . .

0 0.2 0.4 0.6 0.8 1
9157951

Fig. 8. Noisy probability of error for various g2, with pq fixed.

10 the simulations runs are of length 100 000. In Fig. 9 we plot
the simulated probability of error for 500 random values of po,
with a12 = a9; = 0.1, i.e., A is symmetric. In Fig. 10 we plot
the simulated probability of error for 500 random values of py,
with a12 = 0.7 and a2; = 0.3, i.e., signal i.i.d.

Comparing these graphs with Figs. 1-5, we can see that there
is a noise floor introduced which tends to shift the graphs up-
wards. The noiseless Figs. 1-5 also seem to cover a larger range
of values as the parameters vary, one reason could be that there
is a greater sensitivity to packet loss in the noiseless case, since
losing packets is the only way in which one can make an error
there.

Proving results similar to Theorems 1-3 in the noisy case
seems to be very difficult. We will state these as conjectures

Conjectures

1) For fixed A, o and go1, the probability of error is mono-
tonically increasing in gi5.
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0.5 T T T T

0.45 b

0.4

0.35

0.3

0.25

P(Error)

0.2

0.15

0.1

0.05F o

0 0.2 0.4 0.6 08 1
p0

Fig. 9. Noisy probability of error for various po, symmetric A.

0.5 T T T T

0.45 4

04+ k

0.35 b

P(Error)

0.1F b

0.05F o

Po

Fig. 10. Noisy probability of error for various pg, signal i.i.d.

2) For fixed A, o and g2, the probability of error is monoton-
ically decreasing in go; .

3) Let py be the stationary probability that a measurement is
not received, i.e., pg = P(Zk = ].) = 912/(912 + 921).
Then for fixed A, o and pg, the probability of error is
nonincreasing with gj2. Furthermore, this probability
of error converges, for fixed po and as g1 — 0, to
poEo + (1 — po)FE1, where E; is the probability of error
obtained when measurements are always received, and
Eo = min(a12/(a12 + a21),az21/(a12 + az1)) is the prob-
ability of error in the complete absence of observations.

The intuition behind conjecture 3 can be explained as follows:

In [9], the exponential forgetting property of HMM filters is
demonstrated. For slowly varying dynamics in the loss process,
during the (usually) long periods where we always receive mea-
surements, the probability of error there would be close to the
error probability when we assume that measurements are always
received. Similarly, for the periods when we don’t obtain any
observations, the error probability would be close to the error in
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the complete absence of observations. The overall error proba-
bility should then be able to be averaged over these two situa-
tions, giving poEy + (1 — po)E1 as the conjectured limit.

D. Signal Is i.i.d.

Signals which are i.i.d. (or close to i.i.d.) are commonly en-
countered in digital communications. In Fig. 10, we saw that
when the signal {X}} is i.i.d., there seems to be a linear rela-
tionship between pg and the probability of error even when the
loss process is Markovian. In this section, we will show that this
is indeed the case. If the signal is i.i.d., the A matrix has the form

a12
1-— ai2

@12

A= [1—(112

and the probability vector updates (6) become

Myp1jet1

a12 _
P W) =0

aizby (yk+1)

[“121,1<3’(‘+1>+<1‘“”)b2(ym)] v W Zk) =1

1—a12)b2(Yr41)
a12b1 (Yry1)+(1—a12)ba(yry1)

which depends on the values Y41 and Zj4; but which impor-
tantly does not depend on values at previous times. Using this
fact, an explicit expression for the error probability can then be
derived quite easily.

Given Zj = 1, the recursion (9) for q is just ¢, = 2a12 — 1.
If a;o > 0.5, then g > 0, and

P(Error|Z, =1)=P(Xr, =2,q > 0|2 =1) =1 — a12.

If a;o < 0.5, then ¢ < 0, and so

P(Error|Zp =1) = P(Xi = 1,qx < 0|Zk = 1) = ay2.

This can be written more compactly as P(Error|Z; = 1) =
min(ai2, 1 — a12). Next, we have

P(Error| Xy, = 1,7, = 2)
= P (a1261(Ye) < (1 — a12)ba(Y%)| Xk = 1)

1m0 1)

202

2 _
—p(vi> T (202 x, =
2 a1z
2 1—
(oo (522)
2 a2
1 2 1-
(o (=5 (02)))
g a12

Il
N

P

where v}, is N(0,1). Similarly, P(Error| X} = 2,72, = 2)=
P, < —(1/0)(1+ (¢2/2)In((1 — a12)/a12))), and so

P(Error|Z,=2)
= P(Error|X,=1,Z;,=2)P(X)=1)
+ P(Error| X, =2, 7, =2)P(X;=2)

1 0'2 1—(112
= Plvi<—=(1—-=—1
e (vk_ U( 2 n< a12 )))
1 21—
+(1—a12)P<v;§——(1+0—1n< “12>>>.(15)
g 2 ai2

The probability of error in the case of i.i.d. data is therefore

P(Error|Z = 1)P(Zx, = 1) + P(Error|Zy = 2)P(Z, = 2)

where we use the expressions for P(Error|Z; = 1) and (15),
together with the stationary probabilities for the loss process
P(Zy =1) = gi12/(912 + g21) and P(Z), = 2) = g21/(g12 +
g21)- Since P(Z), = 2) = 1 — P(Z;, = 1), this probability of
error is linear in P(Zy = 1), for fixed A and o. The solid line
in Fig. 10 is a plot of this linear expression, which can be seen
to coincide with the simulation results.

E. High SNR Approximation

Here we will derive an approximate expression for the error
in the high SNR, or small o regime. When o is small, we can
see from (8) that for Y41 > 0, gr41 =~ —1, and for Y41 <
0, gr+1 ~ 1. So at high SNR, the probability updates can be
approximated by the simpler suboptimal scheme

Ay, ¥(Zg41) =0
Megapppr = 107, Y(Zkg1) =1, Yig1 € Dy
[0 107, Y(Zks1) =1, Yiy1 € Dy,
where we have defined the sets Dy = (—00,0] and Dy =

(0, 00). To derive the probability of error using such a scheme,
first note that P(Yy, € Dy| Xy = 1, Z), = 2) = P(v}, > (1/0))
and P(Yy, € D1| Xy = 2,Zy = 2) = P(v}, > (1/0)), where
v}, is N(0,1). Using D¢, to denote the complement of D,,,,

P(Error, Z), = 2)
=PY,eD{, Xy, =1,Z;,=2)
+ P (Y€ DS, Xy =2, 72 = 2)
= P (Y € D§|Xy = 1,2y, = 2) P(Xy = 1)P(Z), = 2)
+ P (Y € D§| Xy =2,Z, =2) P(Xy, =2)P(Z), = 2)

=P <v; > %) P(Z, =2)

where we have again used the independence of { X}, } and {7 }.

The derivation of the term P(Error, Z;, = 1) is similar to
the noiseless error probability derived in Section III-A, we will
use the same notation and point out the main differences. We
can still write P(Error, Z, = 1) = Y., p(n) where p(n) =



P(Error, Zy—p = 2, Zk—nt1 = 1, Zk—pnt2 = 1,...,
1) = P(Error, Z), but now

p(n) =P <Z7 X, = 1./argm]aXH]im # 1)
+P (Z, X = Zargmjaxl’[{’n # 2)
+ P <Z, X = 1,argm]z_a.xl_[%7n # 1)
+ P <Z, X = Z,argm]axﬂgm # 2)

=P <Z7 X = 1,argmjaxﬂin #1,
Yin € D1, Xpo—py = 1)
+ P <Z7 X, = 1,argmjaxH{m #1,
Yin €Dy, X = 2) +...+
+ P <Z, X = 2,argm]axH]2'7n # 2,
Yien € Do, Xpoopy = 1)
+ P <Z, X, = 2,argm]axH]2'7n #* 2,

Yion €Do, Xppn = 2)

_ 921912 (1
g12 + 921
2

x 3 [P(Xk,n:r)

r,s,t=1

—g21)"

(n)
X Iargmaxj H]

nES
X P(Yien € Dy| Xpen =1, Ziep = 2)} .
As in the noiseless case, we can write this in a more explicit

form as shown in (16) at the bottom of the page. The probability
of error of this scheme is, therefore
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In Table III we compare simulation results of the optimal filter
together with the “exact” analytical calculation of Section IV-B,
and the suboptimal approximation just derived. We use a2 =
0.2, as1 = 0.3, g12 = 0.5, go1 = 0.8 and various values of .
The computation using the method of Section IV-B was done
with V = 1000. For a further comparison, in the final column
we also include simulation results when there is no packet loss.
The simulation runs are of length 10 million.

Firstly, we can see that for values of o smaller than approxi-
mately 0.8, the numerical method of Section IV-B does not give
accurate results when using N = 1000, in fact the accuracy
worsens the smaller ¢ is. Improving the accuracy would involve
increasing N substantially, which in turn increases the com-
putation time and memory requirements dramatically. We can
also see that the suboptimal expression gives very good agree-
ment with simulations for small values of o, moreover it can be
computed very easily with current computer algebra software.
Indeed, the noiseless probability of error can be computed to
be 0.1022, so that even for ¢ = 0.3, the difference between
the noisy and noiseless error probabilities are almost negligible.
Since our approximation (16) converges to the noiseless expres-
sion (4) as ¢ — 0, this is one reason why the approximation
performs so well at high SNR.

Comparing the noiseless error probability of 0.1022, the
error probabilities with no packet loss and the error proba-
bilities with both packet loss and noise, it appears that for o
smaller than around 0.4-0.5, the packet loss starts to dominate
for this example. In general, the o value where the packet
loss term starts to dominate will depend on other parameters
such as g1 and g1, and is an issue that requires further study.
However through our numerical investigations, we have found
that o around 0.4—0.5 seems to be a reasonable figure for most
(randomly generated) sets of parameter values.

F. Multiple States—High SNR

For the noisy case with multiple states (and no packet loss),
asymptotic results for the error performance of slow Markov
chains exist in the literature, e.g., [6], [7], but general expres-
sions for arbitrary Markov chains are not known. In this section,
we will treat arbitrary Markov chains with packet loss at high
SNR. We will choose the signal levels h(X}) to be of M-ary

P(Error) = P(Error, Zy, = 1) + P(Error, Z;, = 2) Pulse-amplitude-modulation (PAM) type. Without loss of gen-
o erality, we let these levels be situated at 1,3,...,2M — 1, i.e.
1 g21
=S+ (1)
vt g2+ 921 h(m)=2m -1, m=1,2,..., M.
g12(1 — )n—l ajo ( )+ as; (n) 1<0.42<0
g12+gz1 g21 arotan & a2 taz; 12 In =Y ln =
1 ) n—1 aj: (n) a (n)
E) (glzg+1921 912 _‘921) [111241“2@21 + a12i11121 @22 :|)
( ) (1) > %) (glzgilgzl 912 1 o 921)n—1 [znzajrzazl a'gll) + alzarazl agg)}) ’ qul S 0,(]121 >0 (16)
p(n) =
1 n—1 aio (n) ao (")
k < ;) (9151221912 1 _921) [012-11'021 Gy + 1112+11121 12 :|)
”i >7) (gé’ilgm g12(1 — g21)" [T i+ Taéz’}) . qh>0,g2<0
\ gl’_)j'lg’_)l 912(1 - ‘q21)n_1 [% él) + awaj-lazl g;)j| ’ q'}L > 07 q721 >0
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TABLE IV
COMPARISON OF NOISY ERROR PROBABILITIES FOR VARIOUS VALUES OF o,
3-STATE EXAMPLE

o simulation | approximation

1.0 0.2905 0.3276

0.8 0.2444 0.2691

0.6 0.1948 0.2054

0.4 0.1580 0.1595

0.3 0.1524 0.1531

Define the sets
(_007 2]7 m=1
D,=¢(2m—-2,2m], m=23,...,.M -1

(2m —2,00), m =M.

The optimal way to update the probabilities is the obvious gen-
eralization of (6), but which appears to be very difficult to an-
alyze. Motivated by the high SNR approximation in the 2-state
case, consider the following suboptimal scheme:

Allg)g, Y(Zk41) =0

[]. 0 ... O]T7 'Y(Zk+1) = 17Yk+1 € Dy
Miqpgr =4 01 - 0", Y(Zk+1) = 1, Yit1 € D2

[0 0 ... I]T, ’Y(Zk-l—l) = I,Yk+1 € Dyy.

Similar to the two-state case in Section IV-E, we can derive

P(Error, Z;, = 2)
=PY,eD{|Xy=1,Z, =2)P( X, = 1)P(Zr = 2)
+...+ P Y € DY X =M, Z =2)
X P(Xy = M)P(Zy = 2)

=P (wc > é) P(Z, =2)
x [2— P(Xy = 1) — P(X}, = M)]

and
9219 U
921612 nel i B (n)
p(n) = ———(1- [PX,_,,,—raS,,
(n) 912+921( g21) r;tzl (X% )
><Iargmax] H{,n;ésP(Yk—n € Dt|Xk—n =T, Zy—n = 2)]

with P(Error, Z, = 1) = 3.7, p(n). As in the noiseless
multi-state case, more explicit expressions would be very com-
plicated to write down in general.

In Table IV we compare this approximation with simulation
results of the optimal filter, using the 3-state example of Sec-
tion III-E with an additional noise term. We can again see that
the suboptimal expression gives good agreement with simula-
tions for small values of o.

V. CONCLUSION

In this paper, we have derived analytical expressions for the
error probability of HMM filters in the presence of Markovian
packet losses, with emphasis on two-state Markov chains. Per-
formance analysis of such systems are important when oper-
ating in unreliable environments such as wireless sensor net-
works. A number of relationships between the error probabili-
ties and the parameters of the loss process have been shown via
numerical studies, and theoretical justification has also been ob-
tained in some cases.

APPENDIX

For convenience in our proofs, let us define

_ 921412 (1= gor)"~

9124921
P, gL <0,q2<0
T S T
S g > 0,47 <0
sallien), qr>0,q2 >0

so that p(n) = s(n)t(n).

A. Proof of Theorem 1
Proof:
dP(Brror) _ g5 dstn), ) _ g A= g)"
(912 + g21)

n=1

Term-by-term differentiation of the infinite series can be justi-
fied by using the Weierstrass M -test, see, e.g., [16]. It is easy to
see from (17) or (4) that the ¢(n) terms are all positive. As each
term in the sum is greater than zero, (dP(Error)/dgi2) > 0. ®

B. Proof of Theorem 2

While the statement of Theorem 2 looks similar to that of
Theorem 1, the proof is not as straightforward. Before we prove
this, we need the following technical result.

Lemma I: The terms t(n) given by (17) form a nondecreasing
sequence.

Proof: We will only outline the method of proof. One can
assume throughout that a12 < a9;, as the arguments when
a12 > a9y are almost identical. We consider the situations
a2 + ao1 < 1,a12 + az1 > 1 and a2 + a2; = 1 separately.
Each of the situations @12 +a21 < 1 and a1o+as1 > 11is further
divided into the four cases: 1) ¢} < 0and ¢2 < 0,2) ¢. <0
and ¢2 > 0,3) ¢t > 0and¢®2 < 0,4) ¢l > 0Oand ¢ > 0
(some of these cases may not be possible). It is then a tedious
but relatively straightforward verification that ¢(n + 1) > #(n)
holds in all the possible cases, using the definitions (3) and
(17). The remaining situation with a12 + a2; = 1 is straight-
forward, only the case ¢ < 0 and ¢> < 0 can occur, and
t(n) = (a12/(a12 + a21)), Vn. |

Now we can prove Theorem 2.
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Proof: First

dP(Error)
dga1
=, ds(n)
= t
n=1 dg21 (n)

912(1 = 921)" 72 [g31(n — 1) + g12(nga1 — 1)]
1 (912 + g21)?
t(n).

tnqg

X 3

(18)

Showing that this quantity is negative is equivalent to showing
that

>

—(1=g21)" 7" [g31(n — 1) + g12(ngo1 — 1)] t(n) < 0.

Unlike the proof of Theorem 1, not every term in the summation
here is negative. However, it is not difficult to show that form =
| (93, +912)/ (931 + g12921) ], the first m terms will be positive,
while the rest will be negative. We may then use Lemma 1 to
obtain the bound

> -

n=1

(1 —ga1)"

To complete the proof, we note the following closed form ex-
pression, which can be verified using induction:

2 [g51(n — 1) + g12(nga1 — 1] t(n)

—(1—g21)""* [g51(n — 1) + g12(ngoy — 1)] .

—(1 = g21)" 7% [g51(n — 1) + g12(nga — 1)]

M=

3
Il
—

=1+ (1= g2)" " [L+ g21(k — 1) + g12k].

(Note that this expression also allows us to apply the Weierstrass
M -test to justify the term-by-term differentiation (18).) Hence,

Yomey —(L=g21)"?[g31(n — 1) 4+ g12(nga1 — 1)] = —1 and,
therefore
> A1=g21)" 951 (n—1)+g12(ngar—1)]t(n) < —t(m) <O0.

n=1

C. Proof of Theorem 3

Proof: That Ey actually is the error probability in the com-
plete absence of observations is not difficult to show. For ex-
ample, one can use the fact that A™ converges to a rank 1 matrix
(with the stationary probabilities in the columns) as n — 00, SO
that without observations, one would choose the state estimate
which on average is more likely to occur.

(1) The proof of this part is similar to that of Theorem 2. Since

P(Error) = Y7 poga1(1 — g21)" " 't(n), we have
dP(Error)
g Z —po(1 = g21)" *(ng12 — 1)t(n).

n=1
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It can be easily seen that for m = |1/g21], the first m
terms in the series will be positive, while the rest will be
negative. Using Lemma 1, we obtain the bound

>~

n=1

o(1 = g21)"~*(ngra — 1)t(n)

Z —po(L — g21)" " *(ngi2 — 1).
We have the following closed form expression:

k
n=1
50 3,y —Po(l—g21)" 2

Z

o(1 = g21)" " 3(ng12 — 1) = (1 — g21)*"po

(ng12 —1) = 0, and therefore

o(1 = g21)" %(ng12 — 1)t(n) < 0.

(i) We consider the cases a12 # a9; and a1 = a2y sepa-
rately. First assume that a;o # ag;. From (3) it can be
seen that there exists an N such that either ¢} > 0,¢2 >
0,¥n > N (when aja > as1), or g} < 0,¢2 < 0,Yn >

N (when a12 < a91). Hence, t(n) = Ey,¥n > N and
]\7

P(Error) = Zpogzl(l — ggl)”_lt(n)
n=1

Z Pog21(1 — g21)"~

n=N+1

Applying Lemma 1, we can obtain the bounds

Z poga1(1 — go1)" ™"

N
1) Zpogzl(l —g21)" " + Ep
n=1 n=N+1

< P(Error)

< Eo Y pogar(l—gar)" "

n=1

or t(1)[po — (1 = g21)Vpo] + Eo(1 — g21)Vpo <
P(Error)< Fopg. Taking the limit as go; — 0 then gives
the result for a12 # ao;.
Now assume that a12 = ao;. We further divide into three
cases.
1) For a;2 = 0.5, we have ¢} < 0,¢2 < 0,Vn, and

P(E = - § g1(1—g21)" " = =pokFa
(Error) = po x 5 g21( g21) 2 Potoo

n=1

irrespective of go1.
2) For aja < 0.5, we have ¢} > 0,42 < 0,Vn, so

=Do 2921 (1 —g21)

. a12Po
2a12 — 2a12921 + 921

1
P(Error) n=l 3 [1—(1-2a12)"]

which converges to pg/2 as go1 — 0.
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3) For a;s > 0.5, we have ¢} < 0, ¢2 > 0 for n odd, and
q,ll > 0, q?l < 0 for n even, so

P(Error)

o0 B 1 .
=po Z g21(1 — g21)™ % x 3 [1+(1-2a12)*™ 1]

m=1

+p0 Y gar(1— g21)*" 7t x

m=1

oo ~ 1 .
= Do 2921(1 —g21)" "t x 3 [l - (2a12 — 1)"]

n=1

[1—(1-2a12)*™]

DN | =

(1 —ai2)po
2(1 = a12) = 2(1 — a12)g21 + g1

which also converges to po/2 as ga1 — 0. [ |
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