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Abstract

Data, personal data, and health data are critical in developing new technologies and health interventions,
but accessing this data is fraught with ethical concerns. The European Union’s General Data Protection
Regulation (GDPR) and the proposed European Health Data Space (EHDS) regulation seek to provide
protection of personal data while enabling access to this data for health research. However, it is
guestionable whether the current and proposed framework (including the exceptions and derogations
within these) adequately balance and protect the breadth of rights, including under Articles 8 and 14 of
the European Convention on Human Rights, and interests at stake. This chapter reflects on the competing
rights and interests of the differing stakeholders involved in the use of health data for health research
purposes. We argue that regulatory frameworks need to account for and engage with these competing
motivations and interests, and must also ensure that benefits arising are accessible to stakeholders in an
equitable manner. We set out some of these competing interests before considering the GDPR and
possible role of the EHDS for the governance of data in the health research context given these
considerations. We argue that privacy and re-identifiability are not the only concerns relevant here, and
make the case that both regulations fail to fully consider the wider social and ethical concerns in this space.
The chapter concludes by reflecting on the limits of both regulations, with proposals for reframing of the
system from one primarily focused on individual risk to a system that considers both the individual and
collective risks and benefits at stake.
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Introduction

The digital era has led to an unprecedented proliferation of information by and about individual people:
we are generating vast amounts of data through our everyday online interactions (from emails to social
media activities to our browsing histories) and consumer transactions. Such activities can reveal
information about our individual behaviours and preferences, and from this, in some instances, inferences
can be drawn about society, or certain groups within a society. Alongside this, third parties (including
professional service providers) may need to collect, generate, and store significant digital information
about individuals, including sensitive personal data. More specifically, in the health context, data is being
generated in a range of digital interactions, including in the context of people’s electronic health records,
public health prevention, treatment programs, and as part of health research. Such health data can be
used for research into human behaviours as well as to uncover insights around the genetic basis of disease.
This research has the potential to develop predictive models that improve healthcare decision-making, to
develop and improve treatment interventions, as well as drive innovation around developing new health-
technologies, such as medicines, diagnostics, medical devices, and other health interventions.?

Such research involves significant levels of processing (i.e. collection and various uses) of health data. The
collection, use, and sharing of health data is, however, fraught with ethical and legal issues.? This includes
issues related to the protection of: individual data subjects human rights, including their right to privacy,
private family life, and confidentiality, as protected under Article 8 of European Convention of Human
Rights (hereafter ECHR), which entails the need for data subjects to be informed about how such data is
used and for what purpose to vindicate their broader autonomy interests, and in turn links with concerns
related to data protection; and issues of transparency around data use.* Moreover, and relatedly, there
are risks of data harms for individual health research participants and third parties arising from such
research. Such risks have been discussed in detail elsewhere, but include risks of data breaches, data leaks
(raising issues under Article 8 ECHR), and individual and group discrimination which also engages rights to
non-discrimination under Article 14 ECHR.?

Accordingly, new mechanisms have been adopted which seek to deter data uses which could lead to harms
and to protect data subjects’ rights and interests at stake. This includes oversight bodies such as data
access committees (DACs),® proposed data trusts,” and legal frameworks on the use of data.? In the health
context, health data that is not anonymous is not only personal data, as defined under the European
Union’s General Data Protection Regulation (GDPR); it is also considered to be special category (i.e.
sensitive) personal data under the law. As such, processing of health data is subject to stricter rules and
extra protections must be met.® Moreover, since coming into force in 2018, the GDPR has strengthened
the protection of personal data in the European Union (EU) and provided rules and procedures that must
be followed in the processing of personal data, including the rights of data subjects that must be
respected.’ Like other data protection regulations, the GDPR is a general legal framework and not sector
specific (i.e. it is not tailored to the health context). However, due to the importance of research in society,
and the concerns that new data protection requirements could have adverse impacts on research, certain
exceptions to some of the strict processing requirements were put in place for research contexts. The
exceptions and derogations contained in the GDPR have been considered elsewhere in detail,'! but what
is also important to note in the health research context is that there has been a fragmented application to
the GDPR in the context of health research across EU Member States. Thus, accessing personal data often
requires a complex navigation of differing national approaches.!? Furthermore, uncertainty in the
application of some of the provisions in the health research context, and concerns about potential fines,
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has resulted in (some instances) an overly cautious approach to data protection, leading to claims that it
is hindering the sharing of personal data for health research purposes.’® Herein lies a key tension around
data within the health research context: although individual rights and interests can be implicated by data
breaches and data harms, health research may be hindered by lack of access to relevant health data.
Moreover, a lack of data can impact diversity in available datasets,** our understanding of health, and the
types of health-technologies (including medicines, vaccines, etc.) that may be developed, with knock-on
effects for individual people’s health which can also impact individual human rights, up to and including,
in some cases the right to life (Article 2 ECHR), and collective societal interests in maximizing health
benefits and understandings.

To address some of the problems with the GDPR and to improve the European digital environment,
including to balance interests of individual data subjects with collective interests of society in making
relevant data available for health research, a number of legislative initiatives have been introduced as part
of the European Strategy for Data. This is a strategy that is aiming to make Europe a leading player in the
data economy.”® This includes the Data Governance Act, which seeks to increase trust in data sharing,
increase data availability, and overcome technical obstacles to data sharing.'® The Data Governance Act is
focused on facilitating the reuse of data held by the public sector, but it is not just public sector data that
can be accessed for research and innovation, with the European Parliament estimating that 80% of
industrial data is not used, due to low trust in data sharing, conflicting economic incentives, and
technological obstacles.'’

To encourage data sharing in the health space, a draft regulation for a European Health Data Space (EHDS)
was introduced by the European Commission in May 2022. The EHDS is part of the Commission’s ambition
to build a strong European Health Union through realizing the potential that electronic health data holds
for the economy and for the realization of healthcare benefits.'® In part to address some of the problems
that have arisen from the fragmented application of the GDPR at a national level in the context of research
and innovation, the EHDS proposes to introduce one legal framework across the EU to enable access to
electronic health data for eight specified purposes. These are purposes that have been identified as
benefiting society: “such as research, innovation, policy-making, patient safety, personalised medicine,
official statistics or regulatory activities” (Recital 1). The ambition of the EHDS is that by introducing one
legal framework applicable to all Member States, it will address some of the elements of the GDPR that
were perceived as hampering data sharing.

A framework that provides a harmonized approach to accessing personal data is undoubtedly needed, and
depending on its final form, should improve Europe’s competitiveness in data-driven research and
innovation. However, the evolving regulatory landscape requires frameworks that enable research and
innovation in a manner that adequately protects personal data, while also considering some of the other
important individual and collective rights and interests at stake. This includes the rights to privacy,
autonomy, and non-discrimination, and the collective/individual interests in the right to health, and
societal interests in enabling access to any downstream benefits of the research developed. As we argue
in this chapter, data governance in the health research context should be grounded in processes that
consider and balance all the relevant rights and interests at stake. This requires a careful balance to be
struck between individual and collective interests, and consideration of the interests of a range of different
stakeholders.



Given the emerging nature of the EDHS at the time of writing,'® and ongoing advances within the digital
health space in Europe, it is useful at this juncture to assess the GDPR and the proposed EHDS to determine
whether and to what extent they are adequately engaging with and balancing the competing rights and
interests that are at stake in the collection, use, and sharing of data for health research and innovation
purposes. This chapter focuses on these issues, examining specifically whether and to what extent the
current and proposed data regulatory frameworks in Europe for the use of health data for research and
innovation adequately engages with and balances the range of key rights and interests at stake.

In what follows, we set the scene by providing an overview of the key rights and interests in health research
with reference to five key (in some instances overlapping) actors or stakeholders involved bearing rights
and interests, namely research participants, patients, researchers, national governments, and industry. It
argues that there are a range of competing interests at stake which will impact parties’ views and interests
in how data is accessed, shared, and used downstream. Following this, we provide an overview of the
current GDPR framework and the key elements of the proposed EHDS. Although the Data Governance Act
will impact access to data, due to constraints of space, and due to their more specific impact on the use
of data in the health space, we confine our focus here to the GDPR and the proposed EHDS. We then
critiques the current and proposed framework under the GDPR and proposed EHDS, arguing that the
current risk-based approach to data sharing underpinning the GDPR and EHDS fails to fully engage with
the range of interests at stake that have been outlined in the chapter, and in particular, with the broader
collective interests at stake. We then conclude by arguing that a new data sharing framework is needed,
but there needs to be greater engagement with the breadth of competing rights and interests at stake in
this context if we are to deliver a sustainable and functional landscape for health research in the digital
age.

Rights and interests relevant to personal data uses in health research

contexts

Health research is critical in society. It can offer insights which improve diagnosis, treatment, and
prevention of illness. It can also contribute to and improve health innovation around the development of
new health technologies. Relatedly, fostering health research sectors can play a key role in contributing to
employment, industry, and the broader economy. Thus, health research and research-enabling processes
can be an important feature of a bioeconomy. As such, there are a considerable number of stakeholders
involved in health research, including: patients, research participants, researchers, academic institutions,
research centres, healthcare professionals, regulators, policy makers, industry, employees, and the wider
public. These stakeholders have a range of (often) competing rights, interests, and motivations around
data access, use, and sharing. For example, research participants may make their data available for
research due to altruism and the desire for health technologies to be developed that will improve health
outcomes for all;*® patients may be motivated so that therapies can be developed to benefit their
individual health or others; researchers can be motivated by a range of factors, including with the aim of
contributing to science and public good, contributing to the improvement of health, and also to advance
their own career via published research, patents or funding, etc.?! For industry, employees, and
government, alongside potential public interest motivations in terms of generating better health
outcomes, they may also have commercially orientated motivations including leveraging health research
in particular areas as a means to maximize profitable activities, for example via its use in the development
of new health technologies, which in turn can result in patents and other intellectual property rights,



generating increased profits, increased tax revenues, and new industries, and to contribute to a lower
unemployment rate.

Considered in this light, it is thus unsurprising that it is often claimed that health research is needed to
facilitate the “public interest” given the range of health benefits, societal benefits, and private sectors
benefits that can arise. However, “public interest” as a concept is undefined and arguably confuses the
discourse in discussions of health data, as “public interest” is a legal basis on which to process personal
data within the European data protection frameworks. Nonetheless, while not advocating for the use of
the term, if we take public interest—in terms of its broader general conception—as something that could
improve individual and public health while also improving the overall economy, it quickly becomes clear
that there are a range of competing interests and aims at stake in the health research context that may be
in tension with each other. Indeed, broad claims that research is in general in “the public interests” is
contested and fraught with challenges, no less in defining what is meant by the “public” or what the
“public” interest is.?2 Not only are there are different groups within society at a national and regional level
that we have pointed out, but also at a global level who have different (at times competing) interests or
priorities in the development of, and downstream access to, health data, health research, and/or new
technologies developed via health research.?® Given such issues, there has been a shift away from
considering “the public” as a separate entity to an understanding that “the public” is composed of many
“publics”.?* Knowing “the public” to whom the research pertains to is critical, as it is a key factor to
determine the risk and benefits of any potential health research activities.”® In short, differing publics have
diverse needs and interests, and these needs and interests can compete against those of other publics.?®
We further expand on some of the publics in health research to demonstrate our point.?’

In the health research context, at least five key “publics” can be identified with their own rights and
interests which need to be carefully considered and balanced in any effective system for the regulation of
health data for health research purposes. This section takes each of these five categories in turn in order
to highlight the key rights and interests at stake which must be balanced. In doing so, we also see the
ongoing tension between parties who may favour data sharing and openness in use of data, and those
who may not favour data sharing (for a range of reasons) or secondary uses, and differing considerations
which may apply depending on the context for individual and societal interests.

First, there are the research participants who may provide data and/or biospecimens for health research
and whose Article 8 ECHR rights are engaged in providing health data and in participating in health
research.” By participating in health research, a range of individual participant rights are implicated,
including participants’ rights to autonomy in being provided with adequate information about the research
and their ability to give informed consent, right to privacy around use of their data and biospecimens, and
right to data protection around use of data collected or derived related to their health and person can be
engaged—rights that as noted are protected under Article 8 ECHR. Such participants will likely be
concerned with the mitigation of any potential data harms in the use of their health data in research which
in some instances may lean in favour of restrictive uses of data, but also that their contribution is given
maximum effect via the use and sharing of such data (within the confines of the permission they give) in
the health research context.?® Second, and relatedly, patients may have an interest in the development of
new health technologies arising from health research (whether they participate in this research or not),
but they will also have an interest in ensuring such technologies, once developed, are accessible and
available to them and others.3® Research participants may in some cases also be patients or may have
family members who are patients. Thus, such participants may have an interest in both how their personal
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data are used (Article 8 rights), and in how any downstream knowledge or technologies, if developed via
such research, are accessed and made accessible.?! Patient interests in access to health-technologies may
also engage the right to health, and right to life (Article 2 ECHR), such as where a patient is suffering from
a terminal condition and requires access to life-sustained or curative healthcare. Again, for such patients,
their interests will be around supporting the maximization of data use (in a safe manner) within the health
research context, while ensuring accessibility of the downstream benefits such as technology and scientific
knowledge developed.

Third, national governments have an interest in supporting health research that improves the public health
of its population, thereby improving overall societal wellbeing and reducing economic burdens on the
national state. Governments also have an interest in supporting strong health research systems by
encouraging innovation with potential knock-on benefits for the national economy, employment, and so
on. The realization of these aims will require crafting policies that provide for data openness and incentives
for industry involvement in research and development. However, governments also have an interest and
duty to protect individual citizens and to mitigate against individual and group data harms which may arise
in the health research context, and which can impact trust in the health data sharing landscape with
knock-on effects for societal trust and participation in health research more generally. Thus, governments
must take a nuanced and balanced approach to data sharing and data use and ensure that regulatory
frameworks embed systems that manage risks of data harms when promoting data sharing as far as
possible while also enabling the system to be workable for health researchers, and alongside this
maintaining equity of benefits.

Fourth, researchers have an interest in research to develop healthcare benefits which many scientists may
be intrinsically motivated by. Successful health research outcomes may also further their career, either for
example, via publications or being named as an inventor on patent applications, which may arise from
technologies developed and contributed to by such research. Being awarded and attaining patents (or
being named as inventor on such patents) and publications are key facets within many academic
promotion systems and can enable better employment prospects in industry contexts. Moreover,
depending on the context where new technologies from health research are developed—and the
applicable intellectual property rights (IPRs) and employment policy in place (see below)—researchers
may in some instances share the potential IPRs over technologies developed, and profits arising. In such
cases, researchers will often have an interest in obtaining access to secondary data to further develop their
own research. However, the originality of insights for academic publishing and the “novelty” of an
invention is a requirement for a patent applications; hence, researchers may also in some instances have
an interest in not openly sharing data until the point of publication or prior to patent grant/application. If
they share data with other researchers for a secondary use or otherwise for other projects, they may be
concerned that others could achieve the outcome they are working on first. Hence, a range of competing
interests around data sharing and openness are at stake and must be carefully mediated.

Fifth, in terms of the role of industry, currently health research is often conducted within a private industry
context or within public-private partnership settings. Industry has an important role to play in research in
the current health innovation landscape, particularly in the translation of research to therapies. In many
cases the early-stage research may be conducted within a university context or a university-company
partnership, while the translational stage, given in part the high costs and resources needed, often takes
place within industry settings. In such cases, generally companies will hold IPRs over health technologies
developed, as employment contracts usually provide—unless modified by prior negotiation—that any IPRs
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created in the course of employment will be held by the employer (e.g. the relevant company or
university). Such IPRs allow the rightsholders to exclude others from use of an IP-protected technology,
unless that third party obtains a licence from the rightsholders. Hence, rightsholders (including companies
and industry more generally) can use IPRs to develop an income stream from technologies developed and
have a strong financial interest in investing in health research where it is likely to lead to a new health
technology. Such entities may also have a preference to gain access to data under secondary uses where
this would assist their researchers to develop new technologies, but they may prefer not to share data
with other groups where to do so would enable such groups to achieve outcomes they may also be working
on. For such reasons, again within the industry context, a complex picture emerges and there are likely a
range of competing interests or concerns around secondary use of data, around data sharing, and around
sharing or openness in the knowledge produced via such health research.

All the forgoing rights and interests are important and in vibrant bioeconomy, but it is critical that they are
balanced with each other so that one does that supersede another. As research evolves, so regulations
must evolve, ensuring balance between these competing rights and interests must be maintained.
Changes to regulatory structures are necessary at times. For example, the emergence of biobanks,
genomics, and data-driven medicine has resulted in changes to consent models and oversight
mechanisms, such as DACs.3 Artificial intelligence (Al) and its application to health is now requiring ethical
and legal reflection, and the proposed Artificial Intelligence Act will impact this space.

The advent of other new technologies will likely lead to a continued need for our research regulatory
processes to adapt and evolve. Indeed, it is critical that the regulation of research is dynamic, evolving in
line with developments in science and technology, and aims to balance the competing interests that arise
in research. With this in mind, and the impact of the GDPR and likely impact of the EHDS on the regulation
of research, we now consider the GDPR and the EHDS in the context of health research, prior to critiquing
these regulatory initiatives in light of the foregoing observations below to assess the extent to which the
current and proposed frameworks adequately balance the range of stakeholders interests and rights we
have observed in this section.

The GDPR and EHDS: key principles and processes

The GDPR sets out the six principles that must be met in the processing of personal data: lawfulness,
fairness, and transparency; purpose limitation; data minimization; accuracy; and storage limitation. It sets
out the rights of data subjects in the processing of personal data and other procedures that must be
followed in the processing. Overall, the GDPR takes a risk-based approach to the processing of personal
data with tools contained within it to mitigate against that risk.3* The purpose of the GDPR was to provide
a harmonized framework to the processing of personal data. Due to concerns about the impact some of
these strict processing requirements would have on research, certain derogations and exemptions are
provided for either by directing invoking the provisions of the GDPR, or through Member State law.?®

These derogations for research are critical, particularly in data-driven research that is reliant on accessing
and using vast quantities of data and data sharing. Despite this, we share the concerns expressed by many
others about the potential impact that the derogations have had on research participants’ rights and on
research. These issues have been covered in depth elsewhere,®® but the main concerns are worth
summarizing here.



First, the provisions enabling Member States to provide for derogations to research has resulted in well-
documented criticisms of the fragmented application of the GDPR for research. This has resulted in a
multitude of differing approaches to the protection of personal data for research across the EU Member
States, a situation that is making data sharing even more challenging.’’

Second, the GDPR provides considerable rights for data subjects, which includes rights to being informed
when their data is processed, having a right to object, or a right to restrict the processing of their personal
data. These rights are essential for a participant to exercise their autonomous choices on how their data
are used (and fulfil their Article 8 ECHR rights), particularly when consent is not the lawful basis for
processing. Without these rights, a data subject will be left in the dark as to when and for what purpose
their data is being used. The GDPR provides that a data controller can exempt themselves from upholding
these rights if the processing is for research purposes.3® Importantly, if the personal data is not being
collected from the data subject directly, a data controller can be exempted from the right to information
(Article 14(5)(b)). As a result, in such instances, a data subject will be unaware that their data has been
collected and is being used for research, irrespective of whether the personal data was collected for
research or some other purpose at the time of initial collection. Without knowing that their personal data
is being processed, a data subject cannot exercise any of their rights under the GDPR. This right to
information is thus essential to the exercise of their other rights.

Third, although the GDPR is not a research regulatory framework, it is de facto treated as such. It has come
to be a key framework and shaped how data is processed, used, and shared not only for research within
the EU, but also for researchers outside the EU who work with the EU framework and EU-based data.

EHDS — Proposals on Secondary Use of Data

Alongside these existing criticisms of the GDPR, significant changes have been proposed to the secondary
use of electronic health data under Chapter IV of the EHDS, which also give rise to concerns. If the EHDS
is passed in the form currently proposed, it will create a legal obligation to share electronic health data if
certain conditions have been met. Slokenberga has comprehensively critiqued the proposed legal
framework,*® and Staunton et al. have critiqued the proposed framework from a bioethical perspective,*
but certain key points are worth mentioning here. Under the proposed new framework, any natural or
legal person can apply for access to the electronic health data (called a “data user”) from a data holder
(“any natural or legal person, which is an entity or a body in the health or care sector or performing
research in relation to these sectors”). Electronic health data is broadly defined and includes electronic
health records, genetic data, and population-based health data. This electronic health data may be
personal data (and thus fall under the GDPR) or anonymous data (and thus outside of the GDPR).
Interestingly, considering that governance mechanisms that have been adopted by biobanks and
databanks (such as DACs discussed above to decide on access) have been communicated to their
participants, the proposal takes the decision on assessment and access to the electronic health data from
the data controller (as would likely be the case under the GDPR) or data holder, and places it in a new
independent body called a Health Data Access Body (HDAB), with a HDAB to be established in each
Member State.

The draft EHDS sets out the criteria to be met in an access request to the HDAB: an application must detail
the purpose of the data use; description of the requested data; a justification if pseudonymized data is
requested; (undefined) safeguards to prevent unauthorized use and the rights and interests of the data
holder and natural persons; an estimated time period the data is required; and details on a secure
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processing environment. If the application requires access to personal data, applicants must provide
details on how the processing complies with the GDPR. Article 44 of the draft EHDS also makes it clear the
importance of data minimization and purpose limitation in the HDAB’s assessment. Finally, an applicant
should also provide information on any applicable ethical aspects. These ethical aspects are undefined but
most likely relate to national ethical requirements.

The draft EHDS requires the HDAB must make an assessment within two months of receiving an
application, a time limit that can be extended by two months for complex applications. Once an application
is approved by a HDAB, a data permit is issued specifying the terms and conditions of the data use. The
data holder must make the data available to the data user within two months through a secure processing
environment.

The draft EHDS aims to streamline access to electronic health data for many purposes by introducing one
legal framework with the same rules and processes to be followed in accessing electronic health data. As
discussed, under the GDPR the right to information (and the resulting impact on other rights) can be
derogated from if the processing is for research purposes. Under the EHDS the derogation of this right to
information has been extended to the other purposes for which electronic health data can be accessed
for the secondary use of data. The extension of this derogation (and other issues) has been criticized by
the European Data Protection Board (EDPB) and the European Data Protection Supervisor (EDPS). Their
joint opinion on the EHDS states that the extension is unjustified, and this and many proposals under the
draft EHDS that do not conform with the GDPR.** More recently, the European Parliament in its report on
the draft EHDS recommends the introduction of an opt-out for natural persons so that they can decide to
opt out of the use of their electronic health data for any secondary purpose that they did not want their
data processed.

Balancing rights and interests: a critique

Having briefly set up the legal framework for the GDPR and the proposed EHDS, we now turn to consider
these frameworks, examining the extent to which they adequately balance the risks of data harms and
individual privacy interests with collective and individual interests in data sharing for health research. For
a range of reasons discussed above, data sharing is critical for data-driven research methods and for the
provision of health care. Data sharing promotes transparency and reproducibility, optimizes the use of a
valuable resources, and enables meta-analyses.** Moreover, it is well recognized that there are biases in
datasets.** It is critical that data from unrepresented populations are shared to begin to correct bias in our
current datasets, to enhance the generalizability of research findings across populations, and to begin to
address health disparities. If we do not have regulatory frameworks in place that enable data sharing,
downstream products may only be applicable to populations coming from research regulatory
environments that provide for data sharing. It is not, however, enough for regulatory frameworks to enable
data sharing; instead, such frameworks must embed ethical, legal, equitable, and socially and culturally
appropriate data sharing. By this we mean data sharing that responds to ethical concerns, is appropriate
to the specific cultural contexts, and that there is equitable access to the data, and to the use of the data,
and reasonable and appropriate equitable access to downstream technologies arising from uses of data.

However, a key concern in this context is that as the GDPR and the EDHS were developed distinct from
research regulatory frameworks; they do not necessarily engage with or appropriately balance the
competing rights and interests between the individuals and collective rights and interests in the health



research context. This is particularly problematic as the GDPR (and likely that the same will arise for the
EHDS) has become a de facto research regulatory framework. In particular, we highlight three key concerns
in relation to how the GDPR and proposed EDHS frameworks will impact the rights or interests of
stakeholders in health research: i) there is a focus on data protection and risk-based protections for
individual data subjects against data harms, but limited consideration of other rights such as individual’s
right to autonomy over how their data are used, and individual interests and rights in data sharing to
secure health benefits; ii) there is limited focus on the rights or interests of the collective, such as groups
within society, around how data may be used or risks of discrimination to such groups; iii) there is also a
limited engagement in relation to how industry or other data users may use or share data, and relatedly,
limited focus on how resulting knowledge or findings generated may be accessible and shared with the
public, due to the competing interests at stake in these contexts.

A risk-based legal framework primarily concerned with data protection: need to consider

data subjects’ broader rights and interests

The GDPR, and indeed data protection regulations generally, take a risk-based approach to the protection
of personal data that are framed around anticipating and seeking to minimize data harms for the individual
data subject.”® Individual data subjects, as distinct from groups or communities, are provided with legal
protection. The EHDS continues with this approach in that the focus is on the protection of the individual,
and the individuals’ data protection rights. They do not consider data harms that can occur beyond data
protection, nor do they account for the data harms to groups and communities. The GDPR and the EHDS
also do not account for the context in which data is used. In other words, who is using the data, for what
purpose, the application of Al to the data use, or the linking of data. Frameworks that seek to provide
protection from data harms must consider potential data harms broadly, the potential for harm beyond
the individual, and the fact that data harms are often context dependent.

This chapter is not seeking to diminish or detract from the important rights and processes introduced by
the GDPR, but in the health research context, this individualistic risk-based framing is problematic,
particularly considering the GDPR'’s (and other data protection regulations’) influence on the regulation of
health research. The focus within the GDPR is on the protection of personal data and not the other rights
and interests at stake. Under the GDPR, the further processing of personal data can be permitted without
informing the data subject, under the derogations provided by the GDPR, if personal data is not collected
directly from the data subject and it is to be used for scientific research and subject to appropriate
safeguards. This is justified due to the important value of research in society and that the use of personal
data for research is subject to safeguards under Article 89 GDPR.* A data subject’s right to autonomy is
limited in this context, but it is considered justified, proportionate, and subject to safeguards.

Similarly, under the proposed EHDS, the focus is on ensuring that electronic health data is accessed in a
manner that ensures that it meets data protection standards. The proposed opt-out of data uses is critical
for providing natural persons with some control over the use of their electronic health data, particularly
as electronic health data may be used for a purpose and by an entity beyond which they have provided
their consent.*” For example, would a patient in a public health system expect that their data be accessed
and used by a commercial for-profit company to develop and train Al? Without an opt-out, the balance of
interests in the proposed legislative framework is arguably too heavily weighted towards providing access
to the data, without due consideration of the individual autonomy rights (including those under Article 8

10



ECHR) and interests around how their data will be used and by whom. An opt-out would go towards
rebalancing these competing interests.

This is important as attitudes towards data sharing vary according to the context in which the data takes
place: the purpose for which data is being used and who is using the data.*® For example, there is evidence
that members of the public can be wary of commercial involvement in health research.*® We cannot simply
ignore these differing perspectives and seek to address it by introducing a legal framework that creates an
obligation to share data. Experience elsewhere has shown us that legal legitimacy alone is never enough.*
Legal legitimacy does not equate to a trusted governance. Thus, in addition to legal frameworks, there
must be mechanisms, such as accountable and transparent procedures on data use, public and community
engagement, and other initiatives that can promote the integrity of the data lifecycle and strengthen the
social licence for the use of the data.

Yet in making this point, we acknowledge that if all individuals who provide health data for research
purposes are given a right to autonomy over how data is used, depending on scope of such rights, and
how they choose to exercise these, this could hinder health research. For example, if following the
collection of personal data from a person which is subsequently included within and processed as part of
a larger dataset, and that individual at a later stage requests removal of all data: a) depending on the
context removal of data may be impracticable; and/or b) may impact the usability of the other data in the
dataset (which may affect other data subjects’ autonomy and other interests over how their data is used).
Hence, a balanced approach must be adopted, with proportionate restrictions which may need to provide
for derogations on the right to autonomy, for the benefit of collective interests. A narrow individualistic
view could be to the detriment of the collective interests, as if too many individuals refuse to share their
data, this could introduce bias into the dataset, or the data may lose its value. On the other hand, if we
require the sharing of the data due to the public value or collective interests in sharing the data, without
respecting the autonomous decision of an individual, this could damage trust in the governance. A
nuanced consideration of such issues is needed to adopt an appropriate balance of the rights and interests
at stake here.

Need to consider collective risks of discrimination of certain groups which may arise due

to secondary use and data sharing

Beyond the right to autonomy, data use also brings the risk of discrimination and stigmatization of certain
groups. Such risks can pertain to the individual but are also a risk for the collective community from which
the data comes. However, under the GDPR and proposed EHDS, there is no focus on the collective interests
at stake. Data access oversight mechanisms, such as DACs, do often take these collective rights and
interests into account as they can consider the importance of the research to the community, and the risk
to discrimination and stigmatization. But what future do they have under the proposed EHDS? It is the
HDAB that sets out the rules for data access, determines access, processes applications, issues data
permits, and makes the data available to a data user in a secure processing environment. The HDAB will
be made available and the results or outcomes of projects that arise from the secondary use of electronic
health data under the EHDS (Article 38(1)). Should the HDAB be made aware by a data user of a finding
that may impact the health of an individual, they may (but are not obliged to) inform the natural person.
The HDAB are also required to publish an annual report under Article 39, and this will include the “number
of digital health products and services, including Al applications, developed using data accessed via EHDS”.
Thus, many of the responsibilities of a DAC now fall under the HDAB. More importantly, there seems no

11



scope for a DAC to be involved in decisions on access. If a HDAB will soon have this power, it is critical that
interests other than the individual data subject’s data protection rights are considered and at a minimum,
we need to consider the risk of discrimination and stigmatization. Staunton et al. have previously called
for an integrated bioethics approach to data protection.’® Considering the potential power of the HDAB
on data access, it is a call that we would reiterate and apply to the EHDS as well.

Limited oversight around how other legal protections may impact sharing of data: the

competing interests at stake?

Moreover, as noted, one of the rationales around the proposed EHDS is to enable increased ease of data
sharing to maximize health research benefits that may arise from this. For instance, the EHDS imposes
obligations around secondary use and access to data; however, it is not clear how this will interact with
other legal protections in place, including with various intellectual property rights (IPRs) which may be
applicable over relevant datasets or compilations developed from individuals’ data. For instance, in some
cases, the value of data will be the knowledge or insights gained by the collation of datasets gathered
together. Moreover, while there is no IP in data per se,> compilations or collections of data, knowledge
generated using data from multiple participants, or certain aspects of findings resulting from the
processing of people’s data may be protected by IPRs. It is plausible that IPRs could be in tension with
current discussions around mandating obligations for entities to share data under secondary uses of data
provisions within the proposed EHDS. Accordingly, it is questionable how the EHDS’s right to information
will apply to this area, or whether entities will be able to exert their IPRs to refuse to share this data and
in what contexts. The role of IPRs in this and related contexts may also have a very real impact on
individuals’ autonomy interests over how data they provide, or which relate to them are used and for what
purposes, and over downstream access they (and others) may have over knowledge and other benefits
that may arise from health research.

For example, a sui generis database right exists in Europe which offers certain protections to collections of
data collated from multiple sources in a database (such as potentially in the genetic database context); the
exercise of this right may potentially conflict with requests to share certain data to third parties.>® Other
IP rights may also apply; for example, trade secrets may be applicable over insights or knowledge gleaned
via use of data which are kept confidential by the entity processing the data. It is not clear how potential
tensions between entities holding IPRs over such knowledge or related aspects to such data, and the
discussions around secondary uses of data, will be resolved under the EHDS. There is already criticism
from industry around proposals for the general right to information for third parties and how this may
impact their IPRs and other commercial interests related to data.>*

Indeed, Article 33(4) of the EHDS anticipates such tensions and currently states that:

Electronic health data entailing protected intellectual property and trade secrets from
private enterprises shall be made available for secondary use. Where such data is made
available for secondary use, all measures necessary to preserve the confidentiality of IP
rights and trade secrets shall be taken. (emphasis added)

The first line of this article appears to suggest that even where IPRs apply, companies will have an
obligation to disclose such health data for secondary uses. However, it is not clear how this provision would
operate in practice. Moreover, if the intention is that IPRs could not impede sharing of data, there is
potential that the last sentence could undermine this aim as it suggests confidentiality will be preserved.
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In practice, depending on how a provision like this were to be adopted or interpreted, it could water down
the potential benefit of the provision in terms of open sharing of information for secondary uses in the
health research context. For example, it could lead to data being shared but only when redacted in some
contexts, and this could limit the usefulness of secondary use provisions.

Moreover, a related but separate issue in term of IPRs and use of data for health research is that IPRs,
including patents, will often arise over health technologies such as new medicines which may be
contributed to by data provided for health research purposes. Such IPRs over medicines (and other health
technologies) give rightsholders the ability to exclude third parties from use of the technology under
patent (e.g. medicines) for the duration of the patent term, which is generally 20 years. Patents allow
rightsholders to decide how patented technologies can be used and by whom during this term, and this in
turn can impact how the publics can access and use such technologies,> with implications for right to life
and health in some cases.

Moreover, the role of IPRs over technologies contributed to by health research can create tensions. For
example, as one of us has discussed elsewhere, even where individuals provide data and biospecimens for
use for health research purposes in an altruistic manner to publicly funded biobanks, where their
motivation in provide such samples or data may be to contribution to public health, there are no binding
European legal obligations mandating that downstream technologies that may be developed are publicly
accessible, or that such individuals be informed of the potential impacts IPRs could have on access to
technologies that may be developed downstream. This can give rise to a range of bioethical implications.>®
Within such data governance frameworks, there is often a lack of engagement with how benefits
generated via research using participants data (or contributed to by such data) will be accessed by such
participants and the broader publics. The result can be that although current data protection frameworks
seek to ensure that individuals are protected from data harms that may arise at an individual level, there
is limited consideration around the interests and rights of individuals have in being able to share in the
technological benefits generated by the knowledge gleaned from use of their (and other publics’) data.
This warrants deeper consideration in terms of how we can best balance private and public interests in
such contexts. Such issues also impact broader collective interests, including various publics’ right to
access the benefits from scientific knowledge, with knock-on effects on population health needs, and for
public health systems more generally. Moreover, while a balance must be delivered which engages with
various publics interests, needs, or rights and commercial incentives to participate in and conduct health
research in such contexts, the lack of engagement with such issues in the health research context,
including in the current EDHS discussions around data use and sharing and secondary use of data, should
be revisited.

Concluding thoughts: a pathway towards a European Health Data

Framework to balance the competing interests at stake?

A new data sharing framework approach is needed for health research in the digital data driven age. It is
essential for the promotion of science, but also to meet individual and public health needs. A new
regulatory framework, however, must strive to balance the competing rights and interests of the range of
different stakeholders within the health innovation and research landscape. This is a complex task given
the range of stakeholders and publics implicated in such contexts, and requires a nuanced approach. The
draft EHDS is attempting to push the data sharing agenda forward. However, the current proposal is doing
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so with a focus primarily on data protection and re-identification as the key concerns. Similar to the GDPR,
it is primarily a risk-based approach which focuses on privacy and data protection concerns—one that
does not sufficiently account for the need to ensure we also engage with other interests at stake, including
the right to autonomy of data subjects in how data may be used for secondary purposes, within what
contexts, and by whom. This also connects with the collective interests in ensuring and maintaining trust
within the data governance context. Moreover, the current GPDR and proposed EDHS frameworks also do
not sufficiently engage with the equity of benefit in downstream access to therapies and knowledge
generated or contributed to by health research and participants’ data.

A more holistic approach is needed—one that is underpinned by transparency and by respect for
individuals and a broader range of communities and publics involved—which seeks to maximize the
benefits from health research that may arise, without disproportionately affecting or harming individuals
and the collective interests at stake.
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