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Abstract

The overall aim of this thesis was to explore how user experience (UX) design can
impact upon security, usability and privacy and the implications this has on the
end user, in particular if that user is vulnerable. We aim to do this through three
distinct projects.

Our first project was inspired by the question of whether a more complicated se-
curity mechanisms, that might challenge a vulnerable user, can always provide
substantial extra security. We explore this question by attempting to guess PINs
via their partial PINs (a random subset of the full PIN). This form of authen-
tication is commonly used in banking in the UK and Ireland. We created four
different guessing strategies in order to see which proved most efficient at guessing
various sized PINs. Overall we discovered that you can recover a full PIN faster
by guessing via its partial PIN, and that the partial PIN system is not as secure
as using a full PIN at log in.

Our second project analyses Irish cookie banners in order to note style and com-
pliance with GDPR regulations. Like partial PINs in our first project, cookie
banners could be especially confusing and frustrating to a vulnerable user. This
project is based on a study conducted in Greece which looked at their national
cookie banners and banners in the UK. Comparatively Ireland fares slightly better
in compliance, but otherwise similar results were noted. We note several dark
patterns which manipulate users into sharing more data.

Our final project explores the strategies and dark patterns that are used to retain
subscribers. We subscribe to four different countries’ national news sites and
compare subscription and cancellation flows. We also discuss recent regulatory
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changes in each country. It was possible to cancel the majority of the subscriptions
online. Despite this, it is not as straight forward to cancel and involves going
through many barriers to eventually reach the goal of cancelling your subscription.
Similar to the preceding two projects, dark patterns potentially can have a greater
impact on the more vulnerable user.
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Glossary

ACM Dutch Authority for Consumers and Markets

AIB Allied Irish Bank

ARL Automatic Renewal Law

ATM Automatic Teller Machine

BOI Bank of Ireland

CAPCHA A CAPTCHA test is designed to determine if an online user is really a
human and not a bot. CAPTCHA is an acronym that stands for "Completely
Automated Public Turing test to tell Computers and Humans Apart.

CDF Cumulative distribution function

CFR Charter of Fundamental Rights

CMA Competition and Markets Authority

CMP Consent Management Platform

CNIL Commision Nationale Informatique & Libertes

CPUT Consumer Protection from Unfair Trading Regulations

CSS Cascading Style Sheets

DES Data Encryption Standard

DPA Data Protection Agency
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DPC Data Protection Commission

DSA Digital Services Act

ECDF Empirical Cumulative distribution function

EDPB European Data Protection Board

EEA European Economic Area

EU European Union

FCCA Fair Consumer Contracts Act

FIPP International Federation of Periodical Publishers

FTC Federal Trade Commission

GDPR General Data Protection Regulation

HCI Human Computer Interaction

HMAC Hash-Based Message Authentication Code

HOTP HMAC-Based One Time Password

HSBC Hong Kong and Shanghai Banking Corporation

HTML Hyper Text Markup Language

IAB Internet Advertising Bureau

IBAN International Bank Account Number

ICO Information Commissioner’s Office

IP Internet Protocol; identifying number that is associated with a specific com-
puter or computer network

ISP Internet Service Provider

MFA Multi Factor Authentication
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NTA Network Address Translation

NTA Devices on a private network can interact with devices on a public network
without requiring each device to possess a unique IP address

NOYB None of Your Business; European Centre for Digital Rights is a non-profit
organisation founded my Max Schrems

NRCLex National Research Council Canada Lexicon

OpenWPM Open sourced web privacy measurement framework

OTP One Time Password

P2D2 The second Payment Services Directive

PAC Personal Authentication Code

PIN Personal Identification Number

PNG Portable Network Graphic

ROSCA Restore Online Confidence Act

SCA Strong Customer Authentication

SMS Short Message Service

TOTP Time Based One Time Password

TP Third Party

UX User Experience

VPN Virtual Private Network
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CHAPTER 1
Introduction

This chapter outlines the objectives and motivation behind this thesis. We present a

brief overview of the common threads linking the topics, namely dark patterns and

the seven principles of universal design. Additionally, we provide a summary of

the three separate studies that constitute this body of work. The chapter concludes

with a discussion on the dissemination of the research �ndings from this thesis

1.1 Research Objectives

The objective of this thesis was to explore topics related to the privacy and security

of online digital services while considering the seven principles of universal design

(see Sec.1.3.1). We aimed to determine whether certain services might be less user-

friendly for vulnerable users in the realms of security, privacy, and online shopping.

This focus guided the selection of the thesis chapters.

We selected partial PINs for security and authentication as this method is relatively

uncommon globally. We examined cookie banners in Ireland regarding privacy, as

these banners often provoke strong reactions concerning privacy concerns. Finally,

we investigated subscription services to analyse dark patterns and manipulative

behaviours when shopping online. While this represents only a small subset of

numerous online activities that can be scrutinised for similar purposes, we chose
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Chapter 1. Introduction

to highlight this particular subset in this thesis as a diverse lens through which to

answer our questions. To achieve this, we aim to address the following questions:

1.1.1 Research Questions

ˆ Partial PIN Security

1. Can you guess a full PIN quicker by guessing its partial PIN?

2. Is this system of authentication a viable system in terms of usability

and security?

3. Do partial PINs align with the seven principles of design?

ˆ Cookies Banners in Ireland

1. Do Irish cookie banners adhere to GDPR?

2. What manipulative practices (dark patterns) and barriers are present

(if any) in managing cookies.

3. Do Irish cookie banners align with the seven principles of design?

ˆ Hard to Cancel Subscriptions

1. What barriers and dark patterns exist which can potentially impact can-

celling subscriptions across the UK, Netherlands, Germany and Amer-

ican states Texas and California?

2. Have regulations new or old, had any impact in cancelling subscriptions

online across the countries mentioned above?

3. Does subscription practices in these tested services, align with the seven

principles of design?

All questions will be answered in detail in Chapters 2, 3 and 4, however, a brief

overview of the chapters is given in Sec.1.4.
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1.2 Motivation

In an increasingly digital age, individuals who can not e�ectively engage with the

digital world risk being left behind. As technological change advances, digital skills

become essential for connecting with others, accessing information and services,

and meeting the evolving demands of the workplace and economy [266]. According

to the United Nations, the number of adults over 65 will surpass the number of

children aged 0-9 for the �rst time by 2030 [225]. The World Health Organisation

(WHO) de�nes `active aging' as the process of optimising opportunities for health,

security, and participation to improve the quality of life as people age [241]. In an

increasingly digital society, those who cannot avail of digital opportunities for any

reason risk feeling excluded. As a result Ireland has drawn forth plans to make this

nation the most digitally inclusive state of the European Union [117]. In the UK

2017 census, 56% of adult internet non-users were disabled. According to recent

research from the National Council for the Blind of Ireland (NCBI), three-quarters

of the country's top 100 websites are technically inaccessible to 600,000 people with

disabilities [186,300]. The report, prepared by NCBI's Inclusion and Accessibility

(IA) Labs, also reveals that the vast majority of schools and universities have

inaccessible websites, along with 17 of Ireland's top 20 public and private hospitals

[186,300].

Despite much research in the area of user friendly security [32,290,309], the user

is mostly always taken as the mythical `average human being'. Users are still

almost an afterthought in online security and usability [148]. Disability can create

di�culties when navigating the Internet, given that numerous individuals with

disabilities struggle with tasks like writing, reading, and understanding textual

content. This makes it challenging for them to grasp and employ fundamental

security and privacy protocols, including passwords and CAPTCHAs1 [308].

Jarovsky [162] notes that e�ective user experience2 (UX) design can greatly re-

duce informational vulnerabilities. He emphasises the importance of clear commu-

nication regarding data practices, privacy policies, and user control options. By

1CAPTCHAS (Completely Automated Public Turing test to tell Computers and Humans
Apart): https://www.cloud�are.com/en-gb/learning/bots/how-captchas-work/

2UX Design: https://www.interaction-design.org/literature/topics/ux-design
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enhancing transparency and making information more accessible and understand-

able, UX design can empower users, protect their privacy, and build trust in digital

interactions.

Johnson's book on designing user interfaces for an ageing population [163] high-

lights that digital services must be designed with accessibility in mind to be usable

by individuals with intellectual disabilities. Continuous training and support are

essential, and involving these individuals in the design process enhances inclu-

sivity and e�ectiveness. Policies and regulations promoting digital inclusion are

necessary to protect their rights. He adds that properly designed digital services

can signi�cantly improve their independence and quality of life. By focusing on

these principles, the book advocates for universal design that enhances usability

for older adults and bene�ts all users [163]. Zezulak et al. conducted a systematic

literature review on 63 papers focusing on the privacy and security of web services

for the disabled population. They note gaps in the current research, such as a lack

of implementation of universal design methods and how solutions must focus on

more subsections of the disabled population [308].

1.3 Foundational Themes: Universal Design &

Dark Patterns

As dark patterns and the seven principles of design form a link for all topics in

this thesis, we give a brief background on each here.

1.3.1 The Seven Principles of Universal Design

In 1997, a collaborative team consisting of architects, product designers, engineers,

and researchers in environmental design, headed by the late Ronald Mace at North

Carolina State University, formulated the Seven Principles of Universal Design [5].

1. Equitable Use : Whereby the design is useful and appeals to all people with

diverse abilities. It should avoid stigmatising any users and the provisions

for privacy and security should be available for all users.
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2. Flexibility in Use : Whereby the design caters to a diverse array of indi-

vidual preferences and abilities. This means the design should accommodate

for example, right or left hand use and account for a person's accuracy and

precision.

3. Simple and Intuitive Use : Whereby the design's usability is readily com-

prehensible, regardless of the user's experience, knowledge, language pro�-

ciency, or current level of focus. This means it should not be over complicated

and be relatively intuitive. The interface should also provide feedback during

tasks.

4. Perceptible Information : Whereby the design e�ectively conveys essen-

tial information to the user, regardless of surrounding conditions or the user's

sensory abilities. This means it should use di�erent methods of communi-

cating, for example pictures and essential information should stand out.

5. Tolerance for Error : Whereby the design reduces risks and mitigates the

negative outcomes of unintentional or accidental actions. The design should

provide warnings for errors or risks and also provide fail safe features.

6. Low Physical E�ort : Whereby the design enables e�cient and comfortable

use while minimising fatigue, it should also minimise repetitive actions.

7. Size and Space for Approach and Use : Whereby adequate size and

space are ensured for approach, reach, manipulation and use, irrespective

of the user's body size, posture, or mobility. For example, design should

accommodate di�erent hand and grip sizes and provide clear line of sight for

seated or standing user.

1.3.2 Dark Patterns

The European Union Digital Services Act (DSA) describes dark patterns as:

Practices on line that materially distort or impair, either on purpose or

in e�ect, the ability of recipients of the service to make autonomous and

informed choices or decisions. Those practices can be used to persuade
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the recipients of the service to engage in unwanted behaviours or into

undesired decisions which have negative consequences for them [15].

Dark patterns cover a range of di�erent manipulative design practices online in-

cluding; Fake Scarcity, an example of this is when websites claim there is only a

limited amount of the product the user is looking at.Hidden Costsoccurs when

the user, after being enticed by an attractive price, �nds at checkout there are

other charges added to the bill. Another example isVisual Interference, which is

when information that is important to the user is hidden or disguised [66].

An observation noted in Mathur et al.'s [207] research, is that researchers can't

seem to agree on how best to describe dark patterns. Are they `manipulative',

`deceiving' or just `tricks'? The term for dark patterns3 is also changing, deceptive

designs is the current politically correct term. However, it does not encompass

all that dark patterns entails, dark patterns are not just about design. The term

Choice Architecturewas introduced by Thaler and Sunstein [288]. They de�ne it as

the �creation of various methods for presenting decisions to individuals who must

make choices�. Most dark patterns work by manipulating choice architecture [1].

According to the Federal Trade Commission (FTC) in the USA, a practice can

be judged as deceptive from the viewpoint of a `reasonable consumer'. In other

words, does the practice create a false or misleading impression on the average

consumer [207]?

Some researchers have raised doubts as to whether dark patterns are simply force-

ful marketing tactics, akin to the kind of cunning practices that have existed (and

been accepted) in traditional o�ine businesses for a considerable duration [207].

Calo [74] asserts that digital marketplaces enhance the e�ciency of market ma-

nipulation due to their extensive reach and advanced methods, enabling them

to precisely focus on users. Unlike physical stores, digital marketplaces have the

capability to tailor and re�ne manipulative strategies for each user, ultimately am-

plifying their overall impact on the entire population. The key di�erences including

large scale, low cost, and unprecedented sophistication [206].

3As the term dark patterns is o�cially used in the Digital Services Act (DSA) [15], an EU
regulation brought into law in November 2022 [13], we will use this term.
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1.4 Thesis Overview

This thesis comprises a compilation of three distinct projects. Each project chapter

contains background information and previous research on the topic. Additionally

we include in each chapter a comparative literature table which lists prior work

in each area and highlights the gap in each �eld to which our work contributes.

In addition we discuss how, despite the fact that these projects are distinct, they

have a common thread running through them. Additional work for each project

is contained in Appendix A, B, C, D and E. The thesis concludes with Chapter 5,

which gives an overall conclusion. This chapter also discusses further work and

�nal thoughts.

1.4.1 Partial PIN Security

Our �rst project is covered in Chapter 2 and delves into the security ofpartial

PINs. A partial PIN is a random subset from your full PIN requested at log in.

An example of its use is commonly seen in banking app authentication. Recall-

ing these digits can require some mental gymnastics. We therefore considered the

question of how much additional security they added. We achieve this by creating

four guessing strategies and running simulations to guess various sized PINs via

various respective partial PINs. The results revealed that this form of authentica-

tion, which is still currently used in banking online, is not as secure as using full

PINs. Examining the partial PIN system also highlighted usability issues. Re-

calling speci�c positions of a full PIN could be challenging to users with memory

impairment. Further analysis on the mathematics behind guessing partial PINs is

included in Appendix A, with extra �gures displaying results from various sized

PIN guessing simulations in Appendix B. In Appendix C, we consider how our

methods used in guessing partial PINs can be applied to guessing time based one

time passwords (TOTP). The background of this authentication method is also

provided here.

1.4.2 Cookies Banners in Ireland

Chapter 3 investigates cookie banners on Irish websites, and how they comply with

current GDPR regulations. Cookies are explained in more detail in the chapter,
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but, brie�y, cookies are text �les which websites use to serve multiple functions,

including remembering user preferences and generating statistics [136]. This study

was a comparative study based on a study of the same nature conducted on British

and Greek cookie banners [168]. In analysing Irish cookie banners we uncovered

severalDark Patterns and hurdles preventing ease of access to privacy friendly

choices. In general GDPR regulations are unclear and easy to manipulate to

bene�t companies into collecting users data rather than protecting users privacy.

This was evident with some websites interpreting GDPR Cookie banners come in

numerous styles and are positioned in di�erent locations on the page for di�erent

websites. Extra cookie banner images and data can be found in Appendix D.

1.4.3 Hard to Cancel Subscriptions

Chapter 4 looks into dark patterns in news website subscriptions. This project is

a collaboration with Dr Gunes Acar, Dr Hanna Schra�enberger and Dr Raphaël

Gellert from Radboud University. The project developed from a four month re-

search placement in Radboud University, Nijmegen in the Netherlands. Over the

course of this research placement, we explored di�erent areas around the topic of

dark patterns and one of which wasSubscription Trapsor Roach Motel. This is

where it is easy to purchase a subscription but di�cult to cancel it [66]. News

sites appeared to be typically di�cult to cancel, so we decided to focus on these,

additionally news sites are also cheaper and more convenient to subscribe to in

bulk compared to other types of subscriptions such as consumables or software.

In this study we came across various usability issues regarding subscriptions. For

example, cancelling for Daily Wire subscription required typing `CONFIRM' into

a box. For people with certain disabilities this could pose a challenge, dyslexia

being one. Extra data and screenshots can be located in Appendix E.

1.4.4 Thesis Contribution

This thesis adds value to the discussion of usability for vulnerable populations

especially in the context of Ireland's plans to make this country more user friendly

for vulnerable populations [117]. Our research draws attention towards vulnerable

users in speci�c areas of UX design, privacy and security. Each chapter o�ers a

di�erent perspective in the above mentioned areas in terms of design and usability.
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Partial PINs (Sec. 1.4.1) potentially add extra complication in their use with no

additional security bene�ts as recalling speci�c digits of a full PIN requires more

cognitive e�ort. We demonstrate that we can guess a partial PIN in as little as a

few hundred attempts, and as a result, for a 6-digit PIN with a 3-digit partial PIN,

we can identify 50% of the full PIN. Figure 2.8 in Chapter 2 reveals how much

longer it takes to guess a 6-digit PIN for all methods compared to a 3-digit partial

PIN. We found that cookie banners (Sec. 1.4.2) in Ireland do not o�er easy access

to privacy-friendly options. Most employ dark patterns and positive language to

nudge users toward accepting cookies, while making it di�cult to �nd the option

to decline unnecessary cookies. We submitted our �ndings to the Data Protection

Commission in Ireland, who are the national independent authority responsible for

ensuring the fundamental right of individuals in the EU to have their personal data

protected4. And �nally subscriptions (Sec. 1.4.3) can create problems for users

who struggle to cancel them due to obstacles imposed by websites. We identify

many websites who use dark patterns to elongate the cancelling process. This can

cause frustration and �nancial hardship when a person is not able to successfully

cancel a membership. From this study we submitted our �ndings to the Federal

Trade Commission (FTC) in the USA. We also have provided a link to our data

collected while subscribing and cancelling our subscriptions and steps on how we

conducted our study to help future research in this area (see Chapter 4).

Additionally we highlight how regulations can be more clear and e�ective. In

terms of GDPR, we can see how the vague guidelines can be manipulated with

regards to cookie banners, however in our subscription study we note how e�ective

Germany's strict regulation on cancelling subscriptions was in being able to cancel

subscriptions online compared to other countries.

This thesis will also add a valuable contribution to further research in the area

of universal design. Highlighting how many universal guidelines are not followed

in all the topics we cover in this thesis. Each chapter highlights more detailed

contributions for each topic covered in Sections 2.1.1, 3.1.1 and 4.1.1.

4Data Protection Commission in Ireland (DPC): DataProtectionCommissioninIreland
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1.4.5 Thesis Limitations

Regarding the common thread linking all topics, vulnerable populations, we did

not conduct research with vulnerable users and this is a obvious limitation. We

anecdotally observe limitations in user design as they should adhere to the seven

principles of universal design. Research involving vulnerable populations is di�cult

to conduct with regards to ethical approval [234]. We conduct this research as a

guide to future work in this area that can further investigate these limitations as

they apply to vulnerable users.

Conducting research with groups of people at risk of vulnerability is the excep-

tion rather than the norm and special consideration must be given [234]. This

may explain why there is little research conducted on vulnerable populations and

usability regarding the topics in this thesis.
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1.5 Dissemination
All publications and talks are based on the work included in this thesis.

1.5.1 Peer Reviewed Publications

ˆ Sheil, A. and Malone, D., 2022.Guessing PINs, One Partial PIN at a Time.

Entropy, 24(9), p.1224.https://doi.org/10.3390/e24091224

ˆ Sheil, A. and Malone, D., 2022. Fianán, Cuacha: Irish Cookie Banners.

2022 33rd Irish Signals and System Conference (ISSC) (pp. 1-8). IEEE.

http://doi.org/10.1109/ISSC55427.2022.9826167

ˆ Sheil, A., Acar, G., Schra�enberger, H., Gellert, R. and Malone, D., 2023.

Staying at the Roach Motel: Cross-Country Analysis of Manipulative Sub-

scription and Cancellation Flows. ACM CHI24 conference on Human Fac-

tors in Computing Systemshttps://dl.acm.org/doi/10.1145/3613904.

3642881.

1.5.2 Media Publications

ˆ RTÉ Brainstorm , Article on dark patterns in subscriptions, May 2024,

https://www.rte.ie/brainstorm/2024/0509/1448035-dark-patterns-cancel-

online-subscriptions/

1.5.3 Conferences Presentations & Other Talks

In addition to talks given for the Advance CRT cohort and the Maynooth Advance

journal club, below lists all presentations and talks made during the PhD.

ˆ Hamilton Student Seminar , Maynooth University. April 27 th 2021. Vir-

tual presentation of research paperGuessing PINs, One Partial PIN at a

Time.

ˆ Famelab . June 8th 2021. Virtual. Awarded a place in the Famelab com-

petition which provided training in preparing and recording a three minute

talk on research paperGuessing PINs, One Partial PIN at a Time.
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ˆ SFI Science Summit . November 4th �5 th 2021. Virtual poster on research

paper Guessing PINs, One Partial PIN at a Time.

ˆ HEAnet Tech Talk . May 12th 2022. Virtual presentation of research paper

Guessing PINs, One Partial PIN at a Time.

ˆ ISSC: Irish Signals and System Conference , MTU, Co. Cork, Ireland.

9th �10 th June 2022. Presentation of research paperFianán, Cuacha: Irish

Cookie Banners. Winner of best student paper.

ˆ TNC Lightning talk , Trieste, Italy. June 13th �17 th 2022. Awarded a

place in the Future Talent programme sponsored by HEAnet to train for

and present a lightning talk on research paperGuessing PINs, One Partial

PIN at a Time.

ˆ Radboud University Lunchtime Talks , Nijmegen, Netherlands. Septem-

ber 30th 2022 . Presentation of research paperGuessing PINs, One Partial

PIN at a Time

ˆ PasswordCon , Bergen, Norway. May 15th �18 th 2023. Presentation of re-

search paperGuessing PINs, One Partial PIN at a Time.

ˆ Three-minute thesis competition , Maynooth University. October 25th

2023.
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CHAPTER 2
Guessing PINs Via Partial PINs

Entering digits of a personal identi�cation number (PIN) is a common form of

authentication. One variant of this scheme is to request the digits from a ran-

dom subset of positions, which is sometimes called apartial PIN . This method is

sometimes used in online banking, where di�erent banks may vary the amount of

digits requested. In this chapter we consider strategies for guessing the PIN when a

partial PIN scheme is in use, which allows the quanti�cation of the strength of this

mechanism, and highlight how partial PINs may not be user friendly for vulnerable

cohorts. We suggest several strategies for guessing the PIN under the assumption

that the organisation assigns PINs randomly and requests random positions from

the PIN at each login. We present analytic and simulation results from the di�er-

ent strategies and explore their performance when guessing di�erent sizes of PIN

and requested subset. We �nd that the most e�ective strategies have a reasonable

chance of recovering a PIN in tens to hundreds of guesses.

2.1 Introduction

PINs are generally associated with mobile phone unlocking and the �nancial mar-

ket for use with ATMs and banking online, due to their convenience on number

pads [78]. One variation of the simple PIN is to request a subset of digits from

a longer PIN, known as apartial PIN . This scheme is commonly used by banks
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in some countries. This has the advantage that an eves-dropper who sees a single

login does not learn the full PIN [36].

2.1.1 Objectives & Contributions

In this chapter, we pose the following three questions:

RQ1:1 Can you guess a full PIN quicker by guessing its partial PIN?

RQ1:2 Is this system of authentication a viable system in terms of usability and

security?

RQ1:3 Do partial PINs align with the seven principles of design?

We address these question by exploring four strategies for guessing a full random

PIN by guessing incrementally the partial PIN requested. Expanding on research

conducted on user chosen PINs by Aspinal st al. [36] and their proposed future work

utilising an adaptive projection dictionary1. We study the process via analysis and

simulation to observe how these di�erent strategies perform and to understand the

e�ective strength of the partial-PIN mechanism.

This study is a notable contribution to both the mathematical and cybersecurity

�elds, as the detailed analysis of guessing random PINs via partial PINs has not

been conducted to this extent before (see Table 2.2). The results we have found,

and the graphs in Sec. 2.4, may be of use to security designers who wish to un-

derstand the strength of partial PIN schemes, either individually or as part of a

multi-factor scheme. We developed novel guessing mechanisms for partial PINs,

these can be used further in mathematical �elds in the area of guesswork. This

work also highlights a usability trade-of in partial PINs, there is no security gain in

using partial PINs, however, inputting partial PINs can be unnecessarily cumber-

some for vulnerable users. Password Complexity tends to increase both memory

and motor errors [284].

1An adaptive dictionary attack is where the attacker utilises a continually updating list of
probable password guesses to crack a password. Unlike a traditional dictionary attack that relies
on a �xed list of common passwords, an adaptive dictionary attack adjusts its guesses based on
feedback obtained throughout the attack process.
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Digits Top Ten PINs

4 1234 0000 2580 1111 5555 5683 0852 2222 1212 1998
6 123456 654321 111111 000000 123123 666666 121212 112233 789456 159753

Table 2.1: Most popular four and six-digit PINs, data sourced from the RockYou
password leak [204].

Sec. 2.2 reviews related work in this area. Sec. 2.3 describes our strategies, with

Sec. 2.3.4 providing a mathematical analysis of the strategies. Sec. 2.4 demon-

strates the guessing performance of the strategies and Sec. 2.5 discusses these

results in context. Finally, Sec. 2.6 concludes and discusses further work in the

area. More in depth mathematical analysis of the strategies can be found in Ap-

pendix A, with additional graphs in Appendix B. In Appendix C we explore how

our partial PIN guessing methods can be theoretically applied to guessing time

based one-time-passwords.

2.1.2 PINs & Partial PINs Background

PINs in banking were �rst introduced in the Barclays-De La Rue system in 1967,

initially with 6 digits. The number was later reduced to 4 digits after the wife

of John Shepard Barron, the leader of the engineering team, reportedly struggled

to remember six random digits [61]. Banks began allowing customer-chosen PINs

in the 1980s as a marketing initiative [61]. Some banks subsequently took on the

user-chosen PIN idea, but have since discovered security �aws in this, Markert et

al. demonstrate the �aw in their paper: humans tend to use patterns of numbers

to make their PINs easier to recall [204]. The top ten user-chosen PINs for four-

digit and six-digit PINs can be seen in Table 2.1, here you can see patterns, such

as the last 6-digit PIN, the numbers 159753 are an x shape pattern on the number

pad from 1 down to 9 and 7 up to 3.

In some jurisdictions, rather than requesting the full PIN, banks often ask for a

random subset of a customer's PIN when banking online. This is known as the

partial PIN system. The Partial PINs origin story is not easy to source. Initially

they were used in phone banking, to prevent the operator from seeing your whole

PIN [36], but why they migrated to online banking is not so clear. One speculative
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theory could be, as partial PINs were approved by regulators for phone banking,

banks may have felt that this then also gave them some level of approval to use

as a second factor online. Dr Junade Ali, believes partial PINs were a measure

to reduce screen scraping of banking information�adding complexity rather than

stopping it2. Di�erent banks may use di�erent sized PINs and request di�erent

Figure 2.1: Online partial password login for ING bank in Poland [2].

sized subsets. The partial PIN system is believed to be predominantly used in

the UK and Ireland. It is also utilised in South Africa, Canada, Poland, Croatia,

and Kuwait3. Fig. 2.1 shows the partial PIN log in for the bank ING in Poland,

which is based in the Netherlands. ING stopped their partial PIN system in April

2022, to log into online banking, you either call or request a one time password

(OTP) [40].

With the development of strong authentication, partial PINs are being combined

with other forms of authentication. The second Payment Services Directive, or

PSD2, is a European law that came into e�ect in September 2019. This law aims

to make online banking more secure by adding strong customer authentication

(SCA) [41, 305]. Some banks are changing their login procedures, which depend-

ing on the individual bank may vary for e.g. Allied Irish Bank (AIB) will now

require their customers to log in online with their full personal access code (PAC),

2Information obtained while attending PasswordCon23 from Dr Junade Ali, a British Com-
puter scientist and Fellow of IET, https://junade.com/ .

3Based on discussions with fellow participants at PasswordCon23.
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where previously, you were required to input a subset of your PAC. AIB appear

to be the only Irish bank that have abandoned partial PIN outright however,

other banks like Bank of Ireland (BOI) have kept their partial PIN but added

other forms of authentication. The Credit Union and the Permanent TSB also

require a partial PIN for their banking apps along with 2FA. Adding a second

factor of authentication might be su�cient to mitigate any security vulnerabilities

associated with partial PINs. In the UK the Hongkong and Shanghai Banking

Corporation (HSBC) use a partial password and a question, Santander uses par-

tial PIN and a partial password. When banking online via a laptop, your smart

phone provides second factor authentication. For online purchasing you are re-

quired to authenticate with a second factor SMS or your banking app. Others

require bio-authentication like facial recognition or a third veri�cation such as a

personal question.

There is no particular reason why partial PINs or passwords should be restricted

to banking. Indeed, Symantec's Advanced Authentication product, which provides

authentication support for mobile and web applications, includes support for par-

tial passwords4. However, in practice, common examples of its use seem to be in

the banking sector.

2.1.3 Partial PINs & Security

A potential security advantage of partial PINs is their ability to thwart shoulder

sur�ng attacks5, where an observer tries to capture your full PIN. With partial

PINs or passwords, observing a single input does not provide su�cient informa-

tion to access an account, unless the exact same characters are requested again.

However, as we demonstrate in this chapter, this protection is not foolproof. The

second Payment Services Directive mentioned Sec.2.1.2, may change the use of

partial PINs for a number of reasons. These include the availability of multi-

factor authentication methods (MFA) and challenges in storing hashed partial

4See, for example, https://techdocs.broadcom.com/us/en/symantec-security-
software/identity-security/advanced-authentication/9-1/release-notes-9-1.html .

5A technique employed to acquire sensitive information, such as personal identi�cation num-
bers (PINs), passwords, and other con�dential data, by covertly observing the victim's actions.
Unauthorised individuals may observe the keystrokes entered on a device or eavesdrop on sensi-
tive information being spoken to gather the data they seek [6].
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passwords [217]. Websites that request partial password or PIN Validation, can-

not ensure secure storage of passwords through robust algorithms such as BCrypt6

or Argon27, which are both password hashing algorithms designed to enhance the

security of stored passwords. Typically, passwords are stored on the server in an

irreversible hashed format, which protects them in case of a data breach. But

for partial passwords, this seems impractical �� a hash cannot reveal individual

characters of a password, as all information is destroyed in the hashing process if

it is truly a cyptographic one-way function. The entire password would need to

be stored in a recoverable form to compare individual characters [193]. PINs for

partial PIN retrieval, could be stored encrypted in a hardware security module

(HSM)8 [193]. Individual digits then can be presented to the HSM, which then

gives a yes/no answer. This increases the risk of decrypted passwords being ex-

tracted as HSMs are not invulnerable [193]. In the event of a breach, where the

service provider's security is compromised, these exposed passwords in plain text

could be exploited to access other websites if the account holder employs the same

password, resulting in a potentialCredential Stu�ng 9 attack [167]. This implies,

that even if the bank PIN is not user chosen, a person may reuse their PIN in other

authentications as it is easy to remember [78, 172]. In short these PINs could be

used in dictionary attacks for other accounts. As noted in Sec. 2.2, there is min-

imal research on the security of random partial PINs, and the storing of partial

PINs and obtaining this information from banks is challenging.

6Bcrypt is a password hashing algorithm designed to be slow to resist brute-force attacks
and uses a salt to protect against rainbow table attacks (a rainbow table is a pre-computed table
used to reverse cryptographic hash functions, primarily for cracking password hashes). It hashes
passwords with a 128-bit salt, resulting in a unique 192-bit hash for each password. The hashes
and salts are base-64 encoded, producing 31-character and 22-character strings, respectively. This
approach enhances security by increasing computational e�ort and ensuring unique hashes [44].

7Argon2 addresses several key aspects of security, including resistance to brute-force attacks,
memory-hardness, and adaptability to future hardware improvements. It is a modern password-
hashing algorithm designed to be secure, e�cient, and resistant to various attacks. It won the
Password Hashing Competition (PHC) in 2015 and has since become a recommended standard
for password hashing.https://github.com/P-H-C/phc-winner-argon2

8A hardware security module (HSM) is a physical device that provides secure storage and
management of cryptographic keys and sensitive data.

9Credential stu�ng is a cyberattack technique where attackers use lists of compromised user
credentials to gain unauthorised access to a system [160].
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2.1.4 Partial PINs & Vulnerable Users

Super�cially it is more e�cient to enter three digits than six. However, it can be

quite di�cult to remember speci�c positions of a long PIN. This potentially could

be much more di�cult for people who have some impairment to their memory.

To recall certain digits a person may have to write out their full PIN, as recalling

incorrectly more than two times results in being temporarily locked out of your

account and if it is a banking account this can be frustrating. This can also apply

when using password managers, it is often necessary to copy the password from

your vault and paste it somewhere in order to see the required digits [167].

Helkala [156] demonstrates how individuals with Parkinson's disease, dyslexia, vi-

sion impairment, and upper extremity disabilities impact the security and usability

of existing authentication methods, such as static PIN codes, textual passwords,

and one-time codes generated by code generators or received via SMS. Helkala

discusses how each disability can impact di�erent authentication methods and

compares them to the average person. In terms of PIN use with these disabilities

a person with dementia has a higher chance of forgetting PINs than the average

user. A summary of her results can be seen in Fig. 2.2 taken from the paper. As

we our focusing on PINs, we have concentrated on the PIN section of her study.

The terms standard, slightly lower, or lower describe the search space entropy10

and circumvention di�culty to re�ect the impact of disabilities. For transaction

time and human delay, the terms standard, slightly longer, or longer are used. For

PINs we can see that circumvention di�culty is lower for users with Parkinson's,

vision impairment and upper extremity disabilities than the average user. Trans-

action time and time caused by human delay are slightly longer for users with

Parkinson's, dysleksia and vision impairment. As can be seen in Table 2.2, there

is limited research on partial PINs, and, to the best of our knowledge, none on the

usability of partial PINs. In terms of memory and PINs, Moncur et al. discusses

the challenges individuals face in remembering PINs and passwords, highlighting

the cognitive burden associated with these security measures [213], this study was

conducted in 2009. Huh et al. showed that there was no statistically signi�cant
10Search space entropy measures the unpredictability of possible values an attacker must

guess, such as passwords or encryption keys. Higher entropy means a larger, more complex
search space, making unauthorised access more di�cult.
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di�erence in the di�culty in recalling 6, 7, and 8-digit PINs. Therefore considering

7 and 8-digit PINs as options when increasing the length from the commonly used

4-digits can enhance security [159]. This same study suggests clunking sections

of numbers together in a long PIN in order to remember better, people remem-

ber their mobile number for this reason also (Irish mobile numbers are ten digits

long). This could be one way to remember partial PINs better without resorting

to writing them down.

Figure 2.2: PIN section of Table 1, taken from [156], standard equating to the
average user, lower/longer at the opposite end of the scale and slightly longer/lower
the middle.

2.1.5 Why Study Partial PINs?

We are motivated to study guessing such PINs for two reasons. First, there are

situations where in-the-wild attacks using such guessing is practical. An example

scenario sees an attacker, Craig who has access to Alice's phone and attempts to

gain access to her online banking account, which is protected by a partial-PIN

scheme. Craig is going to be patient and play the long game. He will attempt to

guess Alice's banking full PIN by guessing the partial PIN; he has a few attempts

each day in which he tries to guess the correct partial PIN and stops before being

locked out. The next day he tries again and so on, each time he is ruling out

incorrect guesses and crosses them of the list of all possible combinations. If he

gains access with a correct partial PIN guess he now has those digits of the full

PIN and can eliminate all combinations which do not have those numbers in order.

Eventually, with enough patience, Craig will guess the whole PIN.

20



2.1. Introduction

In this case, Craig has access to Alice's device, which might be possible if Craig

is, for example, a co-worker or is caring for Alice. Hence, any blocking mechanism

based on device, location or IP (Internet Protocol)11 address is unlikely to be

e�ective. Distinguishing between a low-rate attack consisting of a few guesses

per day from typographical errors or accidental activation of a banking app (e.g.,

when someone takes their phone out of their pocket) will be extremely di�cult.

However, we can also consider weaker versions of the attack, where Craig does not

have regular access to the device but might share accommodation with Alice, and

so still shares a location and IP address. In this scenario, the bank has slightly

more information, but unless logins are tied to a speci�c device, the attack will

still be feasible.

A weaker attack still might see Craig attacking a pool of users after an online leak of

information, and with access to a large pool of IP addresses to make guesses from;

here no one IP address has a high guessing rate. In each of these cases, the number

of guesses required is an important factor in the success of the attack,implementing

a blocklist or rate limit based simply on IP address would incur signi�cant prac-

tical issues, and it would be challenging to di�erentiate low-rate guessing from

accidentally misentered digits. If web-based logins are permitted (which is the

case for many banks, even if in modern systems, subsequent transactions require

authorisation from a speci�c device), this attack will also remain possible, at least

for determining the PIN.

While the environment a web browser runs in is often easier for a user to manip-

ulate, the environment for an app on a phone is much more constrained. Banking

apps themselves can be vulnerable [83, 84, 155, 267]. Kellner et al. [170] Looks

11IP-based blocklisting is a method used to restrict or block access to a particular network,
system, or service based on the IP address of the incoming connection. It involves maintain-
ing a list of IP addresses that are known or suspected to be associated with malicious activity,
unauthorised access attempts, or other undesirable behaviour. It is worth noting however, that
implementing any form of simple IP-based blocklisting poses signi�cant challenges in modern
networks. Many users share IP addresses due to household NAT (Network Address Translation),
Carrier-Grade NAT, or transparent proxies operated by ISPs (Internet Service Providers), which
are all techniques used to manage and conserve IP addresses in computer networks. This means
that IPs cannot simply be blocked or rate limited without causing signi�cant problems for cus-
tomers. Additionally, there are numerous opportunities for determined attackers to gain access
to other IP addresses through natural address rotation, VPN services, cloud services, and so on.
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at jailbreak attacks12 on banking apps and demonstrated that only 18 out of 34

banking apps downloaded from the Apple App Store employ jailbreak detection

mechanisms, leaving the rest vulnerable to attacks. They emphasise the urgent

need for enhanced jailbreak detection mechanisms to safeguard against eavesdrop-

ping and data theft, especially in two-factor authentication scenarios commonly

employed in banking applications. This another possible way of gaining log in

information.

Of course, it might be possible to authenticate by a device ID instead of a IP

address, particularly on a mobile device. While mobile devices often have a hard-

ware identi�er that can be accessed by a mobile application, the situation for

those accessing banking through a traditional browser is di�erent. Here, there is

no standardised hardware identi�er and they could be easily faked as the software

is under control of the user. In fact, proposals to add such attestation to browsers

in general, such as Google's Web Environment Integrity, have been resisted by

users and developers as harmful to the openness of the web [304]. In cases where

the device ID is not available, the IP address could be used to track or rate-limit

users, as is common with countermeasures for spam e-mail. On mobile devices

with device identi�ers, the attack scenario would be slightly di�erent, or when

both a mobile and desktop device are available.

Admittedly, with the addition of second factor authentication, the above scenarios

are far less realistic. However, we feel it is important to quantify the strength

of this form of authentication as it has not been done before for random partial

passwords (see Table 2.2).

Second, we believe the theoretical strength of these partial-PIN mechanisms has

not been quanti�ed (see Table 2.2), and we aim to do this in terms of number of

guesses required to determine the secret (i.e., the full PIN). This is analogous to

characterising the number of guesses required to identify user-chosen passwords or

machine chosen secrets [202]. We believe it is important to o�er some insight into

the security of these partial PINs, as they remain in use as a factor in banking

12Jailbreak attacks exploit vulnerabilities to bypass a device's security restrictions, granting
unauthorised root access. This allows for the installation of unapproved software and customi-
sation but also increases security risks by compromising built-in protections.
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authentication, and some countries noted in Sec. 2.1.2. We choose the number

of guesses to recover the full PIN as the metric of interest, as the use of partial

PINs is motivated by protecting the full PIN from an attacker. However, similar

techniques can be applied to study the number guesses before the �rst successful

login.

2.2 Related Work

Password guessing is a popular research topic in the area of banking and online

security, however most research is aimed at user-chosen PINs. Bonneau et al.

investigate the security implications of human selection and management of PINs

[63], based on the leaked data set `RockYou', from which they discovered that 1234

was the most common user-chosen four-digit PIN. Markert et al. also availed of this

data set when investigating user-chosen PINs [204]. Birth dates were discovered

to also be a popular choice for PINs (especially for four and six-digit PINs), as

were repeated digits, for example, 1111. Bonneau et al., advise users not to use

PINs based on date of birth [63]. Bentley and Mallows postulate that �Humans

tend to choose secrets in nonrandom and repeated patterns� [48].

In light of this research, randomly assigned PINs appear to be a more logical

approach for security, and some banks appear to follow this approach. Research

in the area of guessing sets of random numbers, such as PINs, is harder to �nd.

The closest previous work done in this area is by Markus G Kuhn where he uses

probability to guess randomly generated PINs for ATM cards [183]. Donald E.

Knuth focuses on the game Mastermind, where rather then numbers, you are

guessing colours in a sequence of four coloured pegs out of six possible colours,

hence there are64 = 1296 possible combinations [177]. Comparing this case to

our scenario, we have 10 digits to choose from, here they have 6 (colours), their

full PIN (or peg sequence in this case) size is 4, therefore they only focus on this

PIN size. In our paper the lowest PIN size we look at is104 = 10000, which has a

much bigger list of combinations, we also explore much bigger sizes up to106.

Focardi et al. follow on Knuth's idea of solving the Generalized Mastermind Game

problem and link it with guessing bank PINs [133]. From Focardi et al.'s study,
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we repurposed their guessing protocol for our banking scenario. They set out a

framework for guessing games which we will use to describe our problem. In terms

of exhaustive guessing methods, which we explore in our paper, Chiasson and Van

Oorschot explore methods of guessing passwords relating to password expiration

policies [87].

Aspinal and Just also investigate partial passwords, both character and numerical

[36]. They concede that this is an area that has seen less attention than others, and

it has not been addressed since their work in 2013, which can be also noted in Table

2.2. This study also addresses user-chosen passwords and PINs. Like Bonneau et

al. [63], they avail of the RockYou data set in their study, where they �nd that with

�6 guesses, an attacker can respond correctly to 2-place challenges on 6-digit PINs

with a success rate of 30%� and �Recording up to 4 runs, an attacker can succeed

over 60% of the time�. The study also indicates that the likelihood of an attacker

successfully reconstructing the entire password grows with the number of partial

password entries they collect. For instance, if a password is eight characters long

and an attacker can observe four di�erent partial requests, the chances of them

deducing the complete password are signi�cantly high [36].

In this chapter, we look at how quickly a randomly assigned PIN can be guessed,

which is similar to what Aspinal et al. [36] consider, with a key di�erence being

that we consider the possibility of tracking all information learned by guessing,

which is important in the e�ective guessing of uniformly assigned random PINs.

In their terms, it corresponds to anadaptive projection dictionaryattack suggested

in their future work. This means that in our case we have a list of all possible

combinations for a PIN, as opposed to a list of leaked passwords to guess from

such as the RockYou dataset.

Table 2.2 shows a comparative literature review highlighting the research gap

which our study (highlighted in grey) addresses, which includes whether or not

the research addressed vulnerable users.
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Table 2.2: Comparative literature table on PIN and Partial PIN guessing. High-
lighting our contribution in this area.

Title Year Vulnerable
Users

Full
PIN

Partial
PIN

Random User
Chosen

Snooped
Info

Protecting poorly
chosen secrets from
guessing
attacks [144]

1993 3 3 3

Decimalisation table
attacks for PIN
cracking [59]

2003 3 3

A PIN-entry method
resilient against
shoulder
sur�ng [259]

2004 3 3 3

How Much
Assurance Does a
PIN Provide? [48]

2005 3 3 3

Formal analysis of
PIN block
attacks [280]

2006 3 3 3

ColorPIN: securing
PIN entry through
indirect input [115]

2010 3 3

Guessing bank pins
by winning a
mastermind
game [133]

2012 3 3

A birthday present
every eleven wallets?
the security of
customer-chosen
banking pins [63]

2012 3 3 3

Analysis of
dictionary methods
for PIN
selection [279]

2012 3 3 3

PIN selection
policies: Are they
really e�ective? [173]

2012 3 3
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Table 2.2: Comparative literature table on PIN and Partial PIN guessing. �
continued from previous page.

Title Year Vulnerable
Users

Full
PIN

Partial
PIN

Random User
Chosen

Snooped
Info

Counting clicks and
beeps: Exploring
numerosity based
haptic and audio
PIN entry [56]

2012 3 3

Guessing
human-chosen
secrets [61]

2012 3 3 3

On the Practicality
of Motion Based
Keystroke Inference
Attack [72]

2012 3 3 3

�Give me letters 2, 3
and 6!�: Partial
password
implementations and
attacks [36]

2012 3 3 3

PIN skimmer:
inferring PINs
through the camera
and
microphone [272]

2013 3 3 3

PIN Skimming:
Exploiting the
Ambient-Light
Sensor in Mobile
Devices [276]

2014 3 3 3

Security Notions and
Advanced Method for
Human
Shoulder-Sur�ng
Resistant
PIN-Entry [188]

2014 3 3 3

Beware, Your Hands
Reveal Your
Secrets! [271]

2014 3 3

Learning Assigned
Secrets for Unlocking
Mobile Devices [264]

2015 3 3 3
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Table 2.2: Comparative literature table on PIN and Partial PIN guessing. �
continued from previous page.

Title Year Vulnerable
Users

Full
PIN

Partial
PIN

Random User
Chosen

Snooped
Info

WiPING: Wi-Fi
signal-based PIN
Guessing attack [80]

2016 3 3

On The Security
Evaluation of Partial
Password
Implementations
[217]

2016 3 3 3

Understanding
Human-Chosen
PINs:
Characteristics,
Distribution and
Security [298]

2017 3 3

Guessing your PIN
right: Unlocking
smartphones with
publicly available
sensor data [50]

2018 3 3

DragPIN: A Secured
PIN Entry Scheme
to Avert
Attacks [277]

2018 3 3

Two-Thumbs-Up:
Physical protection
for PIN entry secure
against recording
attacks [229]

2018 3 3 3

There Goes Your
PIN: Exploiting
Smartphone Sensor
Fusion Under Single
and Cross User
Setting [49]

2018 3 3

When Human
cognitive modelling
meets PINs:
User-independent
inter-keystroke
timing attacks [192]

2019 3 3 3
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Table 2.2: Comparative literature table on PIN and Partial PIN guessing. �
continued from previous page.

Title Year Vulnerable
Users

Full
PIN

Partial
PIN

Random User
Chosen

Snooped
Info

Your PIN Sounds
Good! Augmentation
of PIN Guessing
Strategies via Audio
Leakage [76]

2020 3 3

This pin can be
easily guessed:
Analysing the
security of
smartphone unlock
pins [204]

2020 3 3

Hand Me Your PIN!
Inferring ATM PINs
of Users Typing with
a Covered Hand [75]

2022 3 3 3

PIN Scrambler:
Assessing the Impact
of Randomised
Layouts on the
Usability and
Security of
PINs [176]

2022 3 3

Secure PIN-Entry
Method Using
One-Time PIN
(OTP) [57]

2023 3 3

Guessing PINs, One
Partial PIN at a
Time [270]

2023
3 3 3

2.3 Attacker Strategies
We denote a full PIN and their partial PIN subset asnCm , we use the mathematical

notation used for a binomial coe�cient13. This notation reads asn choosem and

indicates the number of ways one can choosem items from a collection ofn items.

We do not use it mathematically the same way but only to show that the full PIN

13A Binomial coe�cient represents the number of ways to choosek items from a set of n
distinct items without regard to the order of selection and is calculated using the formula
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is represented byn and it's subset or partial PIN is represented asm, it provides

a shorthand representation of the partial PIN. When we refer to full PINs with no

partial PINs we saynCn .

Assume that the bank chooses ann-digit PIN for a user uniformly at random. For

simplicity of exposition, we will usen = 4 for our examples in this section, so there

are 10,000 possible PINs14. This PIN is assigned to the user for future logins.

When a user (or attacker) attempts to log in, the bank picksm positions from

the n digits of the PIN. In these examples, we work withm = 2 . The user must

provide these digits. If they provide them correctly, they are given access to the

system. If they do not provide them correctly, they are refused access. We assume

that repeated login attempts results in a new random selection of positions from

the PIN. In real systems, login attempts are often throttled or rate-limited, but

here we assume that many guesses can be made in order to assess how quickly

attacks can be practical.

We assume that the attacker begins with a list of all possible PINs, which we

call the PIN list. The attacker will use this list to inform their choice of guess,

and we call this a strategy. After each guess, the attacker updates the PIN list.

If the attacker correctly guesses the two chosen positions (which will be revealed

upon gaining access to the account), all four-digit numbers that do not have this

combination of digits in the requested positions are deleted from the PIN list. If

the guess is wrong, then all PINs with this combination of digits are deleted from

the PIN list. In this way, if the PIN list reduces in length at each guess, the

attacker will eventually �nd the correct PIN.

14There are 10 possible values for each digit of the PIN (0� 9), so there are10� 10� 10� 10 =
104 = 10000 total possible PIN numbers.
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2.3.1 Partial PIN Guessing Algorithm

In abstract terms, following the notation for a general guessing game in [133],

guessing the PIN can be described as follows:

ˆ The bank chooses the secrets, which in our case is the PIN.

ˆ The set of possibilities,S, ranges from 0000 to 9999.

ˆ A guessg, in our case a subset of the PIN, is for two random positions in

the PIN.

ˆ Response to guess= r s(g) depends on the secrets and the guessg. In our

case, this is a successful login or not.

ˆ After guessing the list of remaining numbers from our PIN list:

Si = f v 2 S : r v(g) = r s(g)g.

ˆ The secrets must be in the intersection of the setsSi .

Note, an attacker can incorporate additional information, such as an eavesdropped

login attempt, by starting with a di�erent S. The above example uses a PIN size

of 4-dgits with a partial PIN of 2, but any m or n can be used. Examples of results

using di�erent m and n sizes can be seen in Appendix B.

2.3.2 The Four Strategies

We consider the following four strategies for choosing the guesses:

Max At each guess, this method uses the PIN list to �nd the frequency of com-

binations of digits in the positions requested by the bank. The combination

with the highest frequency is guessed, with ties broken randomly.

Educated Guess This method looks at the distribution of digit combinations for

the positions requested by the bank, and chooses a combination according

to this distribution. For example, if the second and third digit are requested

and 50% of PINS remaining have 77 in this position, while 25% have 78 and
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25% have 79, then 77 will be chosen 50% of the time, etc. In practice, this

can be achieved by choosing one PIN at random from the remaining PIN list

and using the requested digits.

Round Robin The Round Robin method starts by trying 0 for each position.

On the next guess requesting this position, it will guess 1, then 2 and so on,

wrapping at 9. This method does not use the PIN list to choose its digits.

Note, in the nCn case it will usually not succeed; for example, if guessing

4 digits from 4, it will only guess 0000, 1111, . . . , 9999. FornCm problems

where m < n and random (strict) subsets of digits are being selected, it

will eventually guess every combination. However, it will usually fail onnCn

problems.

Random The random method chooses random numbers for each of its guesses.

It will eventually guess all combinations with probability converging to 1.

As with Round Robin, it does not use the PIN list to guess.

Each of these strategies was coded in Python, to allow the assessment of its per-

formance. We created pseudocode (see Alg. 1) based on our Python code, to

summarise the operations performed by the code for each strategy. We expect

that the last two strategies will not usually be competitive, as both methods do

not avail of the information from the all possible combinations PIN list. Guessing

randomly means wrong partial PINs can be repeatedly guessed again and round

robin is an iterative process, each digit has to go through guessing from 0 to 9.

However we include them for two reasons; First, they o�er a useful comparison.

Second, since they do not use the PIN list to make choices, they avoid many op-

erations on the PIN list which is initially of size 10n . For large n, maintaining

this list might be prohibitive. In some cases, these strategies act in the same way,

which can be seen in Sec. A.1.
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Algorithm 1 Pseudocode for Strategies fornCm problems

1: PIN[i]  ith remaining PIN
2: bank[i]  ith position requested
3:

4: procedure Max
5: count  zero(10m )
6: for each p in PIN[] do
7: v  digits of p at bank
8: count[v]++
9: end for

10: return arg maxv count[v]
11: end procedure
12:

13: procedure EducatedGuess
14: p  random PIN from PIN[]
15: v  digits of p at bank
16: return v
17: end procedure
18:

19: procedure Random
20: p  random from 0 � 10n � 1
21: v  digits of p at bank
22: return v
23: end procedure
24:

25: Init:
RRdigit  zero(n)

26: procedure RoundRobin
27: v  0
28: for each d in bank[] do
29: v  10� v + RRdigit[d]
30: RRdigit[d]++ mod 10
31: end for
32: return v
33: end procedure
34:

35:

2.3.3 Computational Complexity

In this section we look at the computational complexity for each strategy. Namely

this means looking at how much work each guessing step does. Later in this

chapter we observe how many guesses are garnered in these steps.

The Max method must:

1. Walk through each item in the pinlist, extract the m digits and then incre-

ment the frequency of each � this is O(P INLISTLEN � m).

2. It must then �nd the most frequent combination � this can actually be done

in parallel with step one.

3. Then the m digits must be extracted and sent to the bank � this is O(m).

4. Finally the pinlist must be updated by �ltering on each of them digits based

on the bank's response � this is O(P INLISTLEN � m).

32



2.3. Attacker Strategies

The total is O((2 � P INLISTLEN + 1) � m).

The Educated Guess method must:

1. Pick a random item from the pinlist, which if the length is tracked can be

done close toO(log(P INLISTLEN )) � O(1).

2. Then it must extract the m digits.

3. Finally it updates the pinlist based on the response.

The total will be O(1+( P INLISTLEN +1) � m), so slightly faster than the Max

strategy.

For Round Robin ;

1. m digits must be incremented and thenm digits sent to the bank.

Maintaining the pinlist is not necessary, soO(2m), considerably faster than the

smarter strategy.

For the Random strategy;

1. m random digits must be selected and sent to the bank.

Like Round Robin, it will be O(2m) (or O(n + m) if you choose to generate a full

set of random digits).

From looking at each method we note that Max and Educated method require

more e�ort per step, but, as we shall see later, this amounts to more reward for

this e�ort with more guesses. Equally for Random and Round Robin method,

these do not require much e�ort but as a result do not guess as e�ciently.
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2.3.4 The Mathematics Behind The Strategies

In this section, we brie�y consider some analysis that can be carried out on the

PIN guessing strategies.

2.3.4.1 Stepwise Optimality of Max Strategy

It is possible to analyse the guessing process at each step. Suppose we are at a

point in the guessing process whereN entries remain on the PIN list. The bank

asks aboutm positions in the PIN. We let Nd1 :::dm be the number of entries in the

PIN list with the digit d1 in the �rst requested position, digit d2 in the second

requested position, and so on. If PINs are initially assigned uniformly at random,

then the chance of guessing the digitsd1 : : : dm correctly will be

pd1 :::dm = Nd1 :::dm =N:

Using this probability, we can aim to choose the digits that maximise the chance of

particular outcomes. For example, to aim to maximise the chance of a successful

login on the next guess, we choose the digitsd1 : : : dm with the highest frequency,

corresponding exactly to our Max strategy.

One might also aim to minimise the expected number of entries that remain on the

PIN list, thus reducing its size as quickly as possible. If we choosed1 : : : dm and

we are correct, then justNd1 :::dm will remain after this guess. If we are incorrect,

then all combinations not matching these digits will remain, i.e. N � Nd1 :::dm

combinations. Thus, to achieve this aim we choose the digits to minimise

pd1 :::dm Nd1 :::dm + (1 � pd1 :::dm )(N � Nd1 :::dm ) = N
�
p2

d1 :::dm
+ (1 � pd1 :::dm )2

�
:

Note that this function is quadratic in pd1 :::dm with a minimum at 0.5. Thus, to

minimise the size of the remaining PIN list, we should choose the combination of

digits that has frequency closest to half the number of remaining PINs. As it is

unusual to have one combination of digits to be the majority of the PIN list, this

aim will also usually correspond to the Max strategy.

34



2.4. Results

A slightly more cautious aim might be to select the digits that minimise the re-

maining size of PIN list in the worst case, regardless of whether it is a correct

guess or not. Here, we choose the digits that minimise

max(Nd1 :::dm ; N � Nd1 :::dm ):

This is a piecewise linear function inNd1 :::dm , with a minimum at N=2. So again,

we should choose the combination of digits that is closest to half the remaining

digits. As noted above, this aim usually corresponds to the Max strategy.

Interestingly, the three above aims usually result in the same action as our Max

strategy, providing no single combination of digits is in the majority. Consequently,

we expect that the Max strategy should perform well in terms of both reducing

the size of the PIN list and achieving successful logins. Note that each of these

aims are greedy, in the sense that they optimise gains one step ahead.

2.4 Results
We chose our PIN and partial PIN sizes based on the fact that most banks use PINs

ranging from 4 to 6 digits, while partial PINs typically range from 2 to 3 digits.

This information was identi�ed through online searches relating to Banks and

PIN sizes along with research conducted by Aspinall et al. [36], who documented

banks and their respective PIN and partial PIN sizes. PINs longer than 6 digits

would require substantial computing power and time to guess. Additionally, the

number of runs for PIN guessing was determined based on time constraints and

necessity. Bigger PIN numbers required longer times for more runs, therefore we

experimented with run sizes. For example, 1000 runs did not provide signi�cantly

more information than 500 runs, aside from improving the visual appearance of

our waterfall graphs.

As an initial example, consider a single run of the4C2 problem using each strategy.

In Fig. 2.3 the y-axis displays the remaining number of entries on the PIN list (log

scale), and the number of guesses taken is shown on thex-axis. We see that for

each strategy, the number of entries on the PIN list gradually decreases, with

occasional sudden drops. These drops correspond to a successful login attempt,
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which typically removes many entries from the PIN list. Looking at the Max

strategy, this happens quite quickly at around 70 guesses, followed by the Educated

Guess method, and then the Round Robin method. Lastly the Random method

has a success after about 300 guesses. When the lines reachy = 1, the full PIN

has been discovered, which occurs in the same order as the drops: Max, Educated

Guess, Round Robin and �nally Random.

Figure 2.3: The number of remaining entries (log scale) in the PIN list after each
guessk for guessingm = 2 digits from n = 4.

As we will see, this ordering is typical of the general case, as is the larger gap

between the Max/Educated Guess and the Random/Round Robin strategies. As

mentioned in Sec.2.3.2, the reason for this gap can be explained by the fact that

the Max Method and Educated Guess method both avail of a list of all possible

PIN combinations to make informed guessing choices where as random and round

robin make their guesses independently of this list and therefore take much longer

to make correct guesses.

The statistics in Table 2.3 show the smallest, 1st quartile, median, mean, 3rd

quartile and maximum number of guesses required by each method to determine

the full PIN. These results were gathered from the data collected from running

the guessing process for each method 1000 times in Python. The programme
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documented how many guesses it took to guess a full PIN for each run and directly

loaded the information into an Excel sheet which we uploaded to R to create a

statistical table. Apart from the minimum and the maximum, which we expect

to be in�uenced by outliers, each of these statistics ranks the guessing methods in

the same order as before. We note that the Round Robin and Random methods

actually perform quite similarly in these statistics. While Max and Educated

Guess perform better, there does seem to be a gap between their performance, as

we expect. The average amount of guesses for Max and Educated Guess methods

combined is around 85 guesses, while the average for Round Robin and Random

method combined is 645 guesses, a di�erence of 560 guesses.

Max EdGuess RRobin Rand

Min 4:00 5:00 13:00 5:00
1st Qu 42:00 43:75 196:00 201:00
Median 68:00 80:00 299:00 303:50
Mean 74:59 95:93 318:20 326:60
3rd Qu 103:00 134:00 422:20 429:20
Max 171:00 309:00 1098:00 996:00

Table 2.3: Statistical summary of number of guesses required for determination of
the full PIN. 1000 runs for guessingm = 2 digits from n = 4.

In Fig. 2.4 , we have plotted 100 di�erent runs for each strategy. Each path

represents a di�erent PIN and combination of requested positions. If we take a

closer look at the Max strategy graph, each path drops quite sharply once the �rst

pair of digits has been guessed, with a similar pattern evident for the Educated

Guess strategy. This is explained by the fact that large portions of the PIN list are

being deleted when a partial PIN guess is correct. When the guess is wrong, one

number is deleted, but when a guess is correct, the list deletes all numbers from

the list that do not have that requested partial PIN in those positions. We do see

a similar pattern for the Round Robin and Random strategies, however the times

at which these two digits are guessed is typically later, and so the gain is delayed.

We also note that before these jumps, the Round Robin and Random strategies

seem to be decreasing at a log-linear scale, whereas the Max and Educated Guess
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strategies seem to be reducing it at a super-log-linear rate. Log linear refers to the

mathematical relationship between thex and y axis, so in this case; the guesses

and the PIN list. It highlights the dependence on the PIN list for the Max and

Educated Guess methods which utilise the PIN list and thus the list reduces at a

super-log-linear rate. Compared to the Random and Round Robin method which

does decrease at a log linear scale but less so, as they do not utilise the list and

are therefore not dependent on it and as a result the relationship is not as strong

as the former two methods.

Figure 2.4: Number of remaining entries (log scale) in PIN list after each guess
(k) for guessingm = 2 digits from n = 4. Each line represents an individual run
for one random PIN, totalling in a 100 runs of each strategy.

While the paths shown in Fig. 2.4 are quite useful for understanding the details

of the performance of each strategy, it is useful to summarise their performance.

In Fig. 2.6 and Table 2.3, we display results for 1000 runs of each method, in

other words, 1000 di�erent PINs are guessed using each strategy, with di�erent

combinations of random positions being selected each time. The box plots in

Fig. 2.6 reveals the summary of the data collected for both the number of guesses

for the successful login (partial PIN guessed correctly), and the number of guesses

where all four digits of the PIN have been guessed. The box plot displays how the
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Max method is the most e�cient for both measures (�rst and �nal log in), with

smaller medians and also less spread. The Educated Guess strategy is almost as

e�ective, with slightly more spread (more guesses). The Round Robin and Random

methods have higher medians and more outliers, again behaving similarly.

2.4.1 Results for Various Partial PIN

In the previous example, we considered a single4C2 problem, where we provided

two digits from four. In this section, we look at the performance of the strategies

on other PIN sizes over many trials.

Fig. 2.7 summarises the results for 500 runs of eachnCm problem, using a box

plot15 to show the number of guesses for di�erent strategies and di�erent values

of n and m. The �rst column displays di�erent PIN sizes for the Max method,

each individual box in this column then displays results for di�erent partial PINs

for that full PIN size. For example starting at the top, we have Max3Cm and this

graph displays partial PIN (m) sizes ranging fromm = 1 to m = 3. At the end of

this column is results for the Max method6Cm with partial PIN ( m) sizes ranging

from m = 1 to m = 6. Moving to the right we display results for Educated Guess

and the Random method in the same manner. The size of the PIN and partial

PIN is depicted on they axis and the number of guesses is depicted on thex axis.

Each `box' represents the amount of guesses needed for that PIN and partial PIN

size. As can be seen in the graph the bigger the partial PIN gets the further right

the box moves. The top row (row A) shows results forn = 3 and the bottom

row (row D) shows results forn = 6. Within the plot for each n value, results for

subsets of sizem � n are shown. We show results for each of the Max, Educated

Guess and Random strategies.

For example, consider the3Cm guessing problem in the top row (row A). It becomes

harder to guess the PIN asm increases for all strategies. In other words, the bigger

the partial PIN the harder it is to guess. We can also see that the performance

15A box plot (also known as a box-and-whisker plot) visually represents the distribution of
numeric data across one or more groups. The box shows the central 50% of the data, with a line
inside marking the median. Lines (whiskers) extend from the box to represent the range of the
remaining data, and dots beyond the whiskers indicate outliers [307].
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of the Max and Educated Guess strategies is broadly similar, with Max having a

slight edge. The Random strategy lags, with the smallest relative gap for3C3.

Round Robin results are similar to Random except in thenC1, where it follows

Max/Educated Guess (as discussed in Sec. A.1) and thenCn case, where it usually

fails (as discussed in Sec. 2.3 and why we have shown results separately from

Fig. 2.7). Each dot represents the number of guesses required to �nd the full PIN

for a single run, with boxes showing the �rst and third quartile. Notches give a

95% con�dence interval for the median. A line joining the means has also been

included to highlight how the mean changes asm increases see Fig. 2.5.

If we look at the Random method it is visually evident the uniformity of di�culty in

guessing from the linear progression of PIN and partial PIN sizes. However moving

from right to left looking at Educated Guess and Max method, we can see full PINs

are much more di�cult to guess compared to their partial PIN counterparts. For

example3C1 and 3C2 are guessed quicker than the full PIN of3C3. These graphs

highlight how much more secure full PINs are compared to partial PINs.

Figure 2.5: Summary of number of guesses (k) for Round Robin strategies,n = 3
for m = 1; 2, n = 4 for m = 1; 2; 3, n = 5 for m = 1; 2; 3; 4 and n = 6 for
m = 1; 2; 3; 4; 5. 500 runs (Box 1st/3 rd quartile, whisker � 1.5IQR).
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Figure 2.6: Box plots showing summary of number of guesses (k) required for
determination of full PIN. 1000 runs for guessingm = 2 digits from n = 4 for all
strategies (Box 1st/3 rd quartile, whisker � 1.5IQR).

Looking at the left edge of the box gives the number of guesses required for a 25%

success rate in determining the full PIN. With the Max strategy, we obtain the

PIN with a 25% success rate with approximately 20, 30 and 250 guesses for3C1,
3C2 and 3C3 respectively.

Similar results are presented fornCm for n = 4; 5; 6 in rows B, C and D, respec-

tively. We see that the ordering of the schemes and increase withm is broadly

maintained. Interestingly, for the Max strategy, if we keepm �xed and increase

n, we see a relatively small increase in the median number of guesses. We also see

that the number of guesses required for a 25% chance to obtain the full PIN can

be surprisingly small. For example, in the4C2 case it is between 45 and 50 guesses

and the 6C3 it is between 290 and 300 guesses.
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2.4.2 Comparison of Strategies

To allow a comparison of the performance of di�erent strategies, Fig. 2.8 shows the

results for6Cm problems, plotting the cumulative distribution function (CDF) 16 for

the strategies on a single graph. Thex axis displays again the amount of guesses

needed to guess the full PIN and they axis shows the probability of guessing the

full PIN. The strategies (lines) which are further left on the graph, are more likely

to recover the full PIN quickly. These graphs show several interesting features that

are observed in our results fornCm for other values ofn.

First, observe that as expected in the6C1 case, we see that Max, Educated Guess

and Round Robin all have similar performance, with a 50% chance of recovering

the PIN in around 60 guesses. Random slows down considerably once more than

a handful of guesses are made. Like Fig. 2.7, this graph also shows how full PINs

are safer as each method is performing the same for6C6.

Again, as expected from Sec. A.1, we see that Max and Educated Guess per-

form equally well for 6C6 problems, always guessing the pin in less than 1,000,000

guesses. The Random scheme lags slightly initially, with a long tail where it is

unlucky and repeatedly makes incorrect guesses.

Between the extremes of6C1 and 6C6, we see that Round Robin and Random

perform similarly, both lagging behind Max and Educated Guess considerably. For

smaller numbers of guesses, Educated Guess and Max behave similarly. However,

Max makes more e�cient use of what it has learned if the number of guesses is

large.

2.4.3 Varying n and m in nCm

In the previous subsection, we compared the performance of our strategies. How-

ever, it is also reasonable to ask how the di�culty in the guessing problem changes

as we varyn and m in more detail. If we �x m and increasen, the impact seems

clear: increasingn increases the number of initially unknown digits without chang-

16The cumulative distribution function (CDF) describes the probability distribution of random
variables. It applies to discrete, continuous, or mixed variables and is obtained by summing the
probability density function to get the cumulative probability for a random variable.
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Max Educated Guess Random

Figure 2.7: Summary of number of guesses (k) required for Max/Educated
Guess/Random strategies, Row A:n = 3 for m = 1; 2; 3, Row B: n = 4 for
m = 1; 2; 3; 4, Row C: n = 5 for m = 1; 2; 3; 4; 5 and Row D: n = 6 for
m = 1; 2; 3; 4; 5; 6, 500 runs (Box 1st/3 rd quartile, whisker � 1.5IQR).
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Figure 2.8: The empirical CDF for the number of guesses (k) required to recover
a PIN for a 6Cm problem for each strategy. Top rowm = 1; 2; 3. Bottom row
m = 4; 5; 6. 500 runs.
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ing the di�culty of the individual guesses. Indeed, this matches what we see in

practice.

If we �x n and increasem, the situation is more complex. Increasingm increases

how much we learn on each step, while also making the probability of a successful

guess less likely. This is because the biggerm gets the more PINs are deleted from

the PIN list after each correct guess. The biggerm gets however, also makes the

chances of guessing this partial PIN correctly less likely than if it were smaller.

As a successful guess usually provides the most information, it is not immediately

obvious how these factors trade o� against one another for di�erent measures of

di�culty. In other words, the bene�ts don't cancel out the di�culty in guessing

this larger partial PIN.

Fig. 2.11 shows the results of �xingn = 6 while varying m for each of our four

strategies. We present the ECDF for various values ofm on a single graph for each

strategy. We see that asm increases, the graphs move to the right. This indicates

that an increase in the number of guesses required to achieve any particular success

rate, indicating stochastic dominance17. We conclude that increasingm increases

the di�culty of recovering the PIN by guessing.

Additional graphs displaying the results of guessing di�erent sized PINs and par-

tial PINs using each strategy can be found in Appendix B. This appendix also

includes CDF graphs comparing the empirical and theoretical results of the vari-

ous strategies.

2.4.4 First & Last Successful Log In

Up until now, our focus has been to compare our methods in discovering the full

PIN via its partial PIN. But what about the scenario where Craig is satis�ed with

accessing Eve's banking app just once? In this section, we examine the relative ef-

�ciency of our methods in determining the initial correct login, versus attempting

to guess the complete PIN. As we discovered in Sec. 2.3.4, the Max method is the

17Stochastic dominance is a way to compare random variables, often used in decision theory. It
ranks one gamble as better than another for many decision-makers, based on shared preferences
for outcomes and their probabilities. Limited knowledge of preferences is needed to determine
dominance. Risk aversion is relevant only in second-order stochastic dominance [301].
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most e�ective in optimising the chance of a successful login at each step. From this

analysis, it is likely that it would also be the most e�cient at guessing the �rst suc-

cessful log in before other methods would. Fig. 2.9 depicts simulations for guessing

a full PIN of 6 with a partial PIN of 3, which is the size of Bank of Ireland's partial

PIN system. We can see, that for a 25% chance of guessing the �rst partial PIN,

Max method requires around 250 guesses. Educated Guess, Robin and Random all

requiring over 300 guesses. For a 100% chance, Max requires roughly 2500 guesses,

Educated Guess, Robin and Random between 4000 and 5000. Fig.2.10 displays

�rst log in success for all strategies using the most commonly found partial PIN

sizes. As seen in previous graphs in this chapter, Educated Guess follows relatively

closely behind Max with Round Robin and Random lagging behind, Robin always

fairing slightly better than Random. Comparing the methods for guessing the

�nal log in after guessing the �rst log in, we can see that the Max and Educated

guess method, guess the �nal full PIN relatively shortly after guessing �rst log in.

Round Robin and Random both have signi�cant gaps in-between guessing �rst log

in and �nal log in. Additional results for various PIN sizes and their respective

partial PIN sizes for �rst and �nal log in can be seen in Appendix B.4.

2.5 Discussion

In designing our strategies, our analysis indicated that the Max strategy should

be e�ective in discovering the PIN most quickly, and this has been borne out.

However, the performance of the Educated Guess strategy can approach the Max

strategy. By consulting Alg. 1, we can see that while Educated Guess also uses a

PIN list, its implementation is simpler and so less computationally complex than

the Max strategy. This was noted in the time taken for each method to run. The

Round Robin and Random strategies do not require a PIN list to generate guesses,

however their performance is signi�cantly worse in most cases.

If n is �xed and m is increased, the di�culty of guessing increases. Going back

to Fig. 2.7, we observe approximately convex behaviour for the mean/median of

the strategies on a log scale. In fact, if we restrict our attention to thenCm

problems with m > 1, the observed pattern is almost (log-)linear. We conjecture

the existence of this convex behaviour in general. If con�rmed, this behaviour
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Figure 2.9: Empirical cumulative distribution frequency graphs for all strategies
showing �rst & �nal successful guesses (log in) for6C3 , k representing number of
guesses made.

could be used to bound the guessing cost ofnCm . We have provided an analysis of
nCn and nC1 in Appendix A. Alternatively, techniques such as Large Deviations

might be used to give asymptotic estimates, as they have been for the guesswork

of various distributions [89,121,189].

The Max strategy seems to require relatively little extra e�ort to guess anCm as

n increases andm is �xed. This possibly indicates e�cient use of cross-position

information learned as guesses are made.

Increasingm, the number of digits requested, results in more guesses being required

to identify the full PIN. This might be considered counter-intuitive, as partial PINs

are intended to make it harder to reuse snooped PIN information. We have also

seen that with moderate numbers of guesses (10s� 100s) it is possible to recover a
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Figure 2.10: Empirical CDF for all strategies' �rst log in for most used partial
PIN ratios nCm , wherek = guess.

reasonable fraction of PINs when using the more e�cient strategies. At one guess

per day, a 25% success rate is possible for4C2 in under two months and for6C3 in

under a year.

In this chapter, we have mainly focused on strategies for an attacker for guessing

a PIN that was assigned uniformly at random. However, PINs might be non-

uniformly assigned. For example, the method of assignment of 4-digit (non-partial)

PINs to ATM cards analysed by Kuhn is non-uniform and allows an attacker to

identify particular PINs that have higher probability giving an approximately 0.7%

chance of guessing the PIN in three guesses [183]. In this case, the non-uniformity

arises from the mapping of the output from the DES cipher to decimal digits.
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Figure 2.11: The empirical CDF for the number of guesses (k) required to recover
a PIN for a 6Cm . Top row Max, Educated guess. Bottom row Random and Round
Robin. 500 runs.

Aspinall and Just also exploit non-uniformity in the context of partial passwords [36],

however they are more focused on the situation where the non-uniformity arises

because of factors such as user choice, where it is known that password choices are

non-uniform [202]. In this situation, non-uniformity can provide a huge advantage.

Using synthetic data based on the RockYou leak, Aspinall and Just are able to

achieve over 10% coverage in a single guess! Hence the importance of advice to

implement blocklists of common PINs where user-selected PINs are permitted [63].

In the introduction, we noted that our attacks correspond to an adaptive projec-

tion dictionary attack proposed in Aspinall and Just's future work. Heredictionary

corresponds to our PIN list,projection means that we use the PIN list by sum-

marising the information at the requested digit positions andadaptivemeans that

we prune the PIN list after each guess. Our results show that both Max and Ed-

ucated Guess are e�ective, even in the case where PINs are uniformly assigned, if

a moderate number of guesses are possible. We expect the advantage from these
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strategies can be combined with the advantages of non-uniformity. Indeed, our

Max and Educated Guess strategies can actually be easily extended to the non-

uniform situation by weighting each PIN with any prior information, requiring

small modi�cations to the procedures in Alg. 1.

We note that other attacks are possible, for example, an attacker might evesdrop

on the communication and try to determine the full PIN by observing multiple

successful logins. In this case, the analysis is the same as when a dictionary of

passwords is available, and the distribution of successes has been calculated (see

the pure recording attack[36]). As observed previously, incomplete information

gained by evesdropping can easily be used as input to our guessing strategies via

the initial set S.

2.5.1 Partial PINs & The Seven Principles of Universal

Design

As we note in the Chapter 1, we aimed to examine how each topic in this thesis

aligns with the seven principles of universal design [5]. For partial PINs we feel

that they fail in respect to principle one with regards to equitable use. In Sec.2.1.4

we noted that recalling PINs can be di�cult at the best of times for people with

memory issues and we feel that partial PINs can add to this cognitive burden.

Principle one states that the provisions for privacy and security should be available

for all users. We also feel that partial PINs fall short on principle �ve, tolerance

for error, where the design reduces risks and mitigates the negative outcomes of

unintentional or accidental actions. For users with memory issues inputting wrong

digits can cause banking apps to lock them out, which in turn can potentially

cause anxiety.

2.5.2 Future Work & Limitations

For this chapter we acknowledge that the `in the wild' scenarios mentioned could be

considered unrealistic, which include guessing a persons bank PIN in the presence

of 2FA. However we feel it is necessary to highlight any potential limitation in this

method of authentication. As noted previously, research is limited surrounding

partial PINs in general, therefore the storing of partial PINs or password is also
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limited. Investigation into the storing and hashing of partial passwords could be

explored.

While we have shown that our Max strategy is, in some senses, stepwise optimal,

it is not clear if more e�ective overall strategies may exist. In addition, there may

also be defensive strategies, for example adapting the digit positions requested

when it is believed that an attack is ongoing. The simplest version of such a

strategy might involve requesting the same digit positions until a successful login

occurs. In these cases the design choices around our Max and Educated Guess

strategy still hold, though the details of the performance analysis will be changed.

We leave the performance and design of such defensive strategies as future work.

Further work could also explore longer PINs and probabilistic analysis to predict

the performance of our strategies.

In terms of usability, further work could focus on how usable partial PINs are in

comparison with full PINs especially for people with disabilities. Memory could

also be addressed in comparing partial and full PINs.

2.6 Conclusion
We have looked at strategies for guessing a PIN in a system wherem digits from

n are requested at login. We have identi�ed two e�cient strategies that make use

of a PIN list. We have evaluated these strategies in the case where the PIN has

3� 6 digits, providing curves that show the success rate after a number of guesses.

The number of guesses increases with bothn and m, though more slowly forn.

Our results indicate it is often possible to have a moderate chance of recovering

the full PIN with tens to hundreds of guesses. While we have shown that our Max

strategy is stepwise optimal, it is not clear of more e�ective strategies may exist.

As physical banks are rapidly closing all over Ireland [294], older adults have to

adapt to digital banking which can be challenging [31], and adding complexity to

the process o�ers no bene�t. Considering that passwords and PINs already present

challenges for vulnerable users such as the older generation [250], our �ndings show

that partial PINs potentially add more complexity than security.
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CHAPTER 3
The Landscape of Irish Cookie

Banners

Kampanos and Shahandashti extended the OpenWPM software to analyse Greek

and English cookie banners, concluding their paper by encouraging others to use

their code for similar studies in di�erent countries. We accepted this challenge

and extend it to observe how cookie banners could potentially impact vulnerable

cohorts. We compare our �ndings to theirs, as well as the Data Protection Com-

mission (DPC) of Ireland's report on Irish cookie banners. Our study revealed

similar patterns, with some improvement in banner prevalence and other metrics

reported by the DPC. We also identi�ed invisible banners, where the HTML for

a banner exists but is not displayed. Additionally, the Irish word for cookies is

interchangeably referred to as Fianán or Cuacha and was not commonly found on

Irish websites.

3.1 Introduction
Cookie banners are mostly unavoidable in modern web browsing, however they

are useful in how they make perusing the Internet easier; allowing websites to

remember what is in our online shopping carts and to remember we have already

authenticated. These are known assession cookiesand authentication cookiesand

are the sort of cookies that many people want permitted, perhaps depending on
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the lifetime of that cookie. The rejection rate of cookies however, is quite high,

which shows that customers are being put o� by cookies [247]. This rejection rate

is likely caused bythird-party cookies, which are cookies set by websites other

than the one you appear to be visiting. These cookies can be traced back as far as

1996 [275] and are signi�cant when regarding users' privacy online, as they allow

a user to be tracked as they visit multiple websites.

We conducted a casual Twitter survey which revealed that 55% of participants hit

the most obvious button on a cookie banner, 31% carefully chose an option, 7%

left the website, with 6% choosing other. The comments following the survey were

particularly interesting. Some participants had a procedure, where they will click

`accept all' and eventually clear cookies at a later date. Others choose based on the

website itself, where given an all or nothing choice they may leave, depending on

whether a website is deemed to be `trustworthy'. This choice based on perceived

`trustworthiness' was also noted in a user study on cookie banners conducted by

Kulyk et al. [184]. However, for the most part, it appeared participants did not

put much thought into cookies.

Figure 3.1: One of the few cookie banners in the Irish language found in this study
from tg4.ie .

The combination of cookie usage creates a challenge for users in deciding what

cookies they should accept, this can be extra challenging for a vulnerable user.

In general what a person needs to consider when faced with a cookie banner is

�. . . what purpose they serve, how long they endure, and their provenance.� [178].

Cookie banners (or consent noti�cations) were created with the intention of inform-

ing the user of their rights and full disclosure of what data is being used, while

allowing control over what data is stored. The reality may seem to be otherwise:

cookies are more of an annoying chore for both website owners and users [184].
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The problem appears to be that either people seem less concerned about their

privacy or are just ignorant of what is happening to their data [223].

From a user's point of view, the perception of cookies is overall negative, with

studies showing users to be annoyed about cookies and the lack of information

surrounding them [184]. Trust in the website itself seemed to have more in�uence

over the user than the banner, which we also observed in our casual Twitter survey.

3.1.1 Objectives & Contributions

In this chapter, our objective is explore the landscape of Irish cookie banners. Our

research questions being:

RQ2:1 Do Irish cookie banners adhere to GDPR?

RQ2:2 What manipulative practices (dark patterns) and barriers are present (if

any) in managing cookies.

RQ2:3 Do Irish cookie banners align with the seven principles of design?

In answering some of these questions we can also note how banners can potentially

impact more vulnerable users.

To address these questions, we adapted Kampanos's OpenWPM framework to

accommodate the nuances of Irish cookie language and compiled our own list of

Irish websites [245,246]. Combined with the Tranco1 list of websites, four thousand

Irish websites were identi�ed to investigate. Most cookie studies take the most

popular websites to analyse, however our list also takes into account lower tra�c

websites. The data from the crawl was analysed to identify banner and cookie

prevalence along with language and visual di�erences of Irish banners as well as

dark patterns.

We submitted our �ndings to the Data Protection Committee as a contribution

to their existing research on Irish cookie banner GDPR compliance. We note

1Tranco is a ranking service which provides up to date lists of popular domainshttps://
tranco-list.eu/
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an improvement in compliance regarding GDPR since the DPCs report regarding

pre-ticked banners mentioned in Sec. 3.6.2

An additional contribution from this study is the presence of invisible banners,

where it appears that there is code for a banner in the HTML but is not visible

on the website. This highlights lack of attention to websites where the code may

be broken and therefore the banner is not visible which is e�ectively not abiding

by GDPR.

This chapter is laid out as follows; Sec. 3.2 explores the background on GDPR and

cookies with regard to vulnerable users and privacy. Related research is discussed

in Sec. 3.3. Our method for surveying cookies is described in Sec. 3.4. The results

of this survey are presented in Sec. 3.5 and then discussed and compared to prior

work in Sec. 3.6. We discuss cookies in the context of the seven principles of

universal design in Sec. 3.6.3. Our conclusion is given in Sec. 3.7.

3.2 Background

3.2.1 Regulatory Situation

The EU formulated the General Data Protection Regulation (GDPR) for data

protection and privacy in the European Union [237]. Its aim is to enhance an

individual's control and rights over their personal data. Apart fromstrictly nec-

essary cookies, a person has the right to control what data is shared and must

give consent. In the EU, if a website stores a person's data as cookies, then they

must display a cookie banner that clearly states what data is stored, how long it

is stored and whether third-party cookies are used. A user must be able to decline

data storage and accept any cookie that is used. As stated in the EU Charter

of Fundamental Rights (CFR), everyone has the right to protect their personal

data [93] and Recital 30 of the GDPR acknowledges that a person can be identi-

�ed by their devices [237]. Associated tools and protocols can, when combined, be

used to create a pro�le.

The GDPR is enforced by various national authorities. The Data Protection Com-

mission (DPC) for Ireland is responsible for the enforcement of the GDPR and also
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ePrivacy laws, which are separate but complement the GDPR [289]. As several

large companies have European headquarters in Ireland, they come under the

bailiwick of the Irish DPC. The various national authorities are under pressure to

uphold these laws, with some complaints claiming investigations can be ine�ective

and privacy is being abused [69]. Despite this, in 2021, Amazon was issued with

a hefty �ne of 746M euros for violating GDP regulations [287]. In fact, that same

year documented some of the highest GDPR-related �nes since its commencement

in 2018 [287]. Amazon is a well known company and much in the spotlight how-

ever, there are many smaller websites that may be �ying under the radar while

violating regulations. According to online privacy activist Schrems, one reason

why tech giants such as Google or Meta, along with smaller companies, opt not to

abide by the GDPR is because bypassing them proves to be more pro�table [46].

Consent for the use of cookies is usually sought by a cookie banner. According

to article 4[11] in the GDPR, consent means any �freely given, speci�c, informed

and unambiguous indication of the data subject's wishes by which he or she, by

a statement or by a clear a�rmative action, signi�es agreement to the processing

of personal data relating to him or her� [104]. Consent, however, is an abstract

concept and seems to be interpreted in di�erent ways. Krisam et al. refer to the

di�culty in ful�lling GDPR requirements with cookie banners, given the architec-

ture of the web and lack of standards [182] .

In January 2023, the European Data Protection Board (EDPB) released a report

[58] speci�cally addressing non-essential cookies. This report addresses many of

the deceptive practices seen in our study such as links to pages to change cookie

settings and deceptive button colours. Regarding button colours in banners, the

task force agreed that this would have to be judged on a case by case basis, as it

should not be up to the data controllers to make these choices [58]. The members

of the cookie banner task force asserted that pre-selected tick boxes for opt-in

purposes do not result in valid consent. This conclusion is supported by references

in both the GDPR, particularly recital 32, which states that �Silence, pre-ticked

boxes, or inactivity should not be considered as consent�, and Article 5(3) of

the ePrivacy Directive [58]. Among European privacy advocates, there remains a

di�erence of opinion regarding speci�c aspects, such as the necessity of including
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a `reject all' button. Some regulators refer to Article 5(3) of the 2002 E-Privacy

Directive, which does not require it [285].

3.2.2 The Privacy Paradox

When discussing cookie banners and GDPR compliance,The Privacy Paradox is

an unavoidable issue. This term was �rst coined in 2001 [68], to describe the

contradictions between user attitudes and their actions online. Despite expressing

high levels of concern about their privacy, users take minimal steps to safeguard

their personal information [43]. The illusion of control is a cognitive bias which is

being taken advantage of online. This can be seen to be demonstrated in a study

which found that it was easier to get people to donate money when presented

with the phrase �but you are free to accept or refuse� [149]. The suggestion of

choice can e�ectively alleviate the sense of mistrust triggered by perceived threats

to our freedom. In psychological terms, this phenomenon is referred to as `reac-

tance' [239]. Alessandro Acquisti notes that as a result of our cognitive bias, we

share personal data without taking full stock of the situation and the implications

of our actions [30]. This is likely what is happening with cookies, under the il-

lusion of choice as to what data we share, we happily accept all cookies. Helen

Nissenbaum, a professor of information sciences at Cornell Tech, refers to this

in her own terms as the �farce of consent�, which deceives users into believing

they have genuine control over their data [239]. According to her perspective,

even well-meaning companies remain unaware of the actual fate of the data they

gather [239].

Another factor that may contribute to the privacy paradox is our tendency to

prioritise the importance of immediate events over possible future outcomes. Con-

sequently, the immediate advantage of accessing an article takes precedence over

the future, and potentially unsettling, consequences of sharing personal data with

the relevant website [239].

When it comes to data privacy, cookie banners appear to create more of an illusion

of choice. Similar in fact tosecurity theatre, a term coined by computer security

specialist Bruce Schneier, which describes the practice of taking security measures
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that provide the feeling of improved security while doing little or nothing to achieve

it [4].

Design seems to be of great impact on how people choose their privacy settings and

psychology and sociology play a big part in this. Thaler and Sunstein emphasise

that individuals have a natural inclination to opt for the path of least resistance

in decision-making [288]. They suggest this tendency arises from factors such

as laziness, fear, or distraction, leading people to select options requiring minimal

e�ort or encountering the least obstacles. Consequently, individuals often revert to

the `default' option, irrespective of its quality or consequences [288]. This makes

sense in terms of clicking `Accept All' for cookie banners when the alternative

means going through several levels of options to reject cookies.

Max Schrems, an Austrian attorney, along with his privacy campaign NOYB (None

of Your Business) is managing a total of 800 complaints in di�erent jurisdictions

on behalf of Internet users. According to Schrems, despite NOYB �ling numerous

complaints that have resulted in hundreds of millions of euros in �nes, the enforce-

ment of GDPR remains infrequent [236]. This is for numerous reasons, funding,

lack of a uniform approach across di�erent countries and the in�uence of big tech

who have signi�cant resources to �ght and pay �nes [191]. In 2021 the Irish Coun-

cil for Civil Liberties reported that 98% of major GDPR cases referred to the Data

Protection Commission in Ireland remain unresolved [191].

In some countries in Europe, websites use a system known as `consent or pay' or

`cookie paywalls', which allows users to access a website for free by consenting to

the use of cookies. Alternatively, users who choose not to consent can access the

website by making a payment, usually in the form of a subscription [108]. The

Austrian Data Protection Authority however, has declared that cookie paywalls

are not GDPR compliant [16]. Schrems claims that the subscriptions with cookie

paywalls, generates pro�ts that are approximately 10 to 100 times greater than

those derived from online advertising [25].
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3.2.3 Consent Management Platforms

A consent management platform (CMP)2 is software designed to help collect and

manage personal information and consent in compliance with data protection laws

and regulations [224]. As the GDPR can be quite complicated, many websites

employ these platforms to obtain and manage consent for them and to ensure

they are compliant with local regulations [261]. This means that these companies

need to be up to date with GDPR. Individual European countries have their

own adjustments to GDPR, which di�erent CMPs can adjust for. Other factors

that can di�er among various CMPs include their data management practices

and tracking methods [224]. In light of this, we take note of what websites in our

subset avail of these platforms, to observe if these platforms do indeed comply with

GDPR. Experte.com checked 5 million websites and found that Osano, Quantcast

Choice, OneTrust, Cookiebot and Iubenda, were the top �ve consent management

platforms for in 2023 [185]. We will see that the following CMPs are used most

by Irish websites analysed in this study: CookieBot, OneTrust and CookiePro.

3.2.4 Cookies & Vulnerable Users

Regarding privacy online, Schaub and Cranor argue that simply meeting regu-

latory requirements is inadequate. They outline four key components necessary

for e�ective privacy interfaces: �ndability, understandability, usability, and useful-

ness [263]. Habib et al. examine the usability of various privacy choice mechanisms

designed to help users manage their privacy settings and consent to data collec-

tion practices. They demonstrate that the usability of privacy tools signi�cantly

impacts user engagement and compliance. Their �ndings highlight the importance

of designing intuitive and accessible privacy choice mechanisms to enhance user

control over personal data and privacy settings [153]. Clarke et al. evaluate the

accessibility of cookie notices for users with visual impairments, focusing on vis-

ibility, readability, and audibility [94]. Their �ndings highlight that poor design

choices, such as low contrast and small fonts, further hinder visibility. Overall,

they discover that a signi�cant number of cookie notices fail to meet basic web

accessibility guidelines [94]. Carlsson et al. investigate data leaks to third parties

2https://www.consentmanager.net/
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through web services designed for vulnerable groups. They highlight the risks and

implications of such breaches, especially concerning sensitive information related

to health, personal circumstances, and other protected data. Their analysis un-

derscores the critical need for robust data protection measures in web services for

vulnerable populations to safeguard their sensitive information and uphold their

privacy rights [77]. Soe et al. argue that cookie consent banners without a negative

option to deny consent, adds an extra cognitive burden on the user. Without the

direct option to reject cookies they have to navigate more levels of the banner or

manually clear cookies after [273]. In Ireland Reynolds et al. examine the cookie

practices of Irish homecare companies, assessing their compliance with the General

Data Protection Regulation (GDPR). They �nd that many homecare companies

do not fully adhere to GDPR requirements, concluding that these companies must

ensure proper cookie compliance to enhance user trust and data protection [252] .

The British privacy regulator Information Commissioner's O�ce (ICO) is taking

action against dark patterns in cookie banners. Stephen Almond of the ICO notes

that dark patterns can have adverse e�ects on people, as an example, he describes

the scenario of a recovering gambling addict being nudged to accept all cookies

and as a result being targeted with gambling advertisements [175].

An observation we note in collecting cookie banners, was the amount of information

presented to the user. The many di�erent options one could choose in relation

to their data. Psychologist Barry Schwartz, believes that while autonomy and

freedom of choice are crucial human values, an abundance of options and excessive

control can overwhelm us and steer us away from making optimal decisions [265].

This could also potentially be problematic for users who are cognitively impaired

or su�er from mental illness.

3.3 Related Research

Studies in this area focus mainly on GDPR compliance, how users interact with and

understand cookies, cookie design and dark patterns. We review papers that look

at cookie banners in di�erent EU countries with regards to GDPR compliance and

dark patterns. The web's open nature, coupled with the GDPR being complex
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and open to interpretation, mean that ascertaining whether websites are 100%

compliant with GDPR is di�cult [261]. Dark patterns however, are easier to

observe and note with more con�dence.

3.3.0.1 Cookie Compliance

Englehardt and Narayana employed an automated OpenWPM script to crawl one

million websites and found that news websites contained the most third-party

cookies [125]. Kampanos and Shahandashti discovered that banners were not

universal, just 48% of Greek and 44% of the UK websites included a cookie notice

[168]. They also found that, direct opt-outs were rare and that the majority of

banners were positively phrased leading people to think that they can trust the

website. They also note that, compared to previous similar studies on Greek and

British cookies, banner prevalence had decreased. This is contrary to what might

be expected with GDPR compliance. Kampanos and Shahandashti point out that

this is likely to do with their large sample size, which would include smaller and less

popular websites. In a study undertaken in Spain, 500 websites were examined,

revealing that the top websites in the country fail to implement proper consent

mechanisms and engage in user tracking. Only 8.91% of websites which obtain

users' consent as required apply this consent successfully in practice [205]. Santos

et al. studied 407 banners from the most visited English speaking websites in

the EU and found that 89% violated at least one legal requirement [262]. Other

identi�ed issues included misleading statements, technical jargon, and vagueness.

They observe another common pattern in banners: `necessary vs unnecessary'

cookies. The lack of clarity around what is strictly necessary, can leave the user

to assume all cookies are necessary [262]. Degeling et al. analysed 500 websites

and noted that since GDPR's enforcement, rather than helping people with their

actual privacy choices, it has led to more of a sense of false security [116]. Fouad

et al. investigate the legal compliance of 20,218 third-party cookies [137]. Of these

cookie banners, 12.85% have a corresponding cookie policy where the word cookie

is not even mentioned. They found that 95% of cookies do not have an explicitly

declared purpose and are therefore impossible to audit for compliance. They also

stress the need for policy makers to agree on uni�ed requirements surrounding
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cookies and tracking in their de�nitions for purpose.

Papadogiannakis et al. point out issues with consent management platforms

(CMPs) with regards to GDPR compliance [243]. Their crawling mechanism iden-

ti�es CMPs but do not name any particular brands of CMPs. They also identify

�a disparity between (i) what the users perceive about the collection of their data,

and (ii) what some websites implement with respect to data processing�. They

observe that some websites collect and share data with third parties before the user

has a chance to register a privacy choices. On some occasions, even if they do de-

cline, data collection increased [243]. Matte et al. studied CMPs by crawling 1426

websites to monitor Internet Advertising Bureau (IAB) Europe's Transparency

and Consent Framework [208]. They observe that 141 websites note positive con-

sent before the user has interacted with the banner, 236 websites had pre-ticked

options and 27 websites registered positive consent despite the user opting out.

They detected at least one violation in 54% of their collected websites. Matte et

al.'s study is the only study we noted which identi�es individual countries in their

European crawl [208]. They look at 25 Irish websites out of a total of 1426 using

Consent Management Platforms (CMP) in their European crawl.

ZeShi Li et al. state that more research is needed in educating software developers

with regards to the GDPR [190]. Lack of knowledge was also highlighted in the

DPC's report, where websites were unaware of certain violations [113].

3.3.0.2 Cookie Banner Design & Dark Patterns

The CNIL3 released a report in 2019 on dark patterns and data protection in

UX/UI design. They classify dark pattern practices related to data collection on-

line into four categories which include di�erent design tactics. From theDiverting

the Individual category they describe theBait and Changetactic as a setting or

a choice made by the user which produces a di�erent result than desired. For

instance, giving the impression that clicking x means �close and move on�, when

in fact you are accepting all cookies [239].

3The CNIL, Commission Nationale Informatique & Libertés, is the French Data Protection
Agency, https://www.cnil.fr/en .
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The Data Protection Commission Ireland conducted their own study into Irish

cookie banners [113]. In this study they requested information from 38 website

cookie controllers to examine the deployment of cookie technologies. Their study

was prompted by complaints made about some of the websites they investigated.

This report highlights examples of dark patterns, one of which comes in the form

of cookie bundling. Here, users are asked to accept cookies, with an explanation

stating that cookies are necessary for the website, so unless you look further (and

often you can not), you must agree to marketing and tracking cookies. The DPC

report also found that 26% of their banners displayed pre-ticked options. Our

study di�ers from the DPC report by focusing on a direct analysis of the websites

themselves. In comparison, our study is on a much larger scale, examining 3,735

websites and o�ering more detailed insights into the number of �rst and third-party

cookies collected, along with speci�c information on each banner.

Bauer et al., found that design had an impact on user interaction with banners [45].

They tested a banner with a green accept button, hidden details for opting out

and positive framing. They compared this to a banner with equal access to opting

out and neutral framing. They found that dark patterns, such as highlighted

buttons, have a signi�cant e�ect on users' interactions. The former banner style

is still prevalent and was also observed in this study. Mathur et al. refers to this

type of dark pattern as an Asymmetric dark pattern. These types of patterns

place unequal burdens on the user's selection possibilities [207] . The choices that

serve the company's interests receive prominent placement, while options that are

advantageous for the user are often concealed behind multiple clicks or obscured by

manipulating the style and positioning of the choice. Asymmetrical dark patterns

are particularly widespread in consent interfaces [207].

Machuletz and Böhme also found that users were more likely to click on highlighted

buttons over neutral buttons and to subsequently regret their choices: �. . . users

accept more data collection purposes when consent dialogues integrate a high-

lighted default button that selects all purposes at once� [197]. Another interesting

observation from the same study discussesmultiple choice designs. When pre-

sented with multiple choice, users found they were less likely to recall their choices

and also regret them afterwards. This highlights that these multiple choices may
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cause confusion.

Utz et al., found that users interacted more with left-hand corner banners and,

given a binary choice, were more likely to allow tracking compared to banners

with options [295]. They found that overall, nudging4 has a big impact to users'

choices in online tracking. According to Bermejo Fernandez et al., the position of

the banner does not a�ect users' participation with cookie consent, but buttons

that were highlighted did have an impact on users' interactions with banners [52].

After analysing 300 consent banners from Scandinavian and English language news

outlets, Soe et al. found that all utilise varying degrees of unethical tactics [273].

They argue that �any regulation of a computational systems that aims to pro-

tect the users' rights should be accompanied by a regulation of user interface

design� [273].

More recent work on dark patterns in cookie banners comes from Krisham et al.,

who looked at 500 websites in Germany [182]. They sorted their list into categories

based on the options available to the user, for example an `Accept All' button.

They found a strong prevalence towards nudging users into accepting cookies.

Graÿl et al. point out that �The use of dark patterns can be problematic for legal

as well as ethical reasons [145] . While the GDPR (2016) does not explicitly ban all

dark patterns, they do breach the spirit of the GDPR�. They refer to three common

dark patterns in banners as `Default' (pre-ticked options), `Aesthetic Manipulation'

(accept button is highlighted) and `Obstruction' (where it is di�cult to opt for

more privacy friendly options). They found that dark patterns did not e�ect users

choosing data-unfriendly options but rather it is a conditioned response for users to

choose these options. A possible reason for this is that non-EU websites sometimes

will not allow access to a page without consenting to tracking.

Habib et al. found in their review of 150 websites, that, although privacy choices

were commonly available, they are sometimes di�cult to �nd and understand [152].

They go on to say that privacy-choice text requires a university education to

decipher and privacy policies do not do much better. McDonald et al., estimated

4Nudging guides users behaviours by way of interface and design in digital environments [242].
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that the time needed to read the privacy policies you encountered in a year would

necessitate 76 working days [210].

A report commissioned by Schillings5 and published April 2013, revealed that

measures intended to empower consumers in managing their online information

actually led them to disclose more of their personal data. The study found that

cookie banners' design often employed tactics aimed at discouraging users from

modifying their data permissions. They used nudges to incentivise users to agree

to the most permissive settings instead [165].

Many studies have focused on consent management platforms (CMPs) alone [197,

227,273,295]. Nouwens et al., found that dark patterns and implied consent were

ubiquitous [227]. From their survey they note that people ignore controls placed

below the �rst layer in a banner. According to Nouwens et al., consent management

platforms are considered compliant with the GDPR if the consent obtained through

their interface is explicit, easily customisable to accept or deny, and devoid of

preselected checkboxes . Failure to meet these criteria renders the consent interface

susceptible to being categorised as an unlawful dark pattern [227].

Soe et al. outline a set of eight criteria that would classify a consent management

platform interface as a dark pattern under the provisions of the GDPR [273]. These

include Does not count, where data is collected before or even when you deny

cookies andNo Choicewhere you are directed to di�erent links which explain how

to change browser settings to get rid of cookies. The latter we also came across in

this study.

The studies mentioned in this section have analysed European websites, where

they look at English speaking websites in Europe generally. Our study to the

best of our knowledge is the only one to focus on Irish websites solely. The only

exception to this is the study looking speci�cally at Irish homecare website cookies

mentioned in Sec.3.2.4.

A summary of related work can be seen in Table 3.1, highlighting how our study

di�ers from others.

5Legal experts on privacy and securityhttps://www.schillingspartners.com/about/ .
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Table 3.1: Comparative Literature table on Cookie Banners. Highlighting the gap
our study addresses in this area.

Title Year Vulnerable

Users

Dark

Patterns

Ireland

Only

GDPR

Compliance

Web

Crawl

Manual

Crawl

Online tracking:

A 1-million-site

measurement and

analysis [125]

2016 3

Are cookie

banners indeed

compliant with

the law?

Deciphering EU

legal

requirements on

consent and

technical means

to verify

compliance of

cookie

banners [261]

2019 3 3 3

We value your

privacy... now

take some

cookies:

Measuring the

GDPR's impact

on web

privacy [116]

2019 3 3 3

Multiple

purposes,

multiple

problems: A user

study of consent

dialogs after

GDPR [197]

2019 3 3

(Un) informed

consent:

Studying GDPR

consent notices

in the �eld [295]

2019 3 3

An Empirical

Analysis of Data

Deletion and

Opt-Out Choices

on 150

Websites [152]

2019 3 3 3
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Table 3.1: Comparative literature on cookie banners. � continued from previous
page.

Title Year Vulnerable

Users

Dark

Patterns

Ireland

Only

GDPR

Compliance

Web

Crawled

Manual

Crawl

Multiple

purposes,

multiple

problems: A user

study of consent

dialogs after

GDPR [197]

2019 3 3

On compliance of

cookie purposes

with the purpose

speci�cation

principle [137]

2020 3 3

Do cookie

banners respect

my choice?:

Measuring legal

compliance of

banners from iab

europe's

transparency and

consent

framework [208]

2020 3 3 3 3

GDPR

compliance in the

context of

continuous

integration [190]

2020 3 3

Circumvention

by design-dark

patterns in

cookie consent

for online news

outlets [273]

2020 3 3 3

Accept all: The

landscape of

cookie banners in

Greece and the

UK [168]

2021 3 3 3 3

68



3.3. Related Research

Table 3.1: Comparative literature on cookie banners. � continued from previous
page.

Title Year Vulnerable

Users

Dark

Patterns

Ireland

Only

GDPR

Compliance

Web

Crawled

Manual

Crawl

Cookie banners,

whats the

purpose?

Analysing cookie

banner text

through a legal

lens [262]

2021 3 3 3

User tracking in

the post-cookie

era: How

websites bypass

GDPR consent

to track

users [243]

2021 3 3

Are you sure,

you want a

cookie? � The

e�ects of choice

architecture on

users' decisions

about sharing

private online

data [45]

2021 3 3

This website uses

nudging: Mturk

workers'

behaviour on

cookie consent

notices [52]

2021 3 3

Dark patterns in

the wild: Review

of cookie

disclaimer

designs on top

500 German

websites [182]

2021 3 3 3

Dark and bright

patterns in

cookie consent

requests [145]

2021 3 3
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Table 3.1: Comparative literature on cookie banners. � continued from previous
page.

Title Year Vulnerable

Users

Dark

Patterns

Ireland

Only

GDPR

Compliance

Web

Crawled

Manual

Crawl

Web-tracking

compliance:

websites' level of

con�dence in the

use of

information-

gathering

technologies [205]

2022 3 3

Fianán, Cuacha:

Irish Cookie

Banners [269]

2022 3 3 3 3 3 3

3.4 Methodology

As we are following in the footsteps of Kampanos and Shahandashti's study on

cookie banners in Greece and the UK [168], to more accurately compare Ireland

with Greece and the UK, we decided to also use the same tools. Kampanos et al.'s

code is available on GitHub6.

3.4.0.1 Tools Used For Crawling

OpenWPM 7 is a web privacy measurement framework, available as open source

software, that can scrape websites for relevant information [126]. It is designed to

use the automation features of the Mozilla Firefox browser to simulate website vis-

its. Di�erent browsers may function slightly di�erently, but the purpose of cookie

banners remains the same. Therefore, we do not expect that using an alternative

browser would yield di�erent results. There are many other webcrawlers available,

such as Scrapy8 and Mechanical Soup9 [129]. OpenWPM can be scripted, allowing

it to be easily tailored for speci�c research questions. Consequently, it has been

6Kampanos and Shahandashti GitHub repo: https://github.com/kampanosg/i-like-
cookies

7OpenWPM GitHub repo: https://github.com/openwpm/OpenWPM
8Scrapy web crawler: https://scrapy.org/
9Mechanical Soup:https://pypi.org/project/MechanicalSoup/
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Figure 3.2: Methodology for analysing Irish cookie banners.

used in many research studies. For example, Sørenson and Kosta used OpenWPM

to explore the cookie landscape before and after GDPRs activation [275].

CSS selectors 10 Are used in the design of websites to change style and layout.

Kampanos et al. made modi�cations to OpenWPM to identify cookie banners by

referring to a list of cascading style sheets [168]. These are used as a reference

to identify what commands are used for cookie banners so that OpenWPM can

identify the location on the page etc. The framework takes a screenshot of the

banner using these selectors, and saves this as a PNG along with the HyperText

Markup Language (HTML)11 of the banner. Unfortunately, these modi�cations

no longer apply cleanly to OpenWPM. Subsequent versions of OpenWPM include

a more �exible extension framework to make these sort of modi�cations less intru-

sive. Porting Kampanos's modi�cations to this new framework, allowed the use of

10CSS selectors are a key part of Cascading Style Sheets (CSS), which is used to style HTML
documents. Selectors specify which elements on a web page will be styled according to the CSS
rules.

11HTML (HyperText Markup Language) is the standard language used to create and design
web pages. It provides the structure of a webpage by using a system of tags and attributes to
de�ne elements and their content.

71



Chapter 3. The Landscape of Irish Cookie Banners

current versions of OpenWPM and Firefox.

Tranco provides a list of the current top one million most popular websites. Re-

search conducted by LePochat et al. show that Tranco o�ers improved resilience

against manipulation compared to traditional rankings, making it a valuable tool

for researchers studying the web [187]. For this reason and as Kampanos et al.

also availed of Tranco for their list of websites, we decided to follow suit. We also

compiled our own list of Irish websites manually, by amalgamating several lists of

top Irish websites, such as Irish shopping websites, found via web search. This

was done to capture Irish websites outside the.ie domain. Websites are included

in the candidate list for crawling if they are on the Tranco list, in the.ie domain

or are on our list of Irish websites.

I don't care about cookies 12 is a browser extension that automatically removes

cookie consent pop-ups. With this extension, users can browse the web without

interruptions from these consent requests. It works by accepting or hiding cookie

banners based on prede�ned rules, eliminating the need for users to interact with

them manually. Kampanos et al. use this list of prede�ned rules in combination

with some additional selectors they identify for cookies. We adjusted this list also

to address speci�c Irish cookie banners such as language.

robots.txt 13, also known as the Robots Exclusion Protocol, is a text �le that

websites use to communicate with web crawlers and robots. It de�nes which parts

of the site should not be crawled or indexed by search engines and is located in

the root directory.

12I Don't Care About Cookies: https://www.i-dont-care-about-cookies.eu/ .
13robots.txt : https://www.cloudflare.com/en-gb/learning/bots/what-is-robots-

txt/

72



3.4. Methodology

3.4.0.2 Steps For Cookie Crawling

The steps for running the crawl are similar to those in Kampanos's original study

(see Fig. 3.2):

ˆ Step One

� Download list of 1M top websites via TRANCO.

� Manually compile list of Irish websites.

� Parse Tranco website list for.ie websites.

� Merge the Tranco.ie list and the manual Irish to run through Open-

WPM.

ˆ Step Two - using OpenWPM

� Check robots.txt compliance.

� Check Terms of Services (ToS) compliance.

� Using I don't Care about Cookies(IDCAC) list crawl all websites on the

list.

� Collect cookie data.

ˆ Step Three

� Sanitise collected data.

� Structure collected data.

ˆ Step Four

� Analyse data using SQL and Python.

By inspecting the data recorded by OpenWPM, the automated analysis was able

to identify cookies set during the crawl. It counted the number of cookies set for

each site and checked if these cookies were third-party cookies. The identi�ca-

tion of third-party cookies was achieved by comparing the site URL recorded by

OpenWPM with the domain of the cookie stored.
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3.4.1 Manual Crawl Methodology

In order to perform a manual inspection of a subset of the overall list of web-

sites, a sample size of 362 was calculated using Cochran's formula, to provide a

90% con�dence level with 4% margin of error. Cochran's formula for sample size

determination is vital for ensuring statistical power, precision, and reliability in re-

search. Helping balance accuracy, cost, and time while considering di�erent types

of variables. The formula adjusts sample sizes for large populations and extends

to con�dence intervals using the Studentized14 sample mean, making it useful for

various statistical analyses [180,221,282,286,306].

The 362 websites were randomly chosen using Excel from the list of websites

identi�ed as containing banners. The manual inspection allowed us to identify

if di�erent phrases may have been used in cookie banners, for example if they

were in a di�erent language. This in turn allowed for adjustment to the list of

phrases that was used in searching for banners. The manual inspection was also

used to address other questions, for example regarding the design or placement

of the cookie banner. In the undertaking of this manual subset check, a lot of

false positive and a number of false negatives were noted. It was also noted that

many CSS selectors on theI don't care about cookieslist that were intended to

only be applied to websites in a speci�c domain were actually being applied to

all websites by the system developed by Kampanos. The system was adjusted to

ignore CSS selectors that were intended to be more speci�c. New CSS selectors

were discovered and added to a list of extra CSS selectors used to identify banners

and the main crawl was re-run.

3.5 Results
The results of the overall crawl are �rst considered, followed by the results of the

manually inspected subset. The results of the full crawl are based on our improved

run, which ignores the overly-speci�c CSS rules. Our manual results are based on

the �rst crawl, but omitting false positive banners. We manually checked the

results and we visually documented the banners appearance and the details they

contained.
14Wikipedia Studentization: https://en.wikipedia.org/wiki/Studentization
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Websites visited 3735 Total options found 3542
Websites with cookies 3373 Average options per banner 1.93
Websites setting no cookies 362 Total a�rmative options 1531
Websites setting only 3rd party cookies 220 Total non-a�rmative options 322
Websites setting only 1st party cookies 1239 Total managerial options 557
Websites setting both 1st & 3rd party cookies 1914 Total informational options 1132
Automatically identi�ed banners 1835 Average word count per banner 249.4
Manually identi�ed banners 234 Banners with no options 124
Websites without banners 1666 Banners with only info option 158
Total third-party cookies set 22724 Banners with only accept option 210
Total �rst-party cookies set 58129 Banners with only reject option 1

Table 3.2: Summary of crawl results.

3.5.1 OpenWPM Crawl Results

The total number of candidate websites was 4528. The framework tested the

robots.txt for each of these websites and found 4003 suitable for crawling. The

framework also checks for terms of service for each of the remaining websites to

check if they are for personal use only. After this check, 3782 websites remain.

The framework then crawls these websites and obtained results for 3735 of them.

To rule out false negatives, we manually check our list of websites where they are

marked as not containing banners. From this list we �nd an extra 234 websites

which do in fact display banners, so while the framework documents 1835 websites

with banners, the total number is actually 2069.

A summary of the results for these 3735 websites are provided in Table 3.2. During

the crawl, a total of 58129 �rst-party cookies were set, an average of around 15.6

cookies per visit and a total of 22724 third-party cookies, with an average of 6 third-

party cookies per visit. Third-party cookies appeared on 2134 of the websites and

of all crawled websites approximately 10% had not set any cookies by the time

the crawl of that site was completed. Fig. 3.3 shows the overlap of websites with

�rst/third party cookies.

We note the framework does not consent to any cookies being set and although

90% of Irish websites set cookies, only 55% were identi�ed as displaying banners.

However, compared to Kampanos's �ndings, we see a small improvement with

regards to third-party cookies; with 57% hosting third-party cookies. Kampanos

75



Chapter 3. The Landscape of Irish Cookie Banners

Figure 3.3: Websites hosting �rst & third-party cookies.

reports 48% of Greek websites containing banners with 61% of these hosting third-

party cookies and 44% of British websites displaying banners with 70% of these

containing third-party cookies. The website sample we collected is similar in size

to the Greek sample.

Considering options (or call to actions) presented by the banners, there are, on

average, just under two options identi�ed per banner. The framework classi�es

these options as a�rmative, non-a�rmative, managerial and informational, with

a�rmative and informational being the most common. We take percentage of each

option type, from the total banners processed, which can be seen in Fig. 3.4. A

small number of banners had just one or no options. Comparatively, Kampanos

documents no websites with reject only, we �nd one banner with a reject only

option. A summary of the text found in each di�erent type of option is shown in

Table 3.3.
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