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1. Introduction

Wireless ad hoc networks support rapid on-demand and adaptive communication among
the nodes due to their self-configurable and autonomous nature and lack of fixed infra-
structure. Security is a crucial factor for such systems. Since ad hoc networks rely on the
collaboration principle, the issue of key distribution and efficient group key management
in such networks represents two of the most important problems. We describe hybrid solu-
tions to the problem of key distribution and key management by reflecting ad hoc net-
works in a topology composed of a set of clusters. To date no security proofs exist for
these types of protocols. We present two dynamically efficient schemes. We show that
both our hybrid schemes are provably secure in the standard model under Decision
Diffie-Hellman (DDH) assumption. The proposed protocols avoid the use of a trusted third
party (TTP) or a central authority, eliminating a single point of attack. We analyse the com-
plexity of the schemes and differentiate between the two approaches based on perfor-
mance in a wireless setting. In comparison with the existing cluster-based hybrid key
agreement protocols, our proposed approaches individually provide better performance
in terms of both communication and computation, handle dynamic events efficiently,
and are supported by sound security analysis in formal security models under standard
cryptographic assumptions.

© 2010 Elsevier B.V. All rights reserved.

most crucial factors for such systems. Designing communi-
cation efficient secure group key agreement protocols in

Ad hoc wireless networks offer anytime-anywhere net-
working services for infrastructure-free communication
over the shared wireless medium. In this setting, secure
group key agreement and efficient group key management
are considered challenging tasks from both an algorithmic
and computational point of view due to resource
constraint in wireless networks. There are a wide variety
of applications of wireless ad hoc networks in many areas
ranging from military applications, emergency, law
enforcement, rescue missions and other collaborative
applications for commercial uses. Security is one of the
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wireless ad hoc networks has attracted significant atten-
tion due to popularity and increased security concerns of
wireless ad hoc networks. There are quite a number of
group key agreement protocols described in the literature
[6,7,10,13,14,16,17,24,28,34]. However, traditional group
key agreement protocols are not applicable in ad hoc net-
works. The major challenges in providing secure authenti-
cated communication for wireless ad hoc networks come
from the following unique features of such networks:

(i) lack of a fixed reliable public key infrastructure,
(ii) dynamic network topology due to high mobility and
joining/leaving devices,
(iii) energy and resource constrained nodes with limited
storage, communication and computation power,
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(iv) lack pre-distributed symmetric keys shared between
nodes,

(v) high-level of self-organization,

(vi) vulnerable multi-hop wireless links, etc.

One possible solution to achieve ubiquitous computing
in such wireless networks is to enable wireless nodes to
operate in an ad hoc mode and self-organize themselves
into a cluster-based network architecture. An application
of such an architecture is the creation of Virtual Research
Clusters in a multidisciplinary geographical setting.
Researchers from different backgrounds (e.g. Mathematics,
Computer Science, Engineering, etc.) can come together
and cluster around an idea such as wireless ad hoc network
security. Each cluster is lead by a designated professor,
called sponsor, who is an expert in the research area asso-
ciated with that cluster and is able to communicate with
sponsors of other clusters. Researcher within a cluster
can communicate with each other and also with the spon-
sor of that cluster. As the cluster develop, new researchers
may enter or existing ones leave. At some stage, the idea
will become sensitive, so security will be implemented
and future enter/leave will be subject to our protocols. This
concept has obvious applications in the business world
where projects are created and cancelled at great speed.
Privacy, authenticity, integrity and availability are four
fundamental security issues which must be addressed
depending on application specific requirements.

Clustering is a method that enables nodes to be orga-
nized based on their relative proximity to one another. Mo-
bile nodes that are within the communication range of
each other can communicate directly, whereas the nodes
that are far apart have to rely on intermediate nodes to re-
lay messages. This dynamic and multi-hop nature of ad hoc
network makes the security one of the most important
implementation issue apart from efficiency. A general ap-
proach to build up a cluster-based network architecture
is to design efficient algorithms to organize wireless nodes
into set of clusters. Many clustering algorithms have been
proposed to minimize the cluster maintenance overhead,
thereby reduce the waste of the precious bandwidth and
also saves the consumption of the limited battery power.
A detail survey of the clustering algorithms can be found
in [40]. We assume ad hoc networks consist of nodes
which have no prior contact, trust or authority relation
and which may move freely and communicate with other
nodes via wireless links. While all nodes are identical in
their capabilities, certain nodes are elected to form the
sponsors which are vested with the responsibility for the
resource assignments, cluster maintenance, and of routing
messages for all the nodes within their clusters. Sponsors
typically communicate with sponsors of other clusters.
The election of sponsors has been a topic of many papers
as documented in [3,4,18]. The general idea among the re-
lated literature is to select sponsors based on some attri-
butes of the networks, such as node degree, link delay,
transmission power, and mobility. There are several mis-
sion critical applications (such as in military, emergency,
rescue missions), scientific explorations (such as in envi-
ronmental monitoring and disaster response), civilians
(such as in law enforcement, building automation) and

other collaborative applications for commercial uses where
sponsors have a powerful radio which other nodes in the
cluster do not have so that sponsors can communicate
among themselves. For example, military networks consist
of mobile devices carried by soldiers, automatic weapons,
sensing devices, etc. In this setup, a platoon commander
may play the role of sponsor and may be able to communi-
cate with platoon commanders of (all/some) other clusters.
On the other hand, soldiers are cluster mobile nodes which
are able to communicate with the soldiers (and platoon
commanders) within their own clusters and may move
from one cluster to another.

Group key agreement and key management are easier
to handle inside each cluster compared to the entire ad
hoc network. This is because of the fact that clusters have
more stable internal connections due to the larger amount
of links between nodes within the same cluster. Besides,
inter-cluster key agreement is more sensible as clusters
are assumed to stay together longer than the nodes do in
average for wireless ad hoc networks. Clustering may thus
bring the necessary scalability into key establishment in
very large networks.

1.1. Our contribution

The main contribution in this paper is to obtain two
provably secure dynamically efficient authenticated hybrid
key agreement protocols, namely AHP-1 and AHP-2 for
cluster based wireless ad hoc networks, which are proven
to be secure under Decision Diffie-Hellman (DDH)
assumption. In a mobile ad hoc environment, the number
of nodes could be very large. We divide all the nodes into
clusters based on their relative proximity to one another.
We differentiate between two types of keys. By cluster
key we mean the key generated among all the nodes with-
in a cluster and by session key we mean a common net-
work key among all the nodes in the system. The aim is
to generate a session key common to all the nodes in the
network. This shared session key can later be used by all
the nodes in the network to perform efficient symmetric
encryption such as DES [31] and AES [30] for secure and
faster communication among themselves.

The basic idea of our constructions are the followings:
All nodes within a cluster dynamically generate their clus-
ter keys using a scalable constant round dynamic group key
agreement protocol. We choose the constant round multi-
party dynamic key agreement protocol of Dutta-Barua DB
[15] for this purpose, which is a variant of Burmester—
Desmedt protocol BD-I [9] and handles dynamic opera-
tions very efficiently. Each cluster selects a sponsor using
a sponsor selection mechanism. In our first protocol AHP-
1, the sponsors form nodes in a spanning tree. Adjacent
nodes in this tree will generate a secret key among them-
selves using 2-party Diffie-Hellman (DH) key agreement.
This key used with an appropriate symmetric encryption
scheme will be used to distribute the root session key
(generated by the root sponsor in the tree) between them.
In this way, each sponsor node of each cluster will obtain
the root session key. On obtaining the root session key
each sponsor will distribute it to the other cluster nodes
in its own cluster using the cluster key and an appropriate
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symmetric encryption scheme. On the contrary, in our
second protocol AHP-2, all the sponsors will generate a
common group session key using multi-party DB protocol.
Each sponsor will then distribute this group session key to
the other cluster members in its own cluster using the
cluster key and an appropriate symmetric encryption
scheme.

We call our protocols hybrid because these protocols
are combinations of key agreement and key distribution
via symmetric encryption. We authenticate our protocols
using digital signature schemes with appropriate modifica-
tions in Katz-Yung [23] compiler as described in [15]. In
keeping with the dynamic nature of mobile ad hoc
networks, these protocols facilitate efficient handling of
elements leaving and joining clusters. Our proposed proto-
cols are designed without using computation-intensive
pairings and are highly efficient as compared to the exist-
ing cluster-based hybrid key agreement protocols
[2,20,25,26,36,39]. In contrast of invoking the DB protocol
from scratch among all the nodes in the system (which
may be infeasible in ad hoc environments), we obtain effi-
ciency gain in terms of both communication and computa-
tion for most of the nodes in our proposed cluster-based
protocols (which are more amenable to wireless ad hoc
networks).

To the best of our knowledge, our proposals are the
first attempt in the context of cluster-based hybrid key
agreement to provide security analysis in formal security
model under standard cryptographic assumptions and
also handling dynamic membership change efficiently to
make these protocols suitable for ad hoc wireless network
with resource constrained mobile nodes. We emphasize
our first hybrid key agreement protocol AHP-1 from a
performance point of view, especially in handling dy-
namic operations as compared to our second hybrid key
agreement protocol AHP-2. On a more positive note, the
network for protocol AHP-1 is more flexible in the con-
text of ad hoc network as compared to protocol AHP-2,
as it uses a tree-based network of sponsors and recon-
struction of this tree is done rarely as sponsors do not
leave the group very frequently.

1.2. Previous work

Li et al. [26] first propose a communication efficient
hybrid key agreement protocol using the concept of con-
nected dominating set. However, the protocol is ineffi-
cient in handling dynamic events. Based on this work,
Yao et al. [39] propose a hierarchical key agreement pro-
tocol which is communication efficient in handling dy-
namic events. Both the protocols of [26,39] employ
some existed group key agreement protocols and are
unauthenticated with no security analysis against active
adversary. There are a few proposals for key agreement
protocols [2,25,36] in wireless ad hoc networks using
pairing which are not computationally very efficient.
The pairing-based key agreement protocols proposed in
[25,36] employ Joux’s [22] tripartite protocol. While
[36] uses a ternary tree structure with leaf nodes as
users, [25] uses the concept of binary cluster trees with
each cluster having 3 (or 2) nodes where internal nodes

in the tree are also users. Protocols in [25] are more effi-
cient than protocol in [36]. However, handling dynamic
events for [36] is easier whereas it is difficult for [25],
especially to handle leave operations. Abdel-Hafez et al.
[2] provide another pairing-based key agreement proto-
col that uses clusters of arbitrary size and requires a
trusted authority. However the protocol is not efficient
in terms of both communication and computation. We
should mention here another work by Hietalahti [20]
who presents a solution that uses BD protocol [9] within
each cluster and then invokes AT-GDH protocol [19] by
employing a spanning tree of sponsors. Both BD and
AT-GDH protocols are static and consequently handling
dynamic events are not easy for this scheme. The secu-
rity against active adversary for all the above protocols
are argued only heuristically.

1.3. Organization

In Section 2 we present the background for the main
ideas in the paper. Section 3 introduces the hybrid proto-
cols and details their components. For the ease of under-
standing, we first describe the unauthenticated versions
of our protocols. We then show how to transform these
unauthenticated protocols into authenticated protocols.
Section 4 is concerned with the security analysis following
standard security framework under standard crypto-
graphic assumptions. Proofs of security for unauthenti-
cated and authenticated versions are dealt with here.
This section is the main contribution of the paper. Section
5 considers efficiency issues and Section 6 compares our
protocols with the existing cluster-based similar protocols.
We present conclusions in Section 7.

2. Preliminaries and background protocols

We first define DDH problem. We use two-party DH
[11] protocol and multi-party DB [15] protocol in designing
our hybrid key agreement protocols. We describe these
protocols in the following two subsections. These protocols
are secure under the assumption that DDH problem is
hard. We adapt a security model for key agreement proto-
cols based on Bresson et al.’s [8] formal security model. We
also use a symmetric encryption scheme and adapt the
find-and-guess security notion of symmetric encryption
following [1]. These security notions are also presented
in this section. Let G be a finite multiplicative group of
some large prime order q¢ where the well-known Discrete
Logarithm (DL) problem is believed to be intractable and
g be a generator of G. Also consider a hash function
H:{0,1}" - Z,.

2.1. Decision Diffie-Hellman (DDH) problem
The Decision Diffie-Hellman (DDH) problem on G is de-
fined as follows (The notation a « S denotes that a is cho-

sen randomly from S):

Instance: (g% gb,g°) for some a,b,c € Z,.
Output: yes if c = ab mod q and output no otherwise.
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We consider two distributions as:
Mren = {a,b — Z,, A=g" B=g"C=g" : (A.B,0)}
Ara = {a,b,c — Zy,A=g*,B=g",C=g°: (A.B,C)}.

The advantage of any probabilistic, polynomial-time, 0/1-
valued distinguisher D in solving DDH problem on G is de-
fined to be :

Ad gDGH |Prob[(A, B, C) < Ageal : D(A, B, C)
= 1] — PrOb[(A,B, C) — ARang :'D(A7B7 C) = 1”

The probability is taken over the choice of logeA, log,B,
log,C and D’s coin tosses. D is said to be a (t,€)-DDH
distinguisher for G if D runs in time at most t such that
AdvpT(t) > €. We define Advg"(f) = maxp{AdvD'(t)}
where the maximum is over all D with time complexity t.

DDH assumption: There exists no (t, €)-DDH distinguish-
er for G. In other words, for every probabilistic, polyno-
mial-time, 0/1-valued distinguisher D,Adv){!' < € for any
sufficiently small € > 0.

2.2. Protocol DH [11]

Assume that two entities A and B want to decide upon a
common key. They perform the following steps.

1. User A chooses a random private ephemeral key a € Z,
computes T4 = g* and sends T4 to B.

2. User B chooses a random private ephemeral key b € Z,
computes T = gl7 and sends T to A.

3. User Abcomputes K, = Ty and similarly user B computes
Kg =TE.

If A and B execute the above steps honestly, they will
agree upon a common key Kag = K, = Kz = g% (Fig. 1).

The protocol is unauthenticated in the sense that it is
secure against passive adversary under DDH problem. An
active adversary can mount man-in-the-middle attack
and impersonation attacks. A large number of variations
of Diffie-Hellman (DH) protocol has been proposed to im-
prove its security degree.

2.3. Protocol DB [15]

Suppose a set of n users {Uy,...,U,} wish to establish a
common session key among themselves. Consider users
Uy, ..., U, participating in the protocol are on a virtual ring
and U;_1,U;. are respectively left and right neighbours of
U; for 1 <i < n. Here index i stands for i mod n and we have
U = U, and U+ = U;. The protocol consists of three algo-
rithms DB.Setup, DB.Join and DB.Leave for initial setup,
user join and user leave respectively. The protocol is exe-
cuted as follows among n users Uy,. .., U, (Figs. 2-4).

2.3.1. Protocol DB.Setup

1. In round 1, each user U; chooses randomly a private
ephemeral key x; € Z; and broadcasts y; = g*.

2. In round 2, user U; on receiving y;_; and y;.; computes
its left key Kj =y}, right key Kf= yﬁ],Y KR /K"
and broadcasts Y;. Notice that K = KR] is a common
DH key between users U;,U;_{ and K = K,+1 is a com-
mon DH key between users Uj, U 1.

3. Finally, in the key computation phase, U; computes

Kf K, KF 4 as follows making use of its

own right key Kf:KF, =Y .KFKE, =Y KE
Rﬁ(n y = Yicm- 1)K Then U; verifies if KR

i+(n-1)
same as that of its own left key K (= K[, ,_;)). If verifica-

tion fails, then U; aborts. Otherwise, U; has correct
right keys of all the users. U; computes the session

key sk=KFfK5...KR mod ¢ which is equal to
ghetaatsxax [ also computes and stores h = H(sk)
for a possible subsequent join operation and stores its
left key and right key K}, K¥ respectively for a possible
subsequent leave operation.

R

i+(n-2)* is

key = (&)° key = (&)
0 0O
A B
a gb b

Fig. 1. Diffie-Hellman key agreement.

@) @) e @) @)
U, U, cee U, U,
X Xy e Xn 1 Xn
X X _ X
g g g n-1 gkn round 1
K} K5 K® K®
= = e = —': round2
I<] K2 Kn—] Kn
Fig. 2. Initial group key agreement (DB.Setup).
Represented by U, New users
@] O vee O O (@) eee O
Ul U2 n-1 Un Un+ 1 Un+m
; i
X1' ll'\l X, Xo+1 X n4m
Fig. 3. Join operation (DB.Join).
Leaving user
o O O o O
Ui_z Ui—l U i UH—I Ui+2
X Xisl
new new :round 1
new new new new :round 2

Fig. 4. Leave operation (DB.Leave).
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2.3.2. Protocol DB.Join

The key agreement in Join algorithm is done in such a
way that new users are unable to know previous session
keys. When a set of new users Uln+1,..,n+m] with
respective private ephemeral keys x[n+ 1...,n+m] wants
to join a group of users U[1, ... n] with respective new
randomly chosen private ephemeral keys x[1,...n],
DB.Setup is invoked among users U, UpU[nn+1,...,
n+m] with respective private ephemeral keys x’l,fl,x’
[n,n+1,..., n+m]. We consider U, as a representative
of the set U[2,3,...,n — 1] and execute DB.Setup consider-
ing a virtual ring of m + 3 users, instead of a virtual ring
of n+m users. Here h is the common seed value that

users U[1, 2, ..., n] agree upon in previous session before
users Uln+1,..,n+m] have joined. In addition, from
transmitted messages, users U[3,..., n— 1] are able to

compute the current session key in the same way as U,
does, as they know the common seed value h. However,
they do not participate in the communication during
protocol execution, although they receive all the
messages which they are supposed to receive. Here it is
assumed that new members have the knowledge of
who are in the system, whom to communicate with
and who their immediate neighbours are on the virtual
ring, i.e. they have the knowledge of old partner identity
in the previous session before executing the Join
algorithm for the current session. To handle join opera-
tions efficiently (without restarting the initial protocol),
participants use the saved value h in the previous session.
Thus the proposed join algorithm takes advantage of
reusability of users’ precomputed values in previous
sessions in order to save most users’ computations for
updating session keys in subsequent session in which
users join the group.

2.3.3. Protocol DB.Leave

The key update in Leave algorithm is performed to
make the set of revoked users in a session unable to know
the current and subsequent session keys. The leaving
users are dropped from the virtual ring. Left and right
neighbours of each leaving user choose new private
ephemeral keys. Then the key agreement is done as usual
in the resulting ring of users with respective private
ephemeral keys by invoking DB.Setup. However, in round
1, only the first closest non-leaving left and right neigh-
bours of a leaving participant choose new private ephem-
eral keys and broadcast new values, the second closest
non-leaving left and right neighbours of a leaving partici-
pant broadcast precomputed values, and other users
broadcast nothing. On the other hand, in round 2, only
the following non-leaving neighbours of a leaving user
broadcast the modified new values, while the other users
broadcast the precomputed values saved in previous
session:

- the first closest non-leaving left neighbour of the leaving
user computes its new left key and new right key and
broadcasts the modified new quotient of new right
key and new left key,

- the first closest non-leaving right neighbour of the leav-
ing user computes its new left key and new right key

and broadcasts the modified new quotient of new right
key and new left key,

- the second closest non-leaving left neighbour of the
leaving user computes its new right key and broadcasts
the modified new quotient of new right key and pre-
computed left key,

- the second closest non-leaving right neighbour of the
leaving user computes its new left key and broadcasts
the modified new quotient of precomputed right key
and new left key

Here also, it is assumed that each user knows the posi-
tions of its partners on the virtual ring in the current ses-
sion associated with this Leave operation. To handle leave
operations efficiently (without restarting the initial proto-
col), most of the participants use the saved values of their
left keys and right keys precomputed in the previous ses-
sion, only a limited number of participants compute their
new left and right keys. Thus the proposed leave algorithm
takes advantage of reusability of user’s precomputed val-
ues in previous sessions in order to save most user’s com-
putations for updating session keys in subsequent session
in which users leave the group.

The unauthenticated DB protocol can be viewed as a
variant of unauthenticated protocol of Burmester and Des-
medt BD-I [9] . However, the session key computation is
done differently, although with same complexity of BD-I
protocol. This unauthenticated protocol is proven to be se-
cure against passive adversary assuming the intractability
of decision Diffie-Hellman (DDH) problem. Authors incor-
porate authentication in the unauthenticated DB protocol
using digital signature with appropriate modifications in
Katz-Yung [23] compiler. The authenticated DB protocol
is a simplification of the protocol of [23] in which authors
have done away with random nonces and have been able
to reduce number of rounds by one. The security proof is
actually tighter than that in Katz-Yung [23]. This is due
to the fact that authors use a setting of unique instance
numbers instead of random nonces and are able to avoid
the event Repeat that comes in Katz-Yung security proof,
thus reducing complexity of Katz-Yung compiler. They fur-
ther extend this static authenticated protocol to dynamic
setting by introducing algorithms for join and leave as de-
scribed above. To handle these operations efficiently (with-
out restarting the initial protocol), participants use the
saved values h = H(sk{; ), K} and K to take advantage of
reusability of user’s precomputed values in previous ses-
sions in order to save most user’s computations for updat-
ing session keys in subsequent session in which users join
and/or leave the group. Thus they gain in computation
complexity in their dynamic protocol in contrast to execut-
ing the BD-I protocol (which is static) among the new
group of users. Besides, the protocol has the ability to de-
tect the presence of a corrupted group member, although
it cannot detect who among the group members are
behaving improperly. If an invalid message is sent by a cor-
rupted member, then this can be detected by all legitimate
members of the group and the protocol execution may be
stopped instantly. This feature makes the DB protocol
interesting when the adversarial model no longer assumes
that the group members are honest.



772 R. Dutta, T. Dowling /Ad Hoc Networks 9 (2011) 767-787

2.4. Security model for symmetric encryption

Let M U {®} be the message space, K be the key space
and C be the ciphertext space. A symmetric encryption
scheme is a pair of algorithms Symm = (&, D). The encryp-
tion algorithm & is a probabilistic algorithm which takes
as input a key k € K, a plaintext x € M and returns a
ciphertext y = £(k,x) € C. The decryption algorithm D is
deterministic and takes as input a key k € K, a purported
ciphertext y € C and returns a unique value D(k,y) € M.
We have D(k, E(k,x)) = x for all x € M and k € K. A return
value of ® from D is intended to indicate that the cipher-
text was not the encryption of any plaintext and thus re-
garded as “invalid”. CBC encryption and Vernam cipher
encryption are examples of symmetric encryption algo-
rithms. The following notion of security for symmetric
encryption is defined as in [1].

Security (find-and-guess notion): Let 4 be an adversary
that defeats the security of symmetric encryption scheme
Symm = (€, D). Consider the following game between A
and a challenger.

1. At the start of the game, the challenger chooses a ran-
dom key k € K and gives A the access to the encryption
oracle £(k, ).

2. A runs in two stages - find and guess. A may query the
encryption oracle £(k,-) during either stage.

3. In the find stage, .A outputs a pair of equal length plain-
texts x,,X; € M.

4. The challenger chooses a bit b € {0,1} uniformly at ran-
dom, computes y, = £(k,x,) and outputs yp.

5. In the guess stage, A is given y, which is a random
ciphertext for one of the plaintexts xo,x; and outputs a
guess bit b'.

The adversary A wins the game if b=b'. Let Succ be the
event that .4 wins in the above game. We define
Advisr';'r;ni'iszg = |2Prob[Succ] — 1|
to be the ind-cpa-advantage of A in this find-and-guess no-
tion of security and

Symm Symm.A

Advindfcpaffg(t7 ng M) _ ij{Advindfcpaffg}

where the maximum is over all .4 with time complexity ¢,
making at most g, queries to the encryption oracle and
sum of lenghts of all the encryption queries is at most u
bits.

2.5. Security model for key agreement

The following security model for key agreement is
based on Bresson et al.’s [8] formal security model for
group key agreement.

Let P = {U4,...,U,} be a set of n (fixed) users or partic-
ipants. At any point of time, any subset of P may decide to
establish a session key. We identify the execution of proto-
cols for key agreement, member(s) join and member(s)
leave as different sessions. The adversarial model allows
concurrent execution of the protocol and consists of allow-
ing each user an unlimited number of instances with each

instance may be used only once, and with which it exe-
cutes the protocol for key agreement or inclusion or exclu-
sion of a user or a set of users. We assume adversary has
complete control over all communication, but never partici-
pates as a user in the protocol. We will require the following
notations.

I, ith instance of user U.
Sklb session key after execution of the protocol by
. Hll]' .

sidy  session identity for instance ITj;. We set
Sidb =S= {(U] s i]), ey (Uklk)}
such that (U,i) € S and users Uy, ..., U, wish to
agree upon a common key in a
session using the unused instances
1R s

pidy partner identity for instance ITj;, defined by
pidy = {U1,..., Ui},
such that (Uj, ;) € sidy, for all 1 <j < k, where i;
comes from sid}, as defined above.

accl, 0/1-valued variable which is set to be 1 by H{,
upon normal termination of
the session and 0 otherwise.

The following oracles model an adversary’s interaction
with the users in the network, where S,5;,S, are three sets
such that SN'S; =0 and S, C S. More precisely, let

S={(Uy,i1),...,(U,i)}, S
={(Up,i11), -, Uik, i) 1, S2 = {(Uy,, By ), - -, (U, B3}

where {Uj, ..., U} is any non-empty subset of P.:

- Send(U,i,m) : The output of the query is the reply (if
any) generated by the instance IT,, upon receipt of mes-
sage m. The adversary is allowed to prompt the unused
instance HL to initiate the protocol with partners
Us,..., U, 1< n, by invoking Send(U,i,{U,,...,U; )). This
query models an active attack, in which the adversary
may intercept a message and then either modify it, cre-
ate a new one or simply forward it to the intended
participant.

— Execute(S) : The output of this query is the transcript of
an honest execution of the key agreement protocol
among unused instances HBI e H'L‘,,. A transcript con-
sists of the messages that were exchanged during the
execution of the protocol.

- Join(S,S1) : The output of this query is the transcript
generated by the invocation of algorithm Join for the
insertion of user instances H;’,ﬁl ey Hi’,‘lfk in the group

{Hi}] . .,H‘i’,{}. If Execute(S) has not taken place, then

the adversary is given no output. This query is initiated
by a send query.

— Leave(S,S>) : The adversary is given the transcript gener-
ated by the honest execution of procedure Leave for the

. i i
removal of user instances H{,‘I e H{fl from the group
1 k

{H’L‘,] e HZI } If Execute(S) has not taken place, then the
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adversary is given no output. This query is also initiated
by a send query.

- Reveal(U,1): This unconditionally outputs session key ski,.

— Corrupt(U) : This outputs the long-term secret key (if
any) of player U.

- Test(U,i) : Abit b € {0,1} is chosen uniformly at random.
The adversary is given sk, if b= 1, and a random session
key if b =0.

A passive adversary has access to Execute, Join, Leave, Re-
veal, Corrupt and Test oracles while an active adversary is
additionally given access to Send oracle. For static case,
there are no Join or Leave queries as a group of fixed size
is considered. The adversary can ask Send, Execute, Join,
Leave, Reveal and Corrupt queries several times, but Test
query is asked only once and on a fresh instance.

We say that an instance HL is fresh unless either the
adversary, at some point, queried Reveal(U,i) or Reveal(U',j)
with U’ € pid}, or the adversary queried Corrupt(V) (with
V € pid,) before a query of the form Send(U,i,x) or
Send(U,j,*) where U’ € pid},.

Finally, the adversary outputs a guess bit b. Such an
adversary is said to win the game if b=b, where b is the
hidden bit used by Test oracle. Let Succ denote the event
that the adversary A wins the game for a key agreement
protocol XP. We define

Adv 4 xp := |2 Prob[Succ] — 1|

to be the advantage of the adversary A in attacking the
protocol XP.

The protocol XP is said to be a secure unauthenticated
group key agreement (KA) protocol if there is no polyno-
mial-time passive adversary with non-negligible advan-
tage. We say that protocol XP is a secure authenticated
group key agreement (AKA) protocol if there is no polyno-
mial-time active adversary with non-negligible advantage.
In other words, for every probabilistic, polynomial-time,
0/1 valued algorithm A, Advxp < # for every fixed L>0
and sufficiently large integer M For concrete security anal-
ysis, we define

maximum advantage of any
passive adversary attacking
protocol XP,

running in time t and making
g calls to Execute oracle.
maximum advantage of any
active adversary attacking
protocol XP, running

in time t and making g calls to
Execute oracle and gs calls to
Send oracle.

AdVERA(t, qg. ;. q;.qs) Maximum advantage of any
active adversary attacking
protocol XP, running

in time t and making g calls to
Execute oracle, g; calls to Join
oracle,

qy calls to Leave oracle and gs
calls to Send oracle.

Advié(t, qE)

AvaSA(t: qg, qS)

3. Hybrid key agreement protocols

In this section, we propose two cluster-based hybrid
key agreement protocols. We first address the clustering
technique for organization of the network nodes into clus-
ters and then detail the unauthenticated versions of our
protocols HP-1 and HP-2. A high-level description of these
two hybrid protocols is provided in Fig. 5. Finally, we will
show how to extend these protocols into authenticated
protocols AHP-1 and AHP-2 respectively.

3.1. Cluster formation

Suppose we have a large multi-hop wireless ad hoc net-
work with no fixed infrastructure such as switching cen-
tres or base stations. Each mobile node is assumed to
have some computational power and an omni-directional
antenna. A message sent by a node can be received by all
nodes within its transmission range. On the other hand,
the nodes that are far apart have to rely on intermediate
nodes to relay messages. Clustering is an efficient tech-
nique of organizing the nodes in a wireless ad hoc environ-
ment. There are large variety of clustering protocols
[5,32,35]. The overhead involved in a clustering technique
comprises of two phases: cluster initialization phase and
cluster maintenance phase. Sucec and Marsic [35] provides
a theoretical upper bound O(nlogn) (n is the node count)
on the communication overhead incurred by a particular
clustering algorithm in ad hoc networks. Clustering is also
used in some routing protocols for ad hoc networks. Rout-
ing is then divided into two parts: routing within a cluster
(intra-cluster) and routing between different clusters (in-
ter-cluster). Most of the clustering protocols perform hier-
archical routing among the clusters to (i) increase the
robustness of routes by providing multiple possibilities
for routing among the clusters, (ii) reduce the size of rout-
ing tables [5], and (iii) incurs less communication overhead
for tracking mobile nodes in large multi-hop mobile wire-
less network [5,32].

In our proposed protocols, we use a clustering method
based on [26] to (hierarchically) organize the mobile nodes
based on their relative proximity to one another. Our clus-
tering algorithm divides nodes into small groups, called
clusters. We assume that every node can find a cluster to
join, i.e. all nodes are reachable by at least one other node.
Each cluster elects a cluster head which acts as a backbone
node or gateway node or sponsor for cluster interaction
and is responsible for establishing and organizing the clus-
ter. This cluster head election within a cluster can be done
according to node connectivity, computational power and/
or extra radio facilities. For instance, the node with the
highest connectivity in a given area may become the clus-
ter head. We assume that cluster heads have more compu-
tation and communication power than the ordinary nodes.
More precisely, cluster heads have an additional powerful
radio to establish wireless links among themselves. The
election of cluster heads has been a topic of many papers
as documented in [3,4,18]. All nodes in a cluster are within
direct transmission range of the cluster head and each
node pair in the same cluster can also communicate in
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Protocol HP -1
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Fig. 5. Hybrid key agreement protocols (S; —» X means S; broadcasts X).

one-hop. We briefly review below a clustering method
based on [26], which consists of two phases: cluster initial-
ization phase and cluster maintenance phase.

o Clusterinitialization phase: This partitions an ad hoc net-
work into a number of clusters and each node gains the
knowledge of who are within its own cluster.

(a) Each node makes its active neighbours aware of its
presence by broadcasting an initial lamAlive message
and its identity to its one-hop away neighbours.

(b) Once the nodes have gathered information about

their neighbours, the cluster head within a certain

region should broadcast a message lamSponsor to
its one-hop away neighbours to confirm its leader-
ship within that cluster.

A node receiving lamSponsor message marks itself as

an ordinary node and broadcasts lamOrdinary to all

its one-hop away neighbours for confirming its
inclusion in that cluster.

(d) Each node in a cluster knows the identities of all its
one-hop away neighbours. The cluster head com-
putes a cluster-identifier, which is concatenation of
identities of all the cluster nodes within that cluster.

(c

~—

We assume that a sponsor has the knowledge that it is a
designated sponsor, election of which is based on some
attributes of the network. In case a node gets several mes-
sages like lamSponsor, it processes only the message that it
receives first. Thus each cluster elects exactly one sponsor
and each node belongs to a unique cluster. Consequently,
the clusters are disjoint in the resulting clusterization. So
far, each node only has to broadcast twice to its one-hop
neighbours - one for telling its identity and one for notify-
ing its sponsor/ordinary status. Wireless nodes are not sta-
tic and can move around. If the node’s movement does not
cause the change of the network topology, it is needless to
say that no maintenance is necessary. Otherwise, the fol-
lowing steps are executed.

e Cluster maintenance phase: This enables all the nodes
within a cluster to know which nodes want to join or
which nodes want to leave the cluster. Thus each node
is updated with the knowledge of who are within its
own cluster after any membership change has occurred.

Adding node.

(a) Suppose a new node falls within the direct
transmission range of a cluster, i.e. it is able
to communicate with all the nodes in the
cluster in one-hop. If this new node is willing
to join the network, it broadcasts its identity
together with a message lamAlive — thereby
making aware of its presence to its one-hop
away neighbours.

(b)  The cluster head broadcasts the cluster-iden-
tity and a message lamSponsor to its one-hop
away neighbours to confirm its leadership
within that cluster.

(c) The new node receiving lamSponsor message
marks itself as an ordinary node and broad-
casts to its one-hop away neighbours lamOrdi-
nary to confirm its inclusion in that cluster. On
receiving the cluster-identity from the cluster
head, the new node becomes aware of its
neighbours in that cluster.

(d) The cluster head modifies the cluster-identi-
fier by concatenating the identity of the new
user with the old cluster-identifier.

Removing node

(a)  Suppose a node has moved out of the range of
a cluster. The cluster head would be aware of
this variation. Otherwise, when a node wants
to get revoked from a cluster, it broadcasts its
identity together with a message lamLeaving
to all its one-hop away neighbours. The clus-
ter head modifies the cluster-identifier by
dropping the identity of the revoked node
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from the concatenation of the identities (old
cluster-identifier).

(b) If the cluster head is revoked, then the cluster
should be reconstructed. A new cluster head
need to be elected among the nodes of the
cluster such that the new cluster head has
the highest connectivity with additional
power of computation and communication
to establish wireless links among the other
cluster heads in the network.

3.2. Notations

We now describe the notations for our algorithms that
are used in the subsequent subsections. Algorithms 1, 2,
4, 5 and 6 use the following notations fori=1,...,n.

G ith cluster,

S; sponsor node in G,

CK; cluster key agreed among all nodes of G,

Ex () an encryption function under
symmetric key K,

Dk (+) corresponding decryption function
under symmetric key K,

SK session key,

T a spanning tree with vertices S[1,...,n],

h height of the tree T,

I; number of children of S; in T,

PS; parent of sponsor S; in T,

GSi jth child of S; in T,

CLK[PS;] cluster link key of S; with its parent,

CLK[G;Si] cluster link key of S; with its jth child,
CLK{[O,...,;] cluster link keys of S; with its direct
neighbours in T

More  precisely, let CLK;[0]=CLK[PS;],CLK;[j] =
CLK[C]S,‘]fOI‘j =1,. .,l,‘.

For Algorithm 3, we need to use a level for each node in
the spanning tree T. The following notations are used to de-

scribe this algorithm for j=1,.. ., h:

50 ith node at the jth level in T,

Sl(lfu root node in T at the highest level h,

n; number of nodes at the jth level in T,

li@ number of children of SED inT,
i=1,..,n

pi+tgd parent of sponsor S in T at the

j+ 1th level,

ci-sy kth child of S in T at the (j — 1)th
level,
CK?) cluster key of the sponsor Sim,

CLK[PU*DSD]  cluster link key of S with its parent

at the (j + 1)th level in T,

cluster link key of 51‘0) with its kth

child at the (j — 1)th level in T, and

CLK,.U) o,..., l?)] cluster link keys ofo.j> with its direct
neighbours in T

CLK[CY VsV

More precisely, let CLK?[0] = CLK[PY*VS?], CLKY [k] =
CLK[C}{"’”S,@] fork=1,...,19.

3.3. Unauthenticated hybrid protocol HP-1

In this protocol, we do not need to assume that all spon-
sors can communicate among themselves in single-hop.
Rather we use a more flexible setting where the sponsors
constitute a connected multi-hop hierarchical network. In
other words, all sponsors in this setup need not to commu-
nicate among themselves, only neighbouring sponsors
communicate and perform DH key exchange to form clus-
ter link keys. This is a more reasonable assumption in the
context of wireless ad hoc network because the sponsors’
transmission ranges might be limited as well and it might
be difficult for a sponsor to reach the other sponsors in a
single-hop. We describe HP-1 in two phases: (a) Initial
Key Agreement (IKA) phase that establishes the initial group
session key, and (b) Group Key Maintenance (GKM) phase
that handles all dynamic events such as a member join/
leave and then refreshes the group session key.

3.3.1. Initial Key Agreement

Initially, suppose the entire set of nodes in the network
are divided into n clusters Cy, . . .,G, following our clustering
algorithm as described in the Section 3.1. Let S; be the
sponsor node in G for i=1,...,n. Our protocol consists of
the following steps.

Step 1: (Cluster Key Agreement) All clusters execute
DB.Setup in parallel and compute their respective
cluster keys. Let CK; be the common cluster key
agreed among all the nodes in C; for i=1,...,n.
We call this procedure ClusterKeyAgree which is
described as Algorithm 1.

Algorithm 1. (procedure ClusterKeyAgree) Computation of
cluster key CK; among all the nodes in the cluster C; fori=
1,...,n

1: fori« 1 to n in parallel

2: call DB.Setup among all nodes in the cluster G

3: Let CK; be the common cluster key agreed
among all nodes of G;

4: end for

Step 2: (Cluster Link Key Agreement) Consider a graph with
sponsors Si,5,,...,S, as vertices of the graph and
two vertices S;,S; are connected by an edge if they
can communicate in one-hop. Find a spanning tree
T in the graph by performing a Breadth-First
Search (BFS) or a Depth-First Search (DFS) on the
graph, time complexity of which is O(e), where e
is the number of edges in the graph [21,38] . This
means that T has all the sponsors S1,S5,...,S, as
its vertices and each vertex in T can communicate
with its parent and children in one-hop. Thus all
the sponsors in the ad hoc network construct a vir-
tual hierarchical link network. Let h be the height
of the tree T. All sponsors in T invoke DH key
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agreement simultaneously with their one-hop
away neighbours (parent and children) in T to con-
struct all their cluster link keys. While doing this,
each sponsor uses the same private ephemeral
key for all its cluster link keys in a session. The root
sponsor in T has no parent, so it computes cluster
link keys only with its children. As long as the
sponsors do not leave the network, this spanning
tree T does not need to be reconstructed and can
be used for several sessions to update/refresh ses-
sion key due to member join or member leave or
any change in the network topology. We call this
procedure ClusterLinkKeyAgree. See Algorithm 2.

Algorithm 2. (procedure ClusterLinkKeyAgree) Computa-
tion of cluster link keys CLK; along the edges (or between
the adjacent sponsors) of the spanning tree T of sponsors
St,--45n

1: for i« 1 to n in parallel

2: perform Steps 3-8 in parallel
3: call DH between sponsor S; and its child GS; for
eachj,j=1,...1;

4: Let CLK[GS;] be the cluster link keys agreed
between S; and its respective child GS; in T for
eachj,j=1,...,}

5: end for

Step 3: (Session Key Distribution among sponsors using clus-
ter link keys) We call this procedure SessionKeyDist-
Sponsors which is given by Algorithm 3.

(a) The root node (sponsor) in the tree T selects a
random session key SK, drawn uniformly from
the key space, encrypts SK using the cluster
link keys of its children and sends the respec-
tive encrypted values to the corresponding
children.

(b) The one-hop away children (sponsors) of the
root sponsor decrypts the corresponding
broadcast value with their respective cluster
link keys and recovers the session key SK.

(c) Each child re-encrypts the recovered session
key SK with the cluster link keys of its children
and broadcasts the encrypted values.

(d) Continue stages(b)and(c)ineach subtree of the
root sponsor until the leaf nodes are reached.

Algorithm 3. (procedure SessionKeyDist-Sponsors) Session

Key Distribution among the sponsors from the root level

to the leaf level in the spanning tree T of sponsors

11 The root sponsor S| chooses a random session
key SK and then computes and sends

Ecucr v (SK) to its kth child GV} in T for
k=1,...,1"

2: forj—h-1downto 1do

3: for i — 1 to n; do in parallel

4: 51@” decrypts SCLK[PUHJS?)] (SK) using the

cluster link key CLK [P("*‘)S?)] € CLKY [0, . li@]
and recovers SK

5: 51@ then computes and sends ECLK[Cg’”s}”](SK)
to its kth child CV"Vs? in Tfor k= 0,...,1” using
the cluster link keys
ck[cf Us?] e ck? o, 1]

6: end for

7: end for

Step 4: (Session Key Distribution among the nodes in a clus-
ter using cluster key) The sponsor S; in the cluster G
encrypts the session key SK using the cluster key
CK; and broadcasts this encrypted value within
its cluster. Each cluster member in C; decrypts
the broadcast value using the common cluster
key CK; and recovers the session key SK. We call
this procedure SessionKeyDist-ClusterNodes and
describe as Algorithm 4.

Algorithm 4. (procedure SessionKeyDist-ClusterNodes) Ses-
sion Key Distribution among all the cluster nodes within
the cluster C;

1: The sponsor S; in the cluster C; computes and
broadcasts Eck, (SK)

2: Each cluster node in C; decrypts the broadcast
value using the common cluster key CK; and
recovers SK

3.3.2. Group Key Maintenance

Wireless nodes are highly mobile in nature and the
nodes’ movement may cause the change of the network
topology frequently. It is therefore important and neces-
sary to update the group session key to ensure security.
No maintenance is necessary in case the node’s movement
do not cause the change of the cluster structure. Otherwise,
the following steps are performed.

Step 1: Suppose a set of nodes U wants to join/leave the
cluster C. Update the cluster key CK; in C; by
invoking DB.Join among C; U U if U wants to join
C; or DB.Leave among C\U if U wants to leave C;.
This procedure is called ClusterKeyUpdate and can
be found as Algorithm 5.

We update the cluster keys in the clusters where mem-
bership changes have occurred by invoking
ClusterKeyUpdate.

Algorithm 5. (procedure ClusterKeyUpdate) Cluster key
update in the cluster C; when a set of users U joins/leaves C;

1: if U wants to join C; then
2: call DB.Join among the nodes C;u U
3: els if U wants to leave C; then
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4. call DB.Leave among the nodes G\U

5: end if
6: Let CK; be the updated cluster key in the new
cluster

Step 2: The cluster link keys of sponsor S; are updated by
invoking DH key agreement simultaneously
between §; and its immediate neighbours (parent
and children) in the spanning tree T of sponsors.
Thus if number of children of S; in T is [; then S;
needs to perform (l;+1) DH key agreement to
update the cluster link keys and the parent and
children of S; has to perform only 1 DH key agree-
ment each to update the corresponding cluster
link keys. All these cluster link key updates are
done among the sponsor S; of the modified cluster
C; (where membership changes have occurred)
and its one-hop away neighbours in the tree T in
parallel by simultaneous execution of DH key
agreement. Other sponsors in the tree T do not
need to update their cluster link keys. (cf. Fig. 6).

Step 3: A new session key is chosen by the root sponsor in
T. This new session key is distributed among the
other sponsors by invoking SessionKeyDist-Sponsors
(see Algorithm 3) using the cluster link keys.

Step 4: Finally, each sponsor distributes the new session
key among all the nodes in its own cluster by
invoking SessionKeyDist-ClusterNodes (see Algo-
rithm 3) using the cluster key.

3.4. Unauthenticated hybrid protocol HP-2

In this protocol, we assume that all the sponsors are
able to communicate among themselves in single-hop
and thus is a more restrictive network for mobile nodes
as compared to HP-1. As in HP-1, protocol HP-2 also con-
sists of two phases: (a) Initial Key Agreement (IKA) phase,
and (b) Group Key Maintenance (GKM) phase.

3.4.1. Initial Key Agreement
Initially, all the nodes are divided into n clusters
Cy,...,C, with sponsors S,...,S, respectively following

Membership change in  C;
7

Fig. 6. Cluster link key updates in case T is a balanced binary tree of
sponsors, where membership changes have occurred within the cluster
C;; sponsor S; performs 3 DH and its one-hop away neighbours (PS;, C;S;
and G,S;) in T perform 1 DH each.

our clustering algorithm as described in the Section 3.1.
Our protocol consists of the following Steps.

Step 1: (Cluster Key Agreement) We invoke procedure Clus-
terKeyAgree, where all clusters C,...,C, execute
DB.Setup in parallel and compute their respective
cluster keys CKj...,CK, following Algorithm 1.

Step 2: (Session key agreement among sponsors) Consider
the sponsors S4,S,,...,S, on a virtual ring and exe-
cute DB.Setup among them to agree upon a com-
mon session key SK. While doing this, the
sponsors select their respective private ephemeral
keys at random. We call this procedure SessionKey-
Agree-Sponsors and present as Algorithm 6.

Algorithm 6. (procedure SessionKeyAgree-Sponsors) Agree-
ment of session key SK among the sponsors Sy,...,S,

1: call DB.Setup among the sponsors Si,S,,...,S,
2: Let SK be the common session key agreed among
Sl,SZ,- . -vsn

Step 3: (Session Key Distribution among the nodes in a clus-
ter using cluster key) We invoke procedure Session-
KeyDist-ClusterNodes described by Algorithm 4 in
each cluster C. The sponsor S; in the cluster G
encrypts the session key SK using the cluster key
CK; and broadcasts this encrypted value within
its cluster. Each cluster member in C; decrypts
the broadcast value using the common cluster
key CK; and recovers the session key SK.

3.4.2. Group Key Maintenance
The following steps are performed to update group ses-
sion key to handle dynamic membership change.

Step 1: Suppose a set of nodes U wants to join/leave the
cluster C;. Update the cluster keys in the clusters
where membership changes have occurred by
invoking ClusterKeyUpdate as given by Algorithm 5.

Step 2: A new session key is agreed by invoking DB.Setup
among the sponsors S1,S,,. . .,S,. This is done in an
efficient manner to save the computation costs for
most of the sponsors retaining the security of the
protocol. While executing DB.Setup, the sponsors
corresponding to the clusters where membership
changes have occurred select new private

Membership change in C,
DH | DH
SH SH S i Sm Si+2
X
new :round 1
new new new :round 2

Fig. 7. DB.Setup among sponsors where membership changes have
occurred within the cluster C; the sponsor S; performs 2 DH and its
immediate neighbours (S; 1 and Si.) in the ring performs 1 DH each.
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ephemeral keys. Other sponsors make use of the
precomputed exponentiation in the first round
communication and precomputed left key- right
key pairs in the second round communication.
(cf. Fig. 7).

Step 3: Finally, each sponsor distributes the new session
key among all the nodes in its own cluster by
invoking SessionKeyDist-ClusterNodes (see Algo-
rithm 4) using the cluster key.

3.5. Authenticated hybrid protocols AHP-1 and AHP-2

We now describe the idea of transforming our unau-
thenticated protocols HP-1 and HP-2 to secure authenti-
cated protocols AHP-1 and AHP-2 respectively to mount
attacks against an active adversary. We adapt the authen-
tication mechanism used by Dutta and Barua [15] which is
an efficient and simplified variant of Katz-Yung [23] gen-
eric technique for converting any group key agreement
protocol secure against a passive adversary to a group
key agreement protocol secure against an active adversary.
We use a digital signature scheme DSig = (K, S, V) which
is strongly unforgeable under adaptive chosen plaintext at-
tack. Here K is key generation algorithm, S is signature
generation algorithm and V is signature verification algo-
rithm. Let Advpsi,(t) denote the maximum advantage of
any adversary running in time t in forging a new mes-
sage-signature pair. For simplicity, we assume that the sig-
nature length is independent of the length of the message
signed, which can be achieve in practical by using colli-
sion-resistance hash function on the message. We describe
briefly the construction of AHP-1 from HP-1. A similar con-
struction can be given for AHP-2 from HP-2. From hence-
forth, A|B stands for concatenation of elements A and B.

1. As part of the signature scheme, each user U; chooses a
signing and a verification key sky, and pky, respectively
by running the key generation algorithm.

2. The users in the network now execute the protocol
HP — 1 with the following modifications:

(a) Quite often, we identify a user U; with its instance
1‘[‘[’}’, for some integer d; that is session specific dur-
ing a protocol execution. Let m be the tth message
broadcast by an instance Hf;, with identity U; as part
of the protocol HP — 1. Then for the protocol
AHP — 1, instance Hf,‘i replaces m by M; = Uj|tjm|d;,
computes the signature o; = S(sky,, M;) and broad-
casts M;—ao;.

(b) Let instance H receives a message of the form
Uj|tjm|dj|o; as part of the protocol AHP-1. Then Hd
checks that:

- Uje pldu, where pid? is the partner identity for
instance Hd as defined in Section 2. 5;

— tis the next expected message number for mes-
sages from instance IT % and

- the validity of the 51gnature o; using the verifica-
tion algorithm V and respectlve verlﬁcatlon key
pky,. If verification fails, then HU sets accU =0,
sk = NULL and aborts. Otherwise, IT¢, contin-
ues as it would in HP — 1 upon receiving tth
message m from instance Hf,’l

3. Each non-aborted instance computes the session key as
in HP-1 and builds up the session identity as the proto-
col proceeds by extracting the identities and instance
numbers of the participants from the publicly transmit-
ted messages. The detail construction of session iden-
tity will be described shortly.

We point out the following issues related to the above
authentication mechanism.

e Partner identity: We assume that any instance IT; 4
knows its partner identity pid 4 X which is essentlally
the set of users with which it is partnered in the partic-
ular session.

e Numbering of the messages: Any instance IT] % sends outa
finite (two) number of messages, which can  be uniquely
numbered by IT; % based on their order of occurrence.

e Session identity: Thls is defined in a different way than
Katz-Yung and plays an important role in authenticat-
ing our protocols. Session identity is required to identify
a session uniquely and all participants executing a ses-
sion should hold the same session identity. Convention-
ally, session identity sid!, for an instance IT, is set to be
concatenation of all (broadcast) messages sent and
received by H{, during its course of execution. This
essentially assumes that all the partners of HL hold
the same concatenation value of sent and received mes-
sages which may not be the case in general. Our defini-
tion of session identity is different which is similar to
that documented in [15] and can be applied for more
general protocols.

Suppose users Uj, , ..., U; wish to agree upon a common
key in a session using unused instances Hd‘i ,...,Hf,kx.
1 k

According to our definition in Section 2.5, sid‘zji_ = {(U;

dy),..., (Ui, di)}. At the start of the session, l'[ldjr jneed not
to know the entire set sidd’ This set is built up ajls the pro-
tocol proceeds. Of course, Jwe assume that Hf knows the
pair (Uj,d;). Clearly, H’ knows U;. Knowledge of d; can

be maintained by U; by keeplng a counter which is incre-
mented when a new instance is created. Each instance
keeps the partial information about the session identity
in 2 variable psud‘ Before the start of a session an 1nstance
l'[’ sets p5|d = {(Uy, d;)}. As the protocol proceeds, H’

keeps on extracting identity-instance number pairs of
other instances engaged in that session. Notice that iden-
tity-instance number pairs are “patched” with appropriate
signatures in the publicly transmitted messages of AHP-1.

After completion of the session, p5|dU = S|dU = {(Uy,,
di),..., (Ui, di)}. We refer to [12,15] for join and leave
algorithms where the detail construction of session iden-
tity sid from partial session identity psid is provided.

We will make the assumption that in each session at
most one instance of each user participates. Further, an in-
stance of a particular user participates in exactly one ses-
sion. This is not a very restrictive assumption, since a
user can spawn an instance for each session it participates
in. On the other hand, there is an important consequence of
this assumption. Suppose there are several sessions which
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are being concurrently executed. Let the session identities
be sidy,. . .,sidx. Then for any instance I, there is at most
one j such that (U,i) esid; and for any j; #j,, we have
sidj, N'sid;, = 0. Thus at any particular point of time, if we
consider the collection of all instances of all users, then
the relation of being in the same session is an equivalence
relation whose equivalence classes are the session identi-
ties. Moreover, an instance IT}, not only knows U, but also
the instance number i - this being achieved by maintaining
a counter.

We bind the session identity with the message trans-
mitted during our protocol execution. Since session identi-
ties uniquely identifies a session and all users in a
particular session hold the same session identity, such an
inclusion of session identity in transmitted messages pre-
vents replay attack. In replay attack, adversary uses mes-
sages transmitted in a previous session in current session
to obtain some information. The use of previously trans-
mitted message in the current session is not valid as ses-
sion identities are different.

The above variant of Katz-Yung compiler [23] reduces
communication rounds by one by avoiding random nonces.
Unlike Katz-Yung, we do not need any extra round for
communication of random nonces during the initialization
phase. A setting of unique instance number is used instead,
which additionally avoids the event Repeat that comes in
Katz-Yung security proof, thus reducing complexity of
Katz-Yung compiler with a tighter security proof.

Remark. The clusters need to be stable enough so that the
nodes do not leave or join while the protocol is still being
executed. We may allow periodic group re-keying, i.e.
periodic join/leave of the nodes.

4. Security analysis

We consider the security of the Initial Key Agreement
(IKA) phase and the group key management (GKM) phase
of our proposed protocols separately. Let HP-1.IKA and
HP-1.GKM respectively denote the IKA and GKM phase of
the protocol HP-1. Similarly, we define HP-2.IKA and HP-
2.GKM for HP-2, AHP-1.IKA and AHP-1.GKM for AHP-1,
and AHP-2.IKA and AHP-2.GKM for AHP-2. We first state
the security results of HP-1.IKA and HP-2.IKA in Theorems
4.3 and 4.4 respectively and present the proof of Theorem
4.3 which makes use of Lemmas 4.1 and 4.2. We will show
in the proof of Theorem 4.3 that HP-1.IKA is secure against
passive adversary assuming that DDH problem is hard and
the symmetric encryption scheme Symm is secure. A simi-
lar proof holds for Theorem 4.4. Lemma 4.1 is the security
result of the DB protocol against passive adversary and we
refer to [15] for its proof. Lemma 4.2 is the security result
of DH protocol against passive adversary and its proof is
provided in this section.

Lemma 4.1. [15] The unauthenticated protocol DB described
in Appendix 2.3 is secure against passive adversary under
DDH assumption, achieves forward secrecy and satisfies the
following: AdvK&(t,qg) < 4 Adv2PH(t) +% where t' = t+
O(|P| qg texp), texp is the time required to perform exponen-

tiation in G, |P| is number of participants in the network
(which is a fixed number) and qg is the number of Execute
queries that an adversary may ask.

Proof. The proof of this Lemma is given in [15] as a
Theorem. O

Lemma 4.2. The unauthenticated protocol DH described in
Appendix 2.2 is secure against passive adversary under DDH
assumption, achieves forward secrecy and satisfies the follow-
ing: AdVER (¢, gp) < 2AdveM(t) + 3 where ¢ =t + O(2qgtexp),
texp is the time required to perform exponentiation in G and
qe is the number of Execute queries that an adversary may ask.

Proof. Let A be a passive adversary for the unauthenti-
cated Diffie-Hellman protocol DH. Given 4, we construct
an algorithm D which solves DDH problem with non-neg-
ligible advantage. The adversary .4 has access to Execute,
Reveal and Test queries. The protocol trivially achieves for-
ward secrecy as there is no long-term secret key in the
unauthenticated DH protocol and thus Corrupt query may
simply be ignored. We first consider .A makes a single Exe-
cute query. Let us define two distributions Real and Fake for
transcript/session key pairs (T,sk) as follows:

X1,X  Zy;

Real := ¢ y; = 8%,y, = 8% : (T, sk)
T = (y1,y,);5k = g%
R A

Fake:= <y, =g".y, =g%;  :(T,sk)

T=(y1.Y)isk =G

We first have the following claim that deals with the Exe-
cute and Reveal queries. O

Claim 1. For any adversary A running in time t, we have the
following where t' <t +2 tey:
|Prob[(T, sk) < Real : A(T,sk) = 1] — Prob[(T, sk)

1

«— Fake: A(T7Sk) = 1” < AdngH(t//) +ﬁ

Proof. Let (A,B,C) € G® be any instance for DDH problem.
Using A, we construct a distinguisher D for DDH problem
that takes (A,B,C) as input and outputs whatever A out-
puts. Let Dist be defined as follows using (A, B,C):

X1,X — Zg;
Dist := { y; = A"y, = B
T=(y1,y2);sk = C"

(T, sk)

We now analyze the output of D. The distribution Real
and the distribution

{a,b—Z, A=g",B=g" C=g® (T, sk)— Dist: (T,sk)}
are statistically equivalent as long as the exponents x;,X»

used in Dist are random. On the other hand, the distribu-
tion Fake and the distribution
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{a,b—Zyc—Z,\{ab},A=g*B=g"
C =g%(T,sk) — Dist : (T,sk)}

are statistically close to within a factor of ‘%‘ The only dif-
ference is in Fake the value of sk is chosen uniformly at ran-
dom from G, whereas in Dist this value is chosen uniformly
from G\{g}, otherwise, these two distributions are statis-
tically equivalent by the random self-reducibility property

of DDH problem. Consequently, we have the following:
|Prob[(T, sk) < Real : A(T,sk) = 1] — Prob|(T, sk)
«— Fake : A(T,sk) = 1]| < |Prob[a, b
—Z;:D(g",g",g") = 1] — Probla, b

% % 1
—Zj,c—Z;\{ab} : D(g" g".g") = 1]| + c

< AV (") + %'

as the time of D is dominated by the time ¢’ of A. Here t’ is
basically equal to t+ 2ty where t.y, is the time required
to perform an exponentiation in G. O

Next we have the following claim to deal with the Test
query, the proof of which follows from the fact that in Fake,
the session key sk is completely independent of the tran-
script T generated there.

Claim 2. For any computationally unbounded adversary A,
we have

Prob|(T,sko) < Fake;sk; « G;b «— {0,1} : A(T,sky) = b] = %

Then we have
Advgﬁ_A(t, 1) := |2Prob[Succ] — 1| = 2|Prob[(T, sko)
«— Real,sk; < G,b — {0,1} : A(T,skp)

=b] 7% = 2|Prob[(T,sko) < Real,sky < G,b

—{0,1} : A(T,skp) = b] — Prob[(T, sko)
«— Fake,sky « G,b « {0,1} : A(T,sky) = b]|

by Claim 2 and

< 2AdVRPH(t") + %

AdVEA (£, 1)
by Claim 1.

Now consider the case for qg(>1) Execute query. The dis-
tinguisher D first generates qr tuples (A;B;,G), 1 <i<qg
with the following properties from the tuple (A,B,C) € G?
given to it.

1. If (AB,C)« Agea» then (A;B;,G) <« Agea for all i,
1 <i < g with (A;, B;) randomly distributed in G? (inde-
pendently of anything else).

2. If (A,B,C) + Agang» then (A;B;,C)« Agrang for all i,
1<i<qe with (A;,B;C) randomly distributed in G*
(independently of anything else).

Then proceeding in the similar way as above of defining
distributions Real, Fake, Dist we may define distributions
Realy, , Fakeg, and Distq, which simply consist of g indepen-
dent copies of each of the corresponding distributions. In
case of Distg,, we use the corresponding tuple (A;, B;, G;) for
the ith copy. We use notation (T,sk) to denote the tran-
script/session key pair generated by these distributions.
Then similar to the claims 1 and 2 , we can prove the fol-
lowing claims:

Claim 3. For any algorithm A running in time t, we have
\Prob[(i;l() — Realy, : .A(?;k =1]- Prob[(? sT() — Fakeg,

L AT, sk) = 1] < Adv2H () + &

where t is as in the statement of the Theorem.

Claim 4. For any computationally unbounded adversary A,
we have

Prob](T,sko) — Fake:sk; — G%;b — {0,1} : A(T,sk) = b]
1
-

Claims 3 and 4 yield the result stated in the Lemma.

Theorem 4.3. The unauthenticated static hybrid key agree-
ment protocol HP — 1.IKA described in Section 3.3 is secure
against passive adversary under DDH assumption, achieves
forward secrecy and satlsﬁes the following: Adviia | «a(t,

) < a AdveP™(E) + 2 + Advig (¢, 0, 0) + g
where t' =t + O(|Pmax| 1 G texp), texp is the time required to
perform exponentiation in G, |Pmax| iS maximum number of
nodes in a cluster (which is a fixed number), n is the number
of clusters in the network, Symm is the symmetric encryption
scheme used in the protocol HP-1.1KA and q is the maximum
number of Execute queries that an adversary may ask.

Proof. The proof considers an adversary .A who defeats the
security of our unauthenticated hybrid key distribution
protocol HP-1.IKA. Given 4, we construct an adversary B
attacking the symmetric encryption scheme Symm; relat-
ing the success probability of A and B gives the stated
result of the Theorem. Before describing B, we first define
event Bad and bound its probability. Let Bad be the event
that A is able to distinguish a cluster link key (which is a
key agreed by DH protocol) or a cluster key (which is a
key agreed by the DB protocol) from a random value at
any point during its execution. Let Prob[Bad]| stands for
Prob 4 p_1.xa[Bad]. Let Succy and Succ, respectively denote
the events that .4 wins the game as described in the secu-
rity model in Section 2.4 for key agreement protocols DH
and DB respectively.

Notice that with n clusters in the network, the spanning
tree with n sponsor nodes have (n — 1) edges and hence
(n —1) execution of DH protocol is performed in each
execution of our protocol HP-1.IKA to form the cluster link
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keys, whereas each execution of HP-1.IKA invokes the DB
protocol n times to form the cluster keys. The adversary .4
makes g Execute queries and consequently performs nqg
execution of the DB protocol and (n — 1)qg execution of DH

Prob[Succq] | Prob[Succy]
protocol. Consequently, Prob[Bad] < —235 + =22

Now by definition in Section 2.4, Advk) =
|2 Prob[Succy] — 1] and Advsg 4 = |2 Prob[Succy] — 1|, which

VKA
imply Prob[Succq] < M

Hence we have

AdvER 4 +1
and Prob|[Succq] < V[’%

KA KA
Advpy 4 Advpg

. 2n-1)
(n—1)qgg  2nqg

T2 —1)g

<
Prob[Bad] < 5

B simulates all oracle queries of A by executing the proto-
col HP — 1.IKA on its own. Consequently, B can detect the
occurrence of the event Bad. B provides a perfect simula-
tion for A as long as the event Bad does not occur. If ever
the event Bad occurs, B aborts and outputs a random bit.
Otherwise, B outputs whatever bit is eventually output
by A. So ProbA_Hp,1_|KA[Succ|Bad] = % Now
AdVB_Symm =2 |Pr0b575ymm [SUCC} - ]/2|
=2 |PI’ObA'Hp,1_|KA[SUCC A B_ad]
+ PI’ObA7Hp,1_|KA[SUCC A Bad} — 1/2‘
=2 |ProbApr,1_|KA [SUCC A ﬁ]
+ PI’ObA_’Hp,l‘|KA[SUCC|Bad}Pl’ObA_Hp,“KA[Bad} — 1/2‘
=2 |PFObAVHp,1_|KA [SUCC A ﬁ]
+ (1/2)PI’ObA'Hp,1'|KA[Bad} — 1/2‘
=2 |PrObApr,1_|KA [SUCC} — PI’ObA‘prl_mA[SUCC A Bad]
+ (1/2)ProbA,Hp,1_|KA[Bad} — 1/2‘
= |2 Probgup_1ika[Succ] — 1| — |Proby pp_1.ka[Bad]
-2 ProbApr,l_MA [SUCC A Bad]\
2 AdVA'Hp,1_|KA — Prob[Bad]
Note that B never invokes its encryption oracle £. More-
over, the running time of B is at most t. Also since
Advg symm < Advsymm(t,0,0) by assumption,
AdVHP—]_IKA(tqu) < AdVSYmm(t, 0, 0) + Prob[Bad]

© Adven (£,0.0) 1 AEA(E (= 1)q0)
B ymm\ &y Yy

2(n—1)qe
Advis ,(t.ngg)  (2n—1)
2nq; 2n(n — 1)qg
AdvEPH(t) 1
< Advsymm(t,0,0) + (nfw + el
N 2Adve™ () 2 (2n-1)
nqg IG| * 2n(n —1)qg

by Lemmas 4.1 and 4.2 where ¢ is as in the Theorem and
' =t+0(2 (n— 1)qgtexp). Hence we obtain the statement
of the theorem. O

Theorem 4.4. The unauthenticated static hybrid key agree-
ment protocol HP — 2.1KA described in Section 3.4 is secure

against passive adversary under DDH assumption, achieves
forward secrecy and satisfies the following: Advip , wal(t,
Q) < kg AV (E) + &+ Advg, (£, 0,0) + gt
where t' =t + O(|Pmax| 1 Qgtexp), texp is the time required to
perform exponentiation in G, |Pmax| iS maximum number of
nodes in a cluster (which is a fixed number), n is the number
of clusters in the network, Symm is the symmetric encryp-
tion scheme used in the protocol HP-2.IKA and qg is the
maximum number of Execute queries that an adversary
may ask.

Next we consider the security of the static authenti-
cated protocols AHP-1.IKA and AHP-2.IKA and security of
dynamic authenticated protocols AHP-1.GKM and AHP-
2.GKM and state the respective results in Theorems 4.5,
Theorems 4.6, 4.7 and 4.8. The security of all these authen-
ticated protocols rely on that of unauthenticated HP-1.IKA
and HP-2.IKA protocols assuming that the signature
scheme DSig is secure. Since we use the authentication
mechanism of [15], the proofs of these theorems are
exactly similar to the reduction proof technique used
by [15]

Theorem 4.5. The authenticated protocol AHP-1.IKA
described in section 3.5 is secure against active adversary
under DDH assumption, achieves forward secrecy and satis-
fies the  following: AdVA[R 1 ka (L, Ge, Gs) < Adviip 1 kalt',
qr + %g) + |'P‘AdVDSig(tl) where t' <t + (\quE -+ qs)tAHP—l.IKAv
with tapp_1.ka IS the time required for execution of
AHP — 1.IKA by any party, q¢ and qs are respectively the
maximum number of Execute and Send query an adversary
may ask.

Theorem 4.6. The authenticated protocol AHP — 2.IKA
described in Section 3.5 is secure against active adversary
under DDH assumption, achieves forward secrecy and
satisfies the following: Advaes 5 ka(ts s, Gs) < AdvEp 5 wa(t),
qr +%) + [P|Advosig(t') where t' < t+ (|PIqg + qs)tarp-2.1kA,
With taup_2ka IS the time required for execution of
AHP — 2.IKA by any party, q¢ and qs are respectively the
maximum number of Execute and Send query an adversary
may ask.

Theorem 4.7. The dynamic authenticated key agreement
protocol AHP — 1.GKM described in Section 3.5 satisfies the
following:  Advl_; (€ . G- d1- Gs) < AdVip_y jea (€, Gt
(@ + 4L +qs)/2) + |P| Advosig(t')  where  t' < t+ (|P|qg+
q; + 4y + ds)tanp—1.0km, With tapp_1.ckm IS the time required
for execution of AHP-1.GKM by any party, qg, qs, q; and q
are respectively the maximum number of Execute, Send, Join
and Leave query an adversary may ask.

Theorem 4.8. The dynamic authenticated key agreement
protocol AHP-2.GKM described in Section 3.5 satisfies the
following:  AdvAR 5 i (€ Q. G- 1 Gs) < AdVip_y yea (T Gt
(@) + 0, +5)/2) + [P Advos(t')  where < £+ (|P|q,+
ql +q; +q5)tAHP—2,GKMv with tAHP_2.GKM is the time Tequired
for execution of AHP — 2.GKM by any party, qg, qs, q; and q;
are respectively the maximum number of Execute, Send, Join

and Leave query an adversary may ask.
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A brief sketch of how the proofs are achieved is the
following: We transform an active adversary A" attacking
authenticated protocol P into a passive adversary .4 attack-
ing the underlying unauthenticated protocol P. Adversary
A generates the verification/signing keys pky,sky for each
user U € P and gives the verification keys to .A". We define
event Forge to be the event that a signature of DSig is
forged by A" and bound its probability following [23] by
Prob[Forge] < |P|Advps,(t'). If ever the event Forge occurs,
adversary A aborts and outputs a random bit. Otherwise,
A outputs whatever bit is eventually output by A'. Note
that since the signing and verification keys are generated
by 4, it can detect occurrence of the event Forge.

A simulates the oracle queries of A’ using its own queries
to the Execute oracle. The idea is that the adversary A que-
ried its Execute oracle to obtain a transcript T of P for each
Execute query of A’ and also for each initial send query
Sendg(U,i,*) of A'. For dynamic case also, A itself simulates
all the oracle queries including Join and Leave oracles of A’
using its own Execute and Reveal oracles of the static variant
of P and then modifying the resulting transcript according
to the dynamic variant of P as in [15]. A then patches
appropriate signatures with the messages in T to obtain a
transcript T of P and uses T to answer queries of .A’. Since
A’ cannot forge signatures with respect to any of the users,
A’ is limited’ to send messages already contained in T'. This
technique provides a good simulation. Finally, we relate
the advantages of A and A as AdV} <
AdV¥L(t', g + qs/2) + Prob[Forge] which gives the results
stated in the above theorems. Due to space constraints

Table 1
Complexity of 2-party DH and n-party DB.Setup

we omit the proofs here and refer to [15] for more specific
details of oracle simulations.

The way we bind session identity with each message in
our protocol run, enables to handle replay attacks without
using random nonces as in Katz-Yung [23]. In our unau-
thenticated protocols, there are no long term secret keys.
Thus we can avoid Corrupt oracle queries and the unau-
thenticated protocols trivially achieve forward secrecy.
Then following Katz-Yung [23], we can avoid Corrupt query
for our authenticated protocols (both static and dynamic)
also, because this query for the authenticated protocols
outputs long-term secret key (if any), defined as part of
the unauthenticated protocol. Thus we can trivially achieve
forward secrecy for the authenticated protocols.

5. Efficiency

Concerning the efficiency, notice that both our
proposed hybrid protocols are designed without using
pairings and make use of multi-party dynamic key agree-
ment protocol DB. Additionally, our first hybrid protocol
uses 2-party DH key exchange. In this section, we analyse
the performance in key management problem for our hy-
brid solutions. Sucec and Marsic [35] provides a theoretical
upper bound O(nlogn) (n is the node count) on the commu-
nication overhead incurred by a particular clustering algo-
rithm in ad hoc networks. The optimization of a cluster-
based ad hoc network has been a topic of many papers.
We consider it as a separate issue and will not address it

Protocol Communication Computation
R B Exp Mul Div Sig Ver Hash
DH 1 1 2 0 0 1 1 0
DB.Setup 2 2 3 2n -2 1 2 n+1 1
Table 2
DB.Join - a set of users U[n + 1,...,n + m] joins the set of users U[1,...,n], resulting a user set of size n +m.
DB.Join Communication Computation
R B Exp Mul Div Sig Ver Hash
Uy, U, Uln, ..., n+m] 2 2 3 2m+4 1 2 m+4 1
U[3,...,n—1] 0 2 2m+4 0 0 m+5 1
Table 3
DB.Leave - users Uy, ,..., U, leave the set of users U[1,...,n], resulting a new user set of size n — m. Users U _;, U, are respectively the closest non-leaving left
and right neighbours of the leaving user U, for 1 <i < m. ‘Rest of the users’ in the table means users in U[1,...,n]\ ({Uy,, ..., U, } U{Uj_-1,U}—1, Ui g, Uy sps1,
1<ig<m)).
DB.Leave Communication Computation
R B Exp Mul Div Sig Ver Hash
U, 1, Uppe1<i<m 2 2 3 2(n—m)-2 1 2 n-m+1 1
Uji-1,Ujipi1, 1 <i<m 2 1 2(n—m)—2 1 2 n—m+1 1
Rest of the users 1 0 2(n—m)—2 1 1 n-m+1 1
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Table 4

783

Initial Key Agreement: Complexity of sponsor S; in cluster C;, where 7; denotes the total cluster nodes in C;, l; denotes the total number of children at height h — j

of the sponsor S; in the tree T of height h for 0<j< hand 1<i<n (l;<n).

Protocol Communication Computation

(IKA) R B Exp Mul Div Sig Ver Hash Enc Dec

AHP — 1 h+4 5 Ii+5 2 — 2 1 5 n+li+3 1 Ii+2 1

AHP — 2 5 5 6 20 +2n—4 2 5 n+n+2 1 1 0
Table 5

Comparing complexity of Step 2 for sponsors in Dynamic Case when the dynamic membership changes have taken place only within the cluster C; with sponsor
S;, I; denotes the total number of children at height h — j of the sponsor S; in the tree T of height h forO<j<hand 1 <i<n (;< n).

Protocol Sponsor Communication Computation

(GKM) R B Exp Mul Div Sig Ver

AHP — 1 Si 1 1 Li+2 0 0 1 L+1

Step 2 parent and children of S; 1 2 0 0 1 1
other sponsors 0 0 0 0 0 0

AHP — 2 Si 2 2 3 2n-2 1 2 n+1

Step 2 Si—1,Si+1 2 1 2n-2 1 2 n+1
other sponsors 2 0 2n-2 1 2 n+1

Table 6

Comparing complexity of Step 3 and/or Step 4 for sponsors in Dynamic Case when the dynamic membership changes have taken place only within the cluster C;
with sponsor S;, I, denotes the total number of children at height h — j of the sponsor Sy in the tree T of height h for 0 <j<hand 1 <k< n(lk<n).

Protocol Sponsor Communication Computation

(GKM) R B Exp Mul Div Sig Ver Hash Enc Dec
AHP — 1 Skin T at j+1 2 0 0 0 2 1 0 Le+2 1
Step3 &4 height h —j

AHP — 2 Sk in the 1 1 0 0 0 1 0 0 1 0
Step 3 Virtual ring

in the analysis below. For more details on the complexity
of cluster formation and cluster maintenance, we refer to
[40].

We first provide the complexity of DH, DB.Setup,
DB.Join, and DB.Leave in Tables 1-3. Then we provide a
comparative summary of performance analysis of our
two protocols AHP — 1 and AHP — 2 in Tables 4-6. In the
tables, R stands for total number of rounds, B is the maxi-
mum number of broadcast communication per user, Exp is
the maximum number of modular exponentiation com-
puted per user, Mul is the maximum number of modular
multiplication computed per user, Hash denotes the maxi-
mum number of hash function computed per user, Div is
the maximum number of division computed per user, Sig
is the maximum number of signature generated per user,
Ver is the maximum number of signature verification per
user, Enc is the maximum number of symmetric encryp-
tion computed per user, and Dec is the maximum number
of symmetric decryption computed per user.

Complexity of sponsors for Initial Key Agreement (IKA)
phase is compared in Table 4 for our hybrid authenticated
protocols AHP — 1 and AHP — 2. In this phase complexity
of cluster nodes other than the sponsors are same for both
the protocols and is equal to the complexity of DB.Setup in

Table 1, together with 1 additional signature verification
and 1 symmetric decryption.

Complexity of nodes for Group Key Maintenance
(GKM) phase is analyzed below in different steps: In step
1, complexity of cluster nodes within a cluster where
membership changes have occurred are same as in Table
2 and/or Table 3 as the case may be. Complexity of all the
cluster nodes (including the sponsor of that cluster) in
other clusters with no membership change are zero in
this step. Step 1 is same for both the protocols AHP — 1
and AHP — 2. Complexity of sponsors in step 2 is com-
pared in Table 5 for both AHP — 1 and AHP — 2. Complex-
ity of cluster nodes other than the sponsors are zero at
this step. In step 3 and step 4, complexity of sponsors is
compared in Table 6 for both the protocols where
AHP — 2 does not have step 4. Complexity of cluster
nodes other than sponsors are same for both the proto-
cols in these steps. Consequently, in dynamic case com-
plexity of cluster nodes other than the sponsors are the
same for both AHP — 1 and AHP — 2. If they are members
of the cluster where a join or leave has occurred, then
their complexities are same as that of DB.Join in Table 2
or DB.Leave in Table 3 as the case may be, together with
1 additional signature verification and 1 symmetric
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level3

level2

level 1

S1

Fig. 8. Example of an hierarchical network of sponsors, HP — 2 is applied
in each level to compute the group key gk of that level and HP — 1 is
applied for the connection path from sponsor S; at level 1 to sponsor Ss at
level 5.

decryption. Otherwise, they perform only one signature
verification and one symmetric decryption.

AHP — 1 and AHP — 2 both have advantages over each
other. Sponsors in AHP —1 need more communication
rounds and perform more exponentiation and symmetric
encryption (for [; > 2) and an additional symmetric
decryption as compared to AHP — 2 for both the IKA phase
and GKM phase. On the other hand, sponsors in AHP — 2
need to compute additionally more multiplications, divi-
sions, and signature verifications as compared to AHP — 1
for both IKA and GKM phase. Cluster nodes other than the
sponsors have the same complexity for both the schemes
in IKA phase as well as in GKM phase. However, symmetric
encryption/decryption operations are faster and cheaper,
and if ;= 1 for all i,1 <i<n (ie. the connection tree T is
unary), then AHP — 1 is more economic than AHP — 2 in
terms of computation cost.

Moreover, depending on the application, a more realis-
tic scenario may be the hybrid of AHP — 1 and AHP — 2 as
described below. Suppose we have a hierarchical network
of sponsors with height h as in Fig. 8. All sponsors at level
i, 1 <i< h, can communicate among themselves and make
use of AHP — 2 to agree upon a common group key gk;. We
assume that there exists at least one sponsor in each level i
who can communicate with a sponsor in the lower level
i — 1 and a sponsor in the upper level i + 1. Then we can ap-
ply AHP — 1 along this connection path from the bottom to
the top level of the hierarchy among these connecting
sponsors. Thus the connection tree in this case is a unary
tree. After computing the session key SK by AHP — 1, each
sponsor S; on this connection tree at level i distributes the
session key to other sponsors in that level by encrypting it
with the group key gk; and broadcasting the encrypted va-
lue. The other sponsors in that level can decrypt it and re-
cover the session key by using their group key gk; which is
common with S; agreed upon by AHP — 2. Once the spon-
sors recover the session key, they can distribute it among
all the cluster nodes in their respective clusters by using
the respective cluster keys CK; or group keys gk; as in
AHP — 1 or AHP — 2. Note that nodes can communicate se-
curely within a cluster using their common cluster key.
Nodes at level i in the hierarchical network can communi-

cate securely among themselves using their common
group key gk; . Nodes in the whole hierarchical network
can communicate securely among themselves using their
common session key SK in the multi-hop communication
channel.

6. Comparison

There are quite a number of group key agreement pro-
tocols in literature [16,?], but all are not applicable in ad
hoc networks because of dynamic and multi-hop nature
of the mobile nodes. Clustering method enables nodes to
be organised in an hierarchical ad hoc network based on
their relative proximity to one another, thereby weakening
the one-hop assumption in common group key agreement
protocols. In contrast of invoking the DB protocol from
scratch among all the nodes in the system (which may be
infeasible in ad hoc environments), we obtain efficiency
gain in terms of both communication and computation
for most of the nodes in our proposed cluster-based proto-
cols (which are more amenable to wireless ad hoc net-
works). We now compare our protocols with the existing
cluster-based  group key  agreement  protocols
[26,39,36,2,25,20] for wireless ad hoc networks.

Li et al. [26] propose a communication efficient hybrid
key agreement using the concept of connected dominating
set. However, the protocol is inefficient in handling dy-
namic events. Based on this work, Yao et al. [39] propose
a hierarchical key agreement protocol which is communi-
cation efficient in handling dynamic events. Both the pro-
tocols of [26,39] employ some existed group key
agreement protocol such as GDH [37] and are unauthenti-
cated with no security analysis against active adversary. In
comparison with these cluster-based hybrid key agree-
ment protocols, our proposed approaches individually pro-
vide better performance in terms of both communication
and computation, handles dynamic events efficiently, and
are supported by sound security analysis in formal security
models under standard cryptographic assumptions.

Now according to the results in [27,33], the timing of
pairings is more than that of modular exponentiation in
RSA [29]. So pairings are not suitable for some time-inten-
sive cases. Our proposed hybrid protocols are designed
without using costly operations like pairings and are thus
efficient as compared to the existing similar protocols.
The existing group key agreement protocols that use clus-
ters and pairings are [36,2,25]. We detail below the com-
parison of our protocols with the protocols [2,25,36].

In [36], Shi et al. propose a hierarchical key agreement
protocol suitable for wireless ad hoc network as it can han-
dle the dynamic events efficiently. They use a ternary tree
structure with leaf nodes as users and employ Joux’s [22]
tripartite protocol and a generalized DH protocol as the ba-
sic building blocks. However, this protocol is computation-
ally costly as each user needs to compute h pairings, where
h is the height of the cluster key tree. Also the communica-
tion round is linear to the number of the nodes for this pro-
tocol. The authentication is achieved using an ID-based
signature scheme and heuristic arguments are made in
support of the security of the protocol. In contrast, our
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proposed hybrid protocols are designed without using
time-intensive pairings and are thus efficient as compared
to the protocol in [36].

Abdel-Hafez et al. [2] provide a partial solution to the
key management problem in ad hoc wireless network
and proposed two authenticated protocols. The first
protocol uses clusters of arbitrary size and requires a
trusted authority. However, the protocol is not efficient
as it requires n rounds and n — 1 pairing computations
per user, where n denotes the node count in the whole net-
work. The second protocol is essentially an authenticated
variant of Burmester-Desmedt [9] protocol. Both these
protocols do not handle dynamic membership change
and the security analysis is completely heuristic. Moreover,
the second protocol does not achieve perfect forward se-
crecy as claimed by the authors. On the other hand, our hy-
brid protocols are designed without using pairings and
handle dynamic operations efficiently. Additionally, our
protocols are proven to be secure in a formal security
model.

Recently, Konstantinou [25] propose two protocols
using pairings, one is contributory and another is non-con-
tributory. They use the concept of binary cluster trees with
each cluster having 3 (or 2) nodes and incorporate Joux’s
[22] tripartite protocol to construct the group key. The con-
tributory scheme is similar to [12] with the exception that
no mechanism is provided to make the tree structure most
balanced. The round complexity of these protocols are
O(h), where h is the height of the bigger branch of the tree
structure. Each participant broadcasts at most three mes-
sages, computes at most two scalar multiplications, one
symmetric encryption and one symmetric decryption.
Additionally, each user computes at most two pairings.
However, each internal node in the binary tree structure
is a user. Consequently, handling dynamic membership
change, especially, the leave operation is very difficult.
More precisely, there is no clear description on how to
manage a leave event in case the tree structure becomes
disconnected due to the leave of internal nodes. Also the
protocols are not supported by proper security analysis.
The protocols in [25] do not handle group key maintenance
phase efficiently and complexity of these protocols may
become huge (may be linear) as there is no mechanism
in these protocols to make the binary tree most balanced.
On the contrary, as mentioned above, our hybrid protocols
are highly efficient in handling dynamic events, do not use
costly operations like pairings and have concrete security
analysis in a formal security model.

Another work by Hietalahti [20] presents a solution that
uses BD-I protocol [9] within each cluster and then invokes
AT-GDH protocol [19] by employing a spanning tree of
sponsors. Both BD-I and AT-GDH protocols are static and
consequently handling dynamic events are not easy for
this scheme. Our hybrid approaches use protocol DB with-
in each cluster instead of protocol BD-I. The following two
advantages of the DB protocol make our proposed proto-
cols highly efficient.

(a) The DB protocol is a provably secure scalable con-
stant round dynamic authenticated group key agree-
ment protocol that uses a ring structure of

participants instead of a tree structure. The overhead
in reconstructing a tree is more than reconstructing
a ring in dynamic setting.

(b) The DB protocol provides efficient join and leave
algorithms for dynamic membership change which
take advantage of reusability of user’s precomputed
values in previous sessions in order to save most
user’s computations for updating session keys in
subsequent session in which users join and/or leave
the group, retaining the desirable security attributes.

Similar to [20], our protocol first protocol AHP — 1 con-
siders a spanning tree T of sponsors and invokes two-party
DH protocol between pairwise adjacent sponsors along the
edges of T and distributes a randomly generated session
key by the root sponsor in T among all the sponsors from
the root level to the leaf level in T using these DH keys.
On the other hand, our second protocol AHP — 2 invokes
multi-party DB protocol among the sponsors to agree upon
a common session key. Moreover, Hietalahti [20]’s work
does not provide any security analysis whereas our proto-
cols are supported by proper security analysis in formal
security model instead of heuristic arguments.

In summary, we obtain efficiency gain in AHP — 1 as
compared to AHP — 2 for dynamic case. For any dynamic
membership change, a few sponsor nodes in the spanning
tree T in AHP — 1 perform a few two-party DH protocol,
whereas in AHP — 2, all the sponsors need to perform a
multi-party DB protocol among themselves to agree upon
a new common session key. Since in wireless ad hoc net-
work, sponsor’s transmission ranges might be limited, it
might be difficult for a sponsor to reach the other sponsors
in a single-hop. Hence, the network for AHP — 1 is more
realistic in the context of wireless ad hoc network. AHP — 1
considers a tree-network of sponsors which is multi-hop in
nature, and where only adjacent sponsors in the tree are
assumed to be able to communicate among themselves
in single-hop. On the contrary, AHP — 2 considers more
restrictive network for mobile nodes as compared to
AHP — 1 as it assumes a network where all sponsors need
to be able to communicate among themselves in single-
hop. Moreover, in the light of the discussion above, our
proposed protocols are highly efficient as compared to
the existing cluster-based key agreement protocols
[2,20,25,26,36,39].

7. Conclusion

Ad hoc networks may be logically represented as a set
of clusters. The main aim of this work has been to address
the problem of providing formal security proofs for proto-
cols handling key agreement and distribution in cluster-
based wireless ad hoc networks. This work is largely based
on works previously done by us and existing techniques.
We have presented two hybrid schemes each handling dy-
namic operations efficiently as compared to the existing
cluster-based hybrid protocols. It may be infeasible in an
ad hoc environment with large number of nodes to invoke
a group key agreement protocol from scratch among all the
nodes in the system. In contrast, our approaches are more
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amenable to wireless ad hoc networks with huge number
of nodes and enable efficiency gain in both communication
and computation for most of the users. Our designs are
computationally more efficient as compared to the existing
cluster-based key agreement protocols. We have proved
both schemes to be provably secure in the standard model
under DDH assumption. We have distinguished between
the two approaches from a performance point of view
and shown that the first scheme is the better scheme in
the context of wireless ad hoc networks.

We are currently looking for some realistic simulations
to compute the communication overhead and time for
cluster management and to evaluate the degree of mobility
of nodes under which our hybrid schemes still work reli-
ably. As a future work, we plan to implement our key
agreement schemes to analyse performance from a practi-
cal point of view in the context of Elliptic Curve Cryptogra-
phy (ECC) as this is most suitable for resource constrained
mobile devices that generates the smaller key sizes and
provides more efficient computation compared to other
public key cryptosystems. The National Security Agency
(NSA) have already selected ECC as the 'recommended’
asymmetric crypto-system and the National Institute of
Standards and Technology (NIST) is expected to recom-
mend a change in 2010 to Eliptic-curve Cryptograpy for
all US government agencies.
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