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Abstract

In this thesis, we review concepts in privacy and security for different classes of
dynamical systems, with particular emphasis on opacity and attack detection.
Opacity has attracted significant attention in recent years due to its role in
tackling privacy-related problems within the area of system and control theory.
Opacity is an information-flow property that is concerned with a system abil-
ity to hide information from an external observer. This property plays a key
role in strengthening resilience against attacks and prevents adversaries from
determining if their attacks have succeeded.

We begin the thesis by examining opacity in its original setting of discrete event
systems (DES) and consider a more recent adaptation for linear time-invariant
(LTT) systems. In addition, we also provide some initial thoughts on how opacity
might be formulated in the context of max-plus linear systems. Although max-
plus systems constitute a subclass of DES, their formal structure resembles that
of LTT systems. These models arise in practical setting such as manufacturing
systems, communication networks, and railway systems, where synchronization
and timing constraints are critical.

To ensure the reliable operation of any system, it is essential to design mecha-
nisms that mitigate the effects of malicious behaviour. This thesis also reviews
concepts in security with a focus on attack detection, and discusses the connec-

tion between opacity and the notion of undetectable attacks.
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Chapter 1

Introduction and Layout

In this introductory chapter, we provide a brief description of the main objec-
tives of the thesis. We also give some motivation for the work and outline the

structure of the chapters that follow.

1.1 Objective and Motivation

The objective of this thesis is to present a study of recent work on topics related
to privacy and security for different classes of systems, with a particular empha-
sis on opacity and attack detection. In this context, privacy is studied through
the lens of opacity. The notion of opacity has attracted increasing attention
in recent years due to its role in analysing privacy-related problems within the
area of systems and control theory [24], [30] and [11]. Loosely speaking, opacity
is an information-flow property that is concerned with a system’s ability to hide
secret information from an external intruder. A system is opaque if, based on
the observable behaviour, an intruder cannot determine with certainty whether
the system has engaged in a behaviour it wishes to keep secret. This property is
particularly significant in cyberphysical systems such as smart grids, transport
networks, and healthcare systems, where sensitive user data may be uninten-
tionally revealed through the system’s outputs [2] and [52]. Opacity plays a
key role in strengthening resilience against attacks, as attackers often rely on
inferring hidden information to carry out effective intrusions. Ensuring opacity
helps prevent adversaries from confirming whether their attacks have succeeded
[53].



To ensure the reliable operation of any system, it is essential to design and
implement security measures that protect against attacks. An important com-
ponent of such measures is attack detection, which enables the system to respond
appropriately and mitigate potential damage. High-profile real-world examples
of attacks include the Ukraine power grid attack in 2015 [49] and the Iranian oil
terminal attack in 2012 [42]. Early and effective detection of such attacks can
help reduce their impact.

In this thesis, opacity is examined for multiple system classes. We begin with
its original formulation for deterministic automata models of discrete event sys-
tems (DES) and then consider a more recent adaptation for linear time-invariant
(LTT) systems. To the best of our knowledge, no existing work in the literature
addresses how opacity might be formulated in the max-plus linear system set-
ting. At the end of this thesis, we present some initial thoughts on how opacity
might be formulated in this setting, and highlight some technical difficulties in
the max-plus setting. Max-plus linear systems are essentially a form of DES
but formally look similar to LTI systems. Such systems arise in manufactur-
ing systems, communication networks, and railway systems. In particular, the
Dutch railway has been effectively studied and modelled using a max-plus linear

approach [47].

1.2 Key Questions

At a broad level, the main questions discussed in the thesis are as follows.

1. How is opacity defined and studied in its original setting of discrete-event

systems?
2. How is opacity formulated in the context of LTI systems?

3. What is the relationship between opacity and undetectable attacks for LTI

systems?

4. How does opacity relate to other system properties for various system

classes?

5. In what ways might opacity be formulated and applied to max-plus linear

systems?



1.3 Overview

The structure of this thesis is described below.

B In Chapter 2, we discuss opacity for discrete event systems. We describe
several notions of opacity from the literature, with particular emphasis on

state-based formulations for finite-state automata.

B Chapter 3 reviews the recently introduced notion of opacity for linear time-
invariant (LTT) systems. We relate opacity to classical system properties

such as controllability, output controllability, reachability, and observabil-
ity.

B Chapter 4 addresses security and attack detection concepts for LTI sys-
tems. We discuss the problem of detectable attacks and the related ques-
tion of characterising undetectable attacks. We then describe work on the

connection between undetectable attacks and opacity for LTI systems.

B In Chapter 5, we survey some fundamental definitions and concepts in
max-plus algebra, examine its relation to graph theory, and recall some

methods for solving equations in max-plus algebra.

B In Chapter 6, we consider linear systems within the max-plus framework.
In particular, we give a brief overview of some control-theoretic properties
in the max-plus algebra and offer some initial thoughts of formulating
opacity in the context of max-plus linear systems, with particular emphasis

on its connection to reachability.

B Concluding remarks and a discussion of possible future work are given in
Chapter 7.



Chapter 2

Opacity for discrete-event

systems

2.1 Introduction

Opacity will be a major focus of this thesis. In this chapter, we discuss some
opacity concepts in the setting of discrete-event systems. This is the setting in
which opacity was initially formulated. In later chapters, we will discuss opacity
for other system classes.

Discrete-event systems (DES) are dynamical systems where state changes occur
in response to events at discrete times. As such, the dynamics of such systems
are event-driven. These types of systems naturally arise in many real-world
applications. For example, discrete-event systems are used in manufacturing
and production applications, which involve machines and conveyors; in health-
care, where DES can be used to simulate patient flow and resource utilization;
and cyber-physical systems, such as automated vehicles, robotics, and smart
appliances [60], [73], [40].

We will begin the chapter by describing the type of model we use in our dis-
cussion of opacity for discrete event systems. We will focus on models given by
deterministic finite-state automata. Here, if an event triggers a transition at
some state, the state to which the system moves is uniquely determined. How-
ever, not all state-event pairs will lead to such a transition. We focus on this
simple model to help make the different notions of opacity clear. Here and in

future chapters, we are mainly interested in state-based opacity, but we will also



provide a discussion on the language-based approach, as this was how opacity
was originally formulated. We will also briefly discuss the problems of verifying
and enforcing opacity. Lastly, we will introduce the concepts of controllability
and observability for DES. These system properties will play a key role in the
next chapter as we explore how they relate to the concept of opacity in a linear

system setting.

2.2 Deterministic Finite State Automata and Re-
lated Models

As mentioned in the introduction, we will work with deterministic finite state
automata (DFSA) models when examining opacity for discrete-event systems
[9]. Tt is important to emphasize that the concept of opacity also arises in
different system models. For example, in the works of [71] and [68], opacity is
studied in a non-deterministic setting. Opacity can also be defined for stochastic
models, such as in [7] and [36]. Now, let’s state the definition of a DFSA.

Definition 2.2.1. (Deterministic finite-state automaton [9])
A deterministic finite state automaton (DFSA), denoted by G, is the five-tuple,

G:(XaEva(anO)

where X is the finite set of states, E is the finite set of events associated with
the transitions in G, f : D — X is the transition function, where D C X x E;
O : X — 2F is the feasible event function, and Xo is the set of possible initial

states.
In relation to Definition 2.2.1, we make the following remarks.

e In the literature, the object G is often called the generator (which explains
the notation G) or the state machine [51], [62].

e It is important to emphasize that the transition function f is only partially
defined. This means that f(x,e) is not necessarily defined for all state-

event pairs (z,e).

e (G issaid to be deterministic as the function f is single-valued. By contrast,
the transition function of a nondeterministic automaton is set-valued and

maps from a subset of X x E to the power set 2%X. In this case, given a



feasible state-event pair (z,e), the state to which the system transitions

is not uniquely defined in general.

e For each state © € X, ®(z) is the set of all events e for which f(z,e) is
defined and is called the feasible event set of G at the state x. In some
literature, such as [30] and [41], ® is not included when defining G. We
won’t explicitly write & when discussing an automaton unless the feasible
event function is central to the discussion. ®(z) is typically included if it
is important to distinguish between feasible state-event pairs (z,e) that

cause no transition, meaning f(z,e¢) = x, and non-feasible pairs.

o We view the event set E of a DES as an alphabet. A sequence of events
that is taken from this alphabet forms a string. A string that consists of
no events is called the empty string and we will denote it as €. E* is the

set of all finite strings formed using elements in E (including ¢).

e For astring s € E*, |s| denotes the length of the string. We also use § to de-
note the prefix-closure of s defined as § = {p € E*|3t € E* such that pt =
s}. The post-string s/p of s after p is defined as s/p = t € E*, where
pt = s.

Next, we describe the evolution of a DFSA G from a given initial state zg € Xj.
Beginning at xg, when an event e € ®(zg) C F occurs, the system makes a
transition to the state f(zo,e) € X. This process continues with a transition
occurring at each state  when an event in ®(x) occurs. It is possible to extend
the partial definition of f from X x E to give a, partially defined, function on

X x E*. This can be done in the following recursive manner:

flz,e) =2z

flz,se) = f(f(x,s),e) for s€ E* and e € E. (2.1)

Of course, the above recursion is only defined when f(z,s) is defined, and e €
O(f(z,s)).

A language L C E* is a set of finite-length strings using events in E. The
language that is generated by the system G describes how the system behaves
and is defined as L£(G, Xo) = {s € E*|3zg € Xo, f(z0, s) is defined}. L(G, Xy)
is prefix-closed by its definition.

In the study of opacity, we consider partially observable systems, where we

partition our event set F into an observable set E,;s and an unobservable event



set F,,. Given a string t = ejes...e,, € E*, its observation is the output of the
natural projection function P : E* — E% . The projection P for any string ¢ is

defined as P(t) = P(ejes...e,) = P(e1)P(es)...P(ey,) such that,

P( ) €; if e; € Eops
€;) =
e if €; ¢ Eobs

where P removes all unobservable events from a string and preserves only ob-
servable ones, in order. Also, for a language L, the inverse projection is defined
as P71 (L)={te E*: P(t) € L}.

A labelled graph or state diagram is often a convenient way to represent a DFSA.
The nodes are used to represent states, while labelled edges indicate the allowed

transitions. We now show how this is done with the following example.

Example 2.2.1. Consider the deterministic automaton depicted in the state

diagram in Figure 2.1.

Figure 2.1: State diagram for a deterministic automaton.

In this example, we have three states, X = {S1,52,53}, where S1 is the initial
state. We also have two events labelled a and b, such that E = {a,b}. From

this, the automaton gives us the following transition function table:



Transition Function
Current State FEvent a FEvent b
S1 S2 S1
S2 S1 S8
S3 undefined S8

Numerical simulation is a very important tool to investigate the behaviour of
finite-state automata. For example, simulations can help us optimize processes,
improve efficiency, and make informed decisions [74]. For DES simulation, there
are Python software packages such as SimPy available. Note that we are not
limited only to Python; for example, discrete event systems can also be simulated
using MATLAB using the Simulink package [35]. While our example is very
simple and can be analysed manually, we include a sample output below to
illustrate the use of SimPy for DFSA simulation. The simulation takes in a string
and determines the system’s state after each event has occurred. Note that the
thesis itself is not based on simulation work; rather, we wish to demonstrate

that such simulations can be performed.

Sample Output 1:

Please enter the Events: baa

We begin at State 1.
From the language b we are in state 1!
From the language a we are in state 2!

From the language a we are in state 1!

The simulation is now complete!




Sample Output 2:
Please enter the Events: aaabb

We begin at State
From the language we are in state 2!
From the language we are in state 1!
From the language are in state 2!

From the language we are in state 3!

oo
=
@

From the language we are in state 3!

The simulation is now complete!

. J

We can also display this information in the notation used in (2.1). Using ‘Sample

Output 17, we express our simulation in the following way:
f(S1,e) =51

f(S]-vbaa) = f(f(S]-vba)7a) = f(f(f(SLb),a),a)
= f(f(Sl,a),a)
— f(52,a) = S1.

2.3 Opacity Concepts for Finite State Automata

Introduced in [8], opacity is an information flow property that determines whether
a system reveals its ‘secrets’ to an external observer, often referred to as the in-
truder. We assume that this intruder has full knowledge of the structure of
the system, but can only partially observe the system outputs. Based on their
observations of the system, the intruder’s goal is to construct an estimate of
the system’s behaviour and determine the secret information the system wishes
to keep hidden. In general, the secret that we wish to keep hidden is said to
be opaque if the intruder cannot definitely determine if the secret has occurred.
More specifically, we consider a system to be opaque if, for any secret behaviour,
there exists at least one other non-secret behaviour that looks exactly the same
in the eyes of the intruder [30].



In this section, we recall some of the different notions of opacity that can be
found in the literature, such as in [5], [58], and present our own examples to
illustrate each concept. For DES models, we can divide the concepts of opacity

into two broad families:
1. Language-based Opacity.

2. State-based Opacity.

2.3.1 Language-based opacity - LBO

The first notion of opacity that we consider is language-based opacity (LBO).
This type of opacity was first introduced in [4] and [18] and has been for-
malised in different ways in the literature. Here, we discuss a general defi-
nition of language-based opacity from [41]. This definition of LBO involves
two sublanguages of the system, Lg, L,s C L(G, Xp). It is said that a system is
language-based opaque if for any string w in the secret language L, there exists
a string w’ in the non-secret language L, with the same projection, meaning

P(w) = P(w'"). We now recall its formal definition.

Definition 2.3.1. (Language-based Opacity [5]). Consider a DFSA G, a pro-
jection P, and a secret language and non-secret language Ls and L,s respec-
tively. The system G is language-based opaque if for every string w € Lg,

there exists another string w' € Lys such that P(w) = P(w') or equivalently,
Ly C P7YP(Lys)).

We illustrate this definition of language-based opacity using the following ex-

ample.

Example 2.3.1. Consider the deterministic automaton G that is depicted in
the state diagram in Figure 2.2 with X = {0,1,2,3}, E = {a,b,c¢,d}, and
Xo = {0}. Now let Egps = {a,b,c}. Then our system G satisfies language-based
opacity when Ly = {abdc} and L,s = {adbc, abdbc}. LBO is satisfied due to the
fact that whenever the intruder sees the projection P(Ls) = {abc}, they are not
sure if the string abdc or adbc has occurred.

If we set Ly = {abdb} and L,s = {abdc, abd, adbbc}, then our system does not
satisfy LBO as no string in L,s has the same projection as the secret string
abdb.

As we mentioned previously, opacity was originally introduced for discrete event

systems in [8] using the language-based approach. Although in the rest of this

10



Figure 2.2: State Diagram System G for Example 2.3.1.

thesis our focus is on state-based approaches for opacity, it is important to note
that there is a connection between the two approaches. In [66] and [5], several
algorithms are described that can be used to transform a system that satisfies

LBO to also satisfy different forms of state-based opacity.

2.3.2 State-based Opacity- SBO

The second notion of opacity we will discuss is a state-based concept. This idea
of opacity was first introduced in [8] for Petri nets and has been extended to
finite-state automata in [58]. This approach is interested in the intruder’s ability
to identify if the system is/has been in a given state or set of states we wish
to keep secret. Several concepts of state-based opacity have been introduced
in the literature [30], [69]. In this thesis, we are interested in the notions of
current-state opacity, initial-state opacity, initial-state-final-state opacity, and

K-step opacity, which we will discuss below.

Definition 2.3.2. (Current-State Opacity (CSO) [30]).

Given a system G, a projection P, a set of states Xy C X, and a set of non-
secret states X,s C X, then G is current-state opaque if Vrg € Xo and Vs €
L(G,x0) such that f(xg,s) € X, there exists x, € Xo and § € L(G,x() such
that f(xp,3) € X,s and P(s) = P(3).

Loosely speaking, the system G is CSO if for every string of events s that
leads to a state we would like to keep secret =z, € X, there exists another

11



string 5 leading to a non-secret state z,s € X,s, such that they have the same
projection. This confuses the intruder as they can never assert with certainty
that the system’s current state belongs to Xs. To demonstrate this, consider

the following example.

Figure 2.3: State Diagram of System G for Example 2.3.2

Example 2.3.2. Consider the DFSA G that is depicted in the state diagram
in Figure 2.3. Let us set our secret states and non-secret states as Xs = {5}
and X,s = X\Xs. Also let Xg = {0}. If Epps = {a,b}, then our system G
will satisfy current-state opacity. This is because when the strings cab and dab
occur, the intruder only observes the string ab such that P(cab) = P(dab) = ab.
Hence, the intruder does not know with certainty if the system ends in state 5
(the secret state) or state 6 (a non-secret state).

To give an example of when the system G in Figure 2.8 does not satisfy CSO,
consider Eops = {c,b}, then if the string cab occurs, the intruder knows for
certain that the system is in the secret state 5 as the string cab is the only string

i G that contains the events ¢ and b.

Example 2.3.2 illustrates the importance of strings being indistinguishable un-
der the projection P in order to satisfy CSO. When the observable event set
FEups is chosen so that different strings in the system project to the same ob-
servation, the intruder cannot reliably identify whether the system has entered
a secret state. However, changing the observable event set can break CSO. In
Example 2.3.2 with F,,s = {c, b}, the projection reveals enough information for

the intruder to uniquely determine that the system has reached a secret state.

12



This demonstrates that the observable event set is important for determining

whether a system satisfies current-state opacity.

Definition 2.3.3. (Initial-State Opacity (ISO) [5]).

Given a system G, a projection P, a set of secret initial states Xy C Xg, and a
set of non-secret states Xps = Xo\Xs, G is initial-state opaque if Vzs € X and
Vs € L(G,xs), there exists Xps € Xps and 5§ € L(G, zps) such that P(s) = P(s).

A system is initial state opaque if, for every sequence of events s that started
from a secret state x4, there will be another sequence of events s that started
from a non-secret state x,,, such that s and § are observationally equivalent.
Hence, an intruder would not be able to determine whether the system started

from a state in X or not. To illustrate this, consider the example below.

Example 2.3.3. Consider the automaton G shown in the state diagram in
Figure 2.4, with Xo = X. Suppose the set of observable events is F,ps =
{a,b}, the set of secret states is Xs = {0}, and the set of non-secret states is
Xns = Xo\Xs. Under these conditions, G satisfies initial-state opacity. This
1s because for every string that starts at the secret state 0, there exists a string
either starting at one of the non-secret initial states 1 or 3 that will give the
same projection. For example, consider the string s = ccbd* starting from the
secret state 0. there is a corresponding string t = cbd* starting for state 1 such
that, P(s) = b = P(t). Thus, the observation b does not reveal whether the
system started in the secret state or not, satisfying initial-state opacity.

Let’s next consider an example where ISO is not satisfied. If we let X, = {1}
and Eqps = {b, c}, then when we see the string cb then the intruder knows the

system originated in state 1 as no other initial state can produce the string cb.

Example 2.3.3 illustrates two scenarios in which the system G in Figure 2.4
either satisfies or violates ISO. Notably, the choice of observable events also
plays an important role in determining whether ISO holds. As the system may
begin at any state, determining what events are observable directly impacted
the system’s ability to preserve initial-state opacity. We next discuss the concept

of initial-and-final-state opacity.

Definition 2.3.4. (Initial-and-Final-State Opacity (IFO)[66]).

Given a system G, a projection P, a set of secret pairs X5, C Xo x X, and a
set of non-secret pairs Xnsp C Xo x X, G is initial-and-final-state opaque if,

V(zo,zs) € Xgp and Vs € L(G, o) such that f(zo,s) = zy,

13



Figure 2.4: State Diagram for System G in Example 2.3.3

AZo,Zy) € Xpsp and 35 € L(G,Zo) such that f(Zo,5) = Zy.
and P(s) = P(3).

Given an automaton G, a system satisfies initial-and-final-state opacity if for
any string s that starts from the initial state x¢, and ends at state x; such that
the pair (zg,zf) € Xsp, there exists another string s starting from Zy € X, and
ending at Z; with the pair (Zg,zf) € Xpsp, such that s and 5 has the same
projection.

Note that ISO and CSO are special cases of IFO and can be formalised in this
setting. For initial state opacity, we set X, = X, x X and X5, = Xps x X.
Likewise, for current-state opacity, we set X, = Xo x X5 and X,,5p = Xo x Xps.
To demonstrate the notion of initial-and-final-state opacity, we use the example

below.

Example 2.3.4. Consider the system G in the state diagram in Figure 2.3. Let
our secret pair be X, = {(1,5)} and let X,sp = {(2,4),(2,6)}. Then, for every
string s that starts at state 1 and ends in state 5 there exists a string s that
started at state 2 and ends at state 6 such that P(s) = P(S) where s = ab = 3.
Hence, the intruder cannot be certain that the system started at state 1 and
finished at state 5.

Except for ISO, the opacity properties discussed so far do not account for the
system’s behaviour after it exits the secret state. A general problem of interest
is ensuring that a previously visited secret state remains unidentifiable by an

intruder for a certain number of steps after it has been exited. A property
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addressing this issue is called K-step opacity. This was originally introduced
in [58]. Here, we recall two notions of K-step opacity and provide an example

illustrating each.

Definition 2.3.5. (K-step (weak) opacity [30])

Given a system G, a projection P, an integer K > 0 and sets of secret and
non-secret states X, Xns, G is K-step (weakly) opaque w.r.t Xs and P (or
abbreviated as (X, P, K)-(weakly) opaque) if,

Vzs € Xo,Vs € L(G,z5), and V5 € § such that

f(zs,8) € Xg and |P(s)/P(5)| < K,
s € Xo,3t € L(G,20s), and 3t €t such that f(xns,t) € Xps,
P(t) = P(s) and P(t) = P(5).

A system is (X, P, K)-(weakly) opaque if the following holds. For every exe-
cution of s of G and for every secret execution § prefix of s with an observable
difference less than K, there exist two executions ¢ and £ observationally equiv-
alent respectively to s and 5 such that # is not a secret execution. That is,
doesn’t bring the system to a secret state. From the intruder’s point of view,
when they observe P(s), they cannot be sure whether a secret state was visited
at any point within the last K steps. This is because in our system G, there
exists a sequence of events, starting from an initial state that could account for

what was seen. We demonstrate this with an example.

Example 2.3.5. Consider the system G shown in the state diagram in Figure
2.5. If we set Eops = {a,b}, Xs = {3}, Xpns = X\Xus, and Xo = {0}. The
secret state is shown as a red circle. Here, G is (Xs, P,1)- (weakly) opaque but
is not (X, P,2)-(weakly) opaque, as if the intruder sees the string aba the only
compatible string in the system is caba. Hence after the second ‘a’occurs, the

intruder will be able to tell that the system was at state 3 two steps before.

In general, K-step weak opacity is referred to as just K-step opacity in the
literature. Note that, K-step opacity is a direct extension of CSO, where CSO
is equivalent is O-step opacity [58]. There is a strong version of K-step opacity
that was also introduced in [58]. This notion of K-step opacity is referred to
as K -step strong opacity. A system satisfies K-step strong opacity if it satisfies

K-step weak opacity and there exists a trace of the system (sequence of events
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Figure 2.5: State Diagram System G for Example 2.3.5.

that are observably equivalent to the actual execution) which does not cross

any secret state over the last K steps. We can formalise this with the following
definition.

Definition 2.3.6. (K-step strong opacity [30])

Given a system G, a projection P and sets of secret and non-secret states X,
Xns, and an integer K > 0, G is K-step strongly opaque w.r.t Xs and P (or
abbreviated as (X, P, K)-strong opaque) if,

Vas € Xo,Vs € L(G, xs), Ixns € Xo and t € L(G, xps) such that

P(t) = P(s) and
Vi e, |P()/P(] < K
= 3z}, € Xo such that f(x 1) € Xps.

Example 2.3.6. Consider the DFSA G in Figure 2.6. above. Let Eys =
{a,b,c}, Xs = {4,7} and X,,s = X\Xs. In Figure 2.6. we indicate our se-
cret states using red circles. It’s interesting to note that our system G satisfies
(Xs, P, K)-weak opacity for any K € N. Since events d and e are not observ-
able, for every sequence of events following a wvisit to state 1, there exists an
observationally identical sequence of events starting at state 2.

Our system G is (X, P, 1)-strongly opaque. However, our system is not (X, P, 2)-
strong opaque. This is because when the intruder observes the string ababc the
system is system is either in state 4 (a secret state) or state 3. This implies that
the intruder is currently in a secret state or that it was in the secret state 7 two

steps ago. Therefore, from the observation ababe, the system is not (X, P,2)-
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Figure 2.6: State Diagram System G to Show Strong K-step Opacity in Example

2.3.6.
)b ’@ a_o@ b
c

b.@a.@b

strong opaque.

2.3.3 Verification of Opacity

Over the past decade or so, extensive work has been done addressing the prob-
lem of verifying opacity for discrete event systems. We will not be concerned
with verification here, so only very briefly mention some aspects of this work.
Verification is concerned with creating methods and algorithms to check if a
system satisfies the different notions of opacity. It was shown in [10], [57] and
[41] that for many opacity definitions, verification is equivalent to whether or
not the system under analysis can admit all possible words constructed on its
alphabet. In [41], the author Lin presented algorithms to verify language-based
opacity for both deterministic and non-deterministic automata. Lin’s algorithm
is limited to languages that are regular (meaning languages generated by DFSA)
and employs a state-based projection P, which instead, maps the set of states
X to sequences of events in E*. In [59], Saboori and Hadjicostis investigated
the verification problem for initial-state opacity in the setting of finite-state
deterministic automata. To address this problem, they constructed an initial-
state estimator, which constructs all possible initial states of the system that
are consistent with the observations of the system’s transitions. This approach

was later extended in [36] for non-deterministic automata.
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2.4 Enforcement of Opacity

When a system is not opaque, we can use a range of different techniques and
algorithms to force a system to satisfy opacity properties. Opacity enforcement
does not involve changing the structure of the system. Instead, enforcement of
opacity only interferes with the system’s output when necessary. Two of the

main methods that are used for opacity enforcement are as follows.
1. Deleting events from the output.
2. Adding ‘fake’ events to change the output.

Other enforcement methods, such as edit functions and delaying observable
events, are outlined in [24]. Considering an output trace observed by the in-
truder, the next event in our system might reveal the secret of the system. The
first method aims to avoid this using a device known as a mask, which acts as a
filter on the system’s observable outputs. The mask selectively removes certain
events before they reach the intruder. The mask can restrict the observable
outputs of the system in a static or dynamic fashion. A static mask consistently
hides a predefined set of events, regardless of system behaviour, while a dynamic
mask adapts its actions based on the current system state and the intruder’s
accumulated knowledge. In the following example, we demonstrate how a mask

can be used to enforce CSO in a system.

Figure 2.7: State diagram of system G in Example 2.4.1 to enforce opacity by
deleting events.

Example 2.4.1. Consider the system G in Figure 2.7 where Xo = {0}, X, =
{4} and X,s = X/X,s. Here, we want to make the system G satisfy CSO.
If Eops = E = {a,b,c,d}, then the system is not opaque as bb*ca leads to the
secret state and there are no other strings with the same projection leading to
a non-secret state. However, if instead E.,s = {a} or E.s = {b} or even

Eos = {a,b} then our system satisfies CSO. Thus, we can define static masks
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making two events (event ¢ and d) that are permanently unobservable. Although
this will make our system opaque, it is also very restrictive. We could hide fewer
events, which would make the control less restrictive. In this example, we can be
more efficient by using a dynamic mask that will make an event unobservable
only when necessary. Here, if we start from the initial state O and see the string
bb*, the intruder knows we are at state 1 before splitting off into the two paths.
When the event c or d follows, the intruder knows what path we took and reveals
the secret state to them. However, we can design a dynamic mask that has the
following behaviour.

The system begins at state 0, where all the events are observable. When the
string bb* occurs, the mask hides the next event to occur (the first occurrence of
event ¢ or d is hidden from the intruder) and permits only the events a and b
to be observable. Once an event a has been observed, the mask is released and

allows all events to be observable again.

The second enforcement method artificially adds outputs to the set of observed
events. This approach uses insertion functions to carry out this task [67]. An
insertion function is a monitoring interface at the system’s output that changes
it by inserting fake events into the observable events. This confuses the intruder
as the extra inserted events are indistinguishable from genuine observable events
of the system. The intruder, observing the output, which has been altered by
the insertion function, cannot tell if the observed string includes inserted events
or not. Following the formulation in [31], we defined the insertion function
fr: Elyg X Eqps — EX by fr(s,e) = es, where s € E,

s

and e € Fy,s. In
other words, the insertion function takes an observable string s and inserts the
observable event e at the beginning of the string, resulting in the concatenated
string es. The following example demonstrates how we can make a system
satisfy ISO using this method.

Example 2.4.2. Consider the system G depicted in Figure 2.8 below, where
we would like to enforce initial-state opacity by using an insertion function. Let
Xo ={0,1,2} such that X; = {2} and X,s{0,1} are the secret and non-secret
initial states respectively. Suppose that Eops = {a,b,c}. The system currently
does not satisfy ISO, as when the intruder sees the string b, they will know that
the system began at the secret state 2. Suppose that opacity is enforced by using
an insertion function, where fr(b,c) = cb. Hence, if the intruder is unaware
of the presence or structure of fr, then our system now satisfies ISO. This is

because when the string b occurs, after insertion, the intruder will observe the
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string cb, which could have originated from the mon-secret initial state 1. Thus,

the intruder cannot be certain whether the system began in a secret state or not.

Figure 2.8: State diagram for the system G in Example 2.4.2

2.5 Controllability and Observability for DES.

In supervisory control theory (SCT) for discrete-event systems, the notions of
controllability and observability play a crucial role in ensuring that a system’s
behaviour can be guided and monitored to meet desired specifications [9],[63],
[61]. The behaviour of such systems is described by their language, and control
is exerted by enabling or disabling certain events. When an event is enabled,
all transitions labelled by the event are allowed to occur within the system:;
in contrast, disabled events not permitted to occur within the system. The
objective for supervisory control is to restrict the system’s behaviour to a desired
sublanguage based. Although this is not the main focus of this thesis, the
concepts of controllability and observability will play a key role for the system
classes in the coming chapters. In particular, we will investigate how these
properties relate to opacity.

We first consider controllability. The aim is to enforce a desired behaviour of the
system, where this behaviour is represented by a sublanguage K C L(G, Xy) of
the system’s language. The sublanguage K is the control objective. We use the
notation K to indicate the prefix-closure of the sublanguage K which is defined
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as,

K = {s € ¥*|3w € K such that sw € K.}

In other words, K is the set of all prefixes of all the strings in K.

The control action is carried out by a supervisor or controller. Typically, the
supervisor acts by disabling certain events to ensure the control objective is met.
In most practical situations, a supervisor will not have control over all events in
E. Let E¢ denote the set of controllable events that the supervisor can choose
to allow or block, and Fy¢ denote the uncontrollable events that the supervisor
cannot disable. We recall the following formal definition of controllability for
DES.

Definition 2.5.1. (Controllability for DES [51])
Given a DFSA G, a set of controllable events E¢, and a control objective K.
We say that K is controllable (with respect to L(G, Xo) and E¢) if

KEUC N ﬁ(G,Xo) - K7
where EUC = E\Ec.

Loosely speaking, the controllability of K requires that for any prefix § of a
string in K, if § is followed by an uncontrollable event e € Ey¢ such that Se
is in L(G, Xp), then e must also be a prefix of a string in K. It is also known
that controllability is preserved under arbitrary unions and consequently the
supremal controllable sublanguage of a given language exists and is given by
the union of all controllable sublanguages [63].

We next discuss the concept of observability. The intuitive idea is that if we
cannot differentiate between two strings based on observations, then the same
control action should work for both strings. In terms of the supervisor/con-
troller, this means that if an event e satisfies the control objective for one such
string, then it must also do so for the other. The preceding intuition is for-

malised in the following definition.

Definition 2.5.2. (Observability for DES [51])

Given a DFSA G, a set of controllable events E¢, a set of observable events
Eops, and a language K C L(G, Xy), K is said to be observable (with respect
to L(G,X0), Ec, Eops) if V§,10 € K and Ve € E¢ such that e € L(G, Xy),
we € K and P(8) = P(w), 5e € K holds.

Observability captures the following idea. Suppose that two strings § and w
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look the same under observation (same projected string under P), and when
a controllable event e occurs after w, we remain in the desired behaviour K.
Then, we also remain in A if the event e occurs after 5. In contrast to control-
lability, observability is not preserved under unions, and therefore the supremal
observable sublanguage of a given language may not exist [63]. In the following

examples, we illustrate these two properties.

Example 2.5.1. Consider the system G depicted in Figure 2.9, which repre-
sents a simple automated door control system.
Here we have three states: the initial state S0, where the door is closed, S1,
where the door is locked, and S2, where the door is open. We also have three
events of opening, locking, and closing the automated door. We will represent
these events as,

E ={o,c,l1}.

We partition our events into controllable and uncontrollable events as,
Ec ={o, c}.

Eyc ={1}.

Figure 2.9: State Diagram System G depicting the operation of a simple auto-
mated door.

Locked
L @ O)

Suppose the specification of the system is: ‘The door should never lock when the

door is closed’. We can define this specification as,

K ={e, o, oc, oco, ---}.
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However, when the door is closed and the system is in state SO, the event lock
can occur, moving the system to state S1, even though this is not part of K.
This means that K is not controllable.

To see this, first note that K is prefix-closed such that K = K. Consider the
string s = oc € K. Then sl = ocl is in L(G, Xo) but sl is not in K, so K is
not controllable by Definition 2.5.1.

Example 2.5.2. This example now focuses on observability. Consider the same
system G in Figure 2.9 with the same controllable and uncontrollable events.
Let Egps = {0, ¢}, and assume that the specification used to define K' is the

following. ‘If the door is closed, issue a lock command’. We can define this as,
K'={g, I, lo, loc, locl,---}.

Here, we have an issue with satisfying the definition of observability. To see this,
consider, the strings § = e € K’ and i = | € K'. Then we have P(3) = P(1).

Suppose we consider our controllable event e = 0. Then we have,

we =1loe K

and
se=o0¢ K'.

Hence, by Definition 2.5.2, our system is not observable.

2.6 Concluding Remarks

In this chapter, we discussed the concept of opacity in its original setting of
discrete-event systems. Opacity provided a formal framework to specify and
verify whether certain secret states or behaviours can be inferred by an external
observer, based on their observations of the system’s output. We recalled and
formalised various notions of state-based approaches found in the literature.
These included initial-state, current-state, initial-and-final-state, and K-step
opacity and demonstrated how each of these captured different aspects of pro-
tecting secret information from an intruder within a partially observed DES.
We briefly mentioned the verification problem associated with LBO and ISO,
as discussed in [41] and [59], respectively. We also described some examples of

how to enforce opacity by adding/deleting events from the outputs of a system.
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Lastly, we described the concept of controllability and observability for discrete
event systems, where these concepts will become important to us in the next

chapter.
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Chapter 3

Opacity Concepts for Linear
Systems

3.1 Introduction

In this chapter, we shift our focus from viewing opacity in the DES setting to
examining it within the framework of linear systems. This recent line of work is
motivated by applications to cyberphysical (CPS) systems that may be modelled
by linear time-invariant (LTI) systems. We also make use of tools from control
theory to study opacity within this setting. [53], [72].

We will begin the chapter by reviewing LTI systems and their fundamental
properties and results. Building on this, we will then review a recently intro-
duced notion of opacity for LTI systems and discuss the concept in terms of
reachable sets. Lastly, we will compare opacity with other system properties

such as controllability, output controllability, reachability, and observability.

3.2 Linear systems: definition and fundamental

results

In this section, we recall some important results and properties for LTI systems
that will be used throughout the remainder of the thesis. These concepts are
well established in and can be found in works such as [56], [44], and [64].

In this chapter, we will consider discrete-time linear time-invariant (DT-LTT)
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systems that take the form:

x(t+1) = Ax(t) + Bul(t),
y(t) = Cx(t), (3.1)

where: z(t) € R™, u(t) € R™,y(t) € RP, and A, B,C, are matrices with A €
R™>" B e R"™™ (C € RP*"™. Time t takes discrete values, where t € Z,, the
set of nonnegative integers.

The system begins at an initial state x(0) = zg € X, where Xy C R™ denotes
the set of possible initial states. This is often the entire state space R™. We
call z(t) = [x1(t), z2(t), ..., zn(t)] the state vector, and the components x;(t) are
called the state variables. We refer to u(t) as the input vector, where u(t) =
[y (t), ua(t), ..., um(t)]. We use the notation U(t) = [u(0)T,u(1)T,...u(®)"]"
for the vector of inputs up to and including time ¢. y(¢) denotes the output
vector, where y(t) = [y1(t),y2(t), ..., yp(t)]. Similar to the inputs, we denote
the output sequence as Y () = [y(0)7,y(1)T,...,y(t)]T. In the literature, it
is quite common to include an extra term in the output equation, leading to
y(t) = Cx(t) + Du(t). In this chapter, we shall work with the simpler system
model (3.1).

3.2.1 State Equation Solution.

Given an initial state z(0) = zp, and a sequence of inputs U(t — 1), we can
generate a solution for our system (3.1) in the following way.
At time 1 we have,

z(1) = Azo + Bu(0).

At time 2,

z(2) = AlAzy+ Bu(0)] + Bu(1))
=  A%zy+ ABu(0) + Bu(1).

at time 3,

z(3) = A[A%zo + ABu(0) + Bu(1)] + Bu(2)
APzo + A2Bu(0) + ABu(1) + Bu(2).
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From this iteration, it is not difficult to see the pattern and that the state at

time t is given by the following expression:

t—1
a(t) = Alzg + Y A" Bu(i).

1=0

It is also clear that for every zp and input sequence U(t — 1), there is a unique
solution defined up to time ¢. Similarly, the corresponding output y(t) of the

system (3.1) can be expressed as

t—1
y(t) = CA'zg + > CA™""'Bu(i).
i=0
In terms of notation, we used x(t,zo, U(t — 1)) and y(t, zo, U(t — 1)) to denote
the state and output at time t that originated from the initial state xg using

the sequence of inputs U(t — 1).

3.2.2 Reachability

The system property of reachability refers to the problem of determining whether
a system has the ability to transition from one state to another within a finite
number of steps. Loosely speaking, a system is considered to be reachable if it
can be driven from an initial state to any desired final state by an appropriate
choice of inputs. This property concerns the influence of inputs on the state but
does not involve the output equation. Reachability in a time interval [0,t¢] is

formally defined in the following way.

Definition 3.2.1. (Reachability [56]).

The LTI system (3.1) is said to be reachable on the time interval [0,tf] if given
any state xy, there exists an input sequence U(ty — 1) such that, beginning at 0,
it satisfies x(ty,0,U(ty — 1)) = xy.

This definition does not require the state to remain at x; for times ¢ > ty. It
also reflects the notion that the inputs can independently influence each of the
state variables.

Starting from the initial condition zy = 0, and applying the input sequence

27



U(ty — 1), the state at ts is given by,

u(ty —1)
z(t;,0,U(t; — 1)) = fz A= 1By(i)y = [B AB A?B..AY71B] u(tf._ 2
=0 .
u(0)

We refer to the matrix [B AB A2?B ... AY~!B] as the reachability matrix on
[0,tf]. The value t; = n plays a central role, and the reachability matrix on
[0,n] is just denoted Mg ,. Also, reachability in time n is generally referred
to simply as reachability. This is because if a system is reachable in time n,
then it is reachable for all times ¢ > n also. The following theorem characterises

reachability in terms of the rank of Mg ,,.

Theorem 3.2.1. The LTI system (3.1) is reachable if and only if
rankMpg ,, = rank[B AB A’B... A" 'B] =n.

In the following example, we illustrate how the rank condition in Theorem 3.2.1

can be applied to verify system reachability.

Example 3.2.1. Consider the LTI system

4 1
z(t+1)=

y(t) =[1 0]a(®).
where,

A:

1
1 and C = [1 0} .
2
To determine if the system is reachable, we need to check if
rankMp o = rank[B AB] =n.

Here we have that,

Hence,
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1 6
Mpo = .

Each column of Mg 3 is linearly independent, so rank Mpo =2 = n. Therefore,

by Theorem 3.2.1, the system in this example is reachable.

3.2.3 Controllability

The concept of controllability concerns the ability to drive the system (3.1)
from any initial state to the zero state within a finite time interval using an

appropriate set of inputs. Controllability is formally defined next.

Definition 3.2.2. The LTI system (3.1) is controllable on the time interval
[0,tf] if given any initial state, x(0) = xq, there exists an input sequence U (t s —
1) such that x(ty,x0,U(ty — 1)) = 0.

As with reachability, this definition does not require the system to stay at 0 for
any time later than ty. Also, the case t; = n is special, and controllability on
the interval [0, n] is simply referred to as controllability.

Next, we recall a result that relates controllability to the images of the matrices
A™ and Mg, known as Fuhrmann’s rank condition [44], [45]. We first recall

that the image of a general matrix N € R‘*P is given by
Im(N) = {Nw|w € RP}.
Theorem 3.2.2. ([44]) The LTI system (3.1) is controllable if and only if,
Im(A™) C Im(Mg.,)

where Mg, is the reachability matriz.

Although controllability and reachability are closely related, it is important to
note that for discrete LTI systems, the reachability and controllability properties
are not equivalent. If our system (3.1) is reachable, then it implies that our
system is controllable. This is true as reachability implies that the image of
Mpg ,, equals the state space R™, so that Im(A™) C Im(Mg,,) = R™. Hence, by
Theorem 3.2.2, the system is controllable. The converse doesn’t hold however,

and we will demonstrate this using a simple example.
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Example 3.2.2. Consider the LTI system:

xU+U:[§§ﬂu@

mwzﬁ 4@@

D mie=l ]

Here n = 2. As rank(B) = 1, rank([B AB]) = rank(|B 0]) < 2. Hence, the
system is not reachable. The system is controllable as Im(A™) C Im(Mg.,)

where, A=0, B =

holds trivially because Im(A™) = {0}. Hence, the system is controllable and not
reachable. Note that if A is a full rank matriz, then reachability and controlla-

bility are equivalent.

3.2.4 Observability

We next discuss another system-theoretic property, known as observability. Ob-
servability concerns the ability to determine the initial state of a system based
on its outputs over time, knowing the inputs. Informally, a system is observable
if the system’s outputs provide us with enough information to determine the

initial state.

Definition 3.2.3. The LTI system (3.1) is said to be observable on the interval
[0,tf] if knowledge of the input sequence U(ty — 1) and output sequence Y (ty)
(along with knowing A, B,C') is enough to uniquely determine the initial state

Zo-

Unlike controllability and reachability, checking for observability for LTI systems
involves examining the outputs in (3.1). Assuming zero input, the outputs of

the system can be written in the following way.

= . Zo-

y(tf -1 CAt—1

Once again, the value ¢ty = n plays an important role. Observability on [0, n] is

referred to as observability, and the matrix,
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C

CA
On—l =

CAnfl

is referred to as the observability matrix of the system (3.1). The following

theorem characterises observability in terms of the observability matrix.

Theorem 3.2.3. The LTI system (3.1) is observable if and only if,

C
CA

rank O, _1 = rank ) =n

CAn—l

Now we are going to provide an example of using Theorem 3.2.3 to check if an

LTI system (3.1) is observable or not.

Example 3.2.3. Consider the following LTI system,

z(t+1) = [_6 !

y(t)

Il
—
ot
D
[t
8
—~
~—

where,

A:

_06 02]7B:l31 and C =5 6.

Using Theorem 3.2.8 to test for observability, we need to check,
C
rankQ,,_1 = rank =n
CA
where n = 2. Here we have that,

Hence, we have,
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5 6
On—l =
-30 —12

and rank On,_1 = 2 = n. Therefore, our system is observable. Note that if we

calculated the reachable matriz Mg , and checked the reachability condition, we

-3 —18
0 0|

where, rank Mg, =1 # n. Hence, our system in this example is observable but

would have,

Mg, =[B AB|=

not reachable.

3.3 Opacity for Linear Systems.

We will now introduce the concept of opacity for LTI systems. Here, we are
mainly interested in the idea of k-initial state opacity (k-ISO) that was originally
presented in [52]. Informally, opacity in this context involves not allowing an
intruder who is observing the outputs of the system (3.1) determine whether
or not the system started from a secret initial state. To achieve this, for any
trajectory starting from a secret initial state, there must exist another trajectory
starting from a non-secret state, which looks identical to the intruder. This
means when an intruder takes an observation of the outputs of our system, they
won’t know if the system began at a secret initial state or not. This may be
important as knowledge of the system’s initial state could enable an intruder to
perform targeted attacks on the system [32].

Here, we are going to discuss some fundamental results for k-ISO, and relate
them to the system properties discussed previously, as well as the notions of
backward-reachable sets, and output controllability. The intruder of the system
is assumed to have knowledge of the initial sets of secret and non-secret states,
X, and X, respectively. Note that the set of initial states X and X, are
assumed to be disjoint and to satisfy X,s = Xo\Xs. The intruder also has
knowledge of the system model given by A, B, and C. Let K C Z correspond to
the instants of time at which the intruder makes an observation. The intruder’s
goal is to try to discover, on the basis of observing the outputs of (3.1) at times
k € K, whether or not our system started in the set of secret states X;. The

idea of k-initial state opacity is to prevent the intruder from achieving this goal.
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Definition 3.3.1. (Strong k-initial state opacity [52]).

For the LTI system (3.1), given X, X,,s C Xo, and k € K, X, is strongly
k-initial state opaque (k-ISO) with respect to X5, if for every xs € X and for
every sequence of inputs Us(k — 1), there exists an 2,5 € Xps and a sequence of

inputs Ups(k — 1) such that we have,
y(k, x5, Us(k — 1)) = y(k, @ns, Uns (k — 1)).

X is strongly K-ISO with respect to X,,s if X is strongly k-ISO with respect
to X5, V k€ K [53].

Definition 3.3.1 means for any secret state in X and sequence of inputs U, (k—1),
when an intruder observes of the output of the system (3.1) at a time k € K,
there will be an identical observation from a non-secret initial state by applying
a sequence of inputs U, s(k — 1). Definition 3.3.1 requires this to hold for every
input applied to the initial states in X,;. There is also a weaker version of k-ISO

where we relax this condition.

Definition 3.3.2. (Weak k-initial state opacity [52]).

For a system (3.1), given X, X,s C Xo, and k € K. X, is weakly k-initial
state opaque (k-ISO) with respect to X,s, if for some x5 € Xg and for some
sequence of inputs Us(k—1), there exists an x,s € Xps and a sequence of inputs

Uns(k — 1) such that
y(k, 5, Us(k — 1)) = y(k, Tps, Uns(k — 1)).

X, is weakly K-ISO with respect to X5, if X is weakly k-ISO with respect
to X,,s V k € K. In contrast to the strong opacity property, we don’t require
the outputs to match for every input sequence Us(k — 1) but only require the
outputs to match for at least one input sequence Ug(k — 1).

These definitions of opacity for LTI systems are related to but different from
the familiar definition of observability we have seen in the last section. The
observability problem aims to determine the initial state zy from its outputs
over time. For opacity, the intruder also aims to determine xy but only has
access to snapshots of the outputs and the set of possible controls. This supports
reasoning about intruders with limited observational capabilities. This may be
caused by the intruder not wanting to reveal their presence or having limited
resources to continuously examine the system’s whole behaviour [32].

Staying on the topic of observability, it is important to highlight an aspect of
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the definition of K-ISO from [52], which we will revisit later. In this definition,
the non-secret state z, is allowed to be different at different time instants in
K. In [32] and [70], they modify this definition of K-ISO and rebrand it as
just initial state opacity, where x,, is required to be the same across all times
when the intruder measures the output. The formulation from [52] described
here for opacity in the linear system setting is also different from the definitions
of opacity we saw in the DES literature [30], [41], and [24]. In the case of DES,
for k-ISO the observation of the entire secret trajectory must coincide with the
non-secret trajectory. Here, we only require the secret and non-secret outputs

to coincide at time k.

3.4 Comparing k-ISO to Controllability and Ob-

servability.

We next explore how the concept of opacity for LTI systems introduced above is
related to other system-theoretic properties, such as controllability and observ-
ability. First, we will show that if our system is controllable on the time interval
[0, k], then there exists a set of secret initial states X that satisfies k-ISO with

respect to a set of non-secret initial states X,,;.

Proposition 3.4.1. X, is strongly k-ISO with respect to X,s if our system
(3.1) is controllable on the time interval [0, k].

Proof. Suppose that the LTI system (3.1) is controllable on [0, k]. This means
that Vo € X, there exists a set of inputs U (k—1) such that z(k, xo, U(k—1)) =

0. Now consider a secret initial zs € X, and an input sequence Ug(k —1). Then

k—1
2(k, x4, Us(k — 1)) = AFzg + > AR Bu(i).
=0

Pick any non-secret initial state z,s € X,s. As our system is controllable on

[0, k] there exists an input sequence U(k — 1) such that
x(kaxns — Tg, U(k - 1)) =0.

However,
k—1

2(k, ns — 25, Uk — 1)) = A2y — ) + > A" Bu(i).
=0
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It follows that if we define wu,s(7) = u() + us(é) for 0 < i < k — 1, that

k—1
(b, Tps, Uns(k — 1)) = AFz, + ZAk_i_lBum(i)
i=0
k—1 _
= AFz, + Z AR By (4)
i=0

= x(k,zs,Us(k —1)).
It now follows immediately that
ys(k,xs,Us(k—1)) = Ca(k, x5, Us(k—1)) = Cax(k, s, Uns(k—1)) = yns(k, Tns, Uns(k—1)).

From Definition 3.3.1, X is strongly k-ISO with respect to X,,;. O

Now we are going to show that the converse does not hold and that a system
that is uncontrollable on [0, k] can still satisfy k-ISO.

Example 3.4.1. Consider the set of secret initial states Xy = {[1 1]T} and
the non-secret initial states X,s = Xo\Xns for the LTI system

2(t+1) = Ll) j mHH u(t)

y(t) = [1 1] (%)

11
1

1

where, A = , B=

c=[11].

We first show that this system is uncontrollable on [0,2]. To see this, note that

11
0 o

It is now straightforward to see that for any initial state xg with a non-zero

A=

21 and [B AB] =
1

second component, there is no input sequence u(0), u(1) that will result in
x(2,x0,U(1)) = 0.

1
We next show that the system satisfies k-ISO for k = 0,1,2. For X, = { L] }

2
with the non-secret state r,s € X,s, where r,s = [O] , X5 s strongly k-initial
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state opaque as,
for k=0,

y(0,z,,") = Cy = [1 1] H —9

and,

§(0,305,7) = Caps = [1 1] m —2,

where the ‘dot’ in the third argument indicates that the input has no influence on
the value of the output at time 0. Hence, y(0,z5,Us(—1)) = y(0, 2ps, Uns(—1)).

For k=1 we have,

1 1|l [ 1 2 (0 9+ (0
(1,2, Us(0) = o) = | 2] 4 @) 2 2O
0 1| |1 0 1 0 1
and,
2 4+ u4(0)
The corresponding non-secret state is
1 1( 12 1 2 + Uy (0
x(lvxnsaUnsa))): |}) 1‘| 0 + 0 [Uns(o)]: OTLS( )]
s0,
2 ns 0

Hence, k-ISO holds for k = 1 as we can set uns(0) = us(0) + 1 to make [3 +
us(0)] = [2 + uns(0)].
Now for k =2,

x(2, x5, Us(1)) = A%+ ABus(0)+Bus(1) =

Then,
(2,25, Us(1)) = 4+ us(0) + us(1)
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For the corresponding non-secret state,

1
0

Uns(0)
0

+ +

(2, Tpns, Uns(1)) =

0 1

umu)]

1+ s (0) + um(l)]

and the output is
y(27 Tns, Uns(l)) =2+ Une(o) + Uns(l)

Again, k-ISO holds for k = 2 as we can set tns(0) +uns(1) = (us(0) +us(1))+2
to make [4 4+ us(0) + us(1)] = [2 + uns(0) + uns(1)]. So, this system satisfies
k-ISO for k =0,1,2, but it is not controllable on [0, 2].

Returning to the relation between observability and K-ISO, we want to show
that with the application in mind, you would expect that with K = {0, 1,2, ..., k},
if the system is observable on [0, k], then it should not satisfy K—ISO. In fact,
it is desirable that this would hold for any choice of X and X,,;. Our example
below shows that this is not necessarily the case. This highlights the issue with
the definition K-ISO from [52] that we mentioned previously.

Example 3.4.2. Consider the system studied in Example 3.4.1,

w(t+1) = ll 11 (1) + [1

01 0 u(t)

y(t) = [1 1] (%)

We have shown previously that this system satisfies K-ISO for K = {0,1,2}.
However, this system is observable on [0,2]. To see this, we apply Theorem

The observability matriz is given by

0, =

so that
rank(01) =2 =n.

Therefore, the system is observable on [0,2]. This means that the outputs mea-

sured at times 0,1,2 uniquely determine the initial state, despite the system
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satisfying the definition of K-ISO for K = {0,1,2}. This arises as the defini-
tion of K-ISO allows the input sequence used for the non-secret initial state to
be different for each time in K.

3.5 Opacity and Reachable States

In the model of opacity used here, the intruder has knowledge of the system
model as well as the sets of secret and non-secret initial states. Moreover, the
intruder does not have knowledge of the exact control sequence that is applied
in the time interval [0, k], but is only aware of input sequences that could be
applied to the system. Opacity fundamentally depends on the outputs that can
result from a given initial state. Of course, this depends on what state can be
reached from a given initial state. With this in mind, it is natural to consider
how opacity relates to the reachability properties of a system. Here, we are
going to discuss k-ISO in terms of the states that are reachable at time k. This
will include establishing conditions for k-ISO to hold in terms of reachable sets
and discussing the idea of backward reachable sets and their relation to k-ISO.
To do this, we are going to introduce some notation that will help us establish
this connection.

Let Uy_1 be the set of all input sequences U(k—1). Recall that z(k, zo, U(k—1))
is the state at time k with initial condition z¢ and input sequence U(k — 1).
We write R(Xo, k) for the set of states that are reachable in k-steps, starting at
time O from the set X. That is,

R(Xo, k) = {Z’(k,l’o,U(k — 1)) X € Xo, U(k — 1) € L{k,l}.

For opacity, we are particularly interested in the reachable sets for secret and
non-secret initial states R(Xs, k) and R(X,s, k). With this notation, the set of

reachable outputs at time k can be written as
Y (Xo,k) ={y:y=Cz,xz € R(Xo,k)}.

The next two theorems characterises k-ISO in terms of reachable outputs defined

above with respect to X, and X,,,.

Theorem 3.5.1. ([5/]) Consider the LTI system (3.1) with the sets of secret

states X and non-secret states X, 5. The following statements hold.
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1. X 1s strongly k-ISO with respect to Xps if and only if Y (X5, k) C Y (Xps, k).

2. X, is strongly K-ISO with respect to Xns if and only if Y (Xs, k) C
Y (Xys, k) for all k € K.

It is immediate that R(X;, k) C R(X,s, k) is sufficient for X to be strongly
k-ISO with respect to X,s. However, this is not a necessary condition. The

following simple example illustrates this.
Example 3.5.1. Consider the following LTI system:
10
z(t+1) = xz(t
(t+1) [O 1] ()

y(t)

[3 3} 2(t).

If we consider Xy = {[0 3]} such that X,s = Xo/X, where x,, = [3 0]" €
Xns. As the A matrix is the identity Iy and B is zero, then we would have
R(Xs, k) =10 3]" and Y(Xs, k) =9. As [3 0]" € X,.s, we have, R(zps, k) =
[3 0]T and Y (ns, k) = 9. Therefore, we have that Y (X4, k) C Y (Xys, k) and
establishing k-ISO for our system. This shows that R(Xs, k) C R(Xns, k) is not
a necessary condition as here R(Xs, k) € R(Xns, k).

We also have a similar result for weak k-ISO.

Theorem 3.5.2. ([54]) Consider the LTI system (3.1) with the sets of secret

states X5 and non-secret states X,s. The following two statements hold.

1. X, is weakly k-ISO with respect to X5 if and only if Y (X, K)NY (X5, k) #

0.
2. X, is weakly K-ISO with respect to X5 if and only if Y (X, K)NY (X5, k) #
0, for allk € K.

Having R(X, k) N R(X,s, k) # 0 is a sufficient condition for Theorem 3.5.2 to
hold. Again, having this condition R(Xs,k) N R(X,s,k) # 0 is not necessary.

We demonstrate this using the following example.

Example 3.5.2. Consider the system we used in Example 3.5.1, with X, =
{lo 1]7,[2 3]"} and X5 = Xo\Xs. Then, R(Xs, k) ={[0 1]T,[2 3]T}. If
we consider the non-secret initial state x,s = [I 0]" such that R(zs,k) =
[1 0]T. Then, Y(Xs, k) = {3,15}, and clearly 3 € Y (X5, k). Hence, we have
Y (X5, k) NY (X5, k) # 0 but R(Xs, k) N R(X,,s, k) = 0.
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3.6 £-ISO and backwards reachable sets.

In this section, we describe the concept of backward reachable sets for the system
(3.1) and explain its connection to k-ISO. Before doing so, recall that the inverse
(or pre) image of a set ) in R? under the linear mapping defined by the matrix
Cis

C'Yy={zeR":Crc)}
Definition 3.6.1. (Backward reachable set [53]) Given a set of states Xy C R™.
The backward reachable set in k-steps,denoted by Prex(Xy), is given by

Prey(Xy) ={xo e R" : U (k — 1) € U1 with x(k,x0,U(k—1)) € X5}

Informally, the backward reachable set Prey(Xy), is the set of initial states
from which you can reach a state in Xy at time k by applying a set of inputs
Uk-1) € Up_;.

We are now going to discuss characterising k-ISO in terms of backward reachable
sets. In the following result, the thesis adds a slight modification to the one in
[63], where it was shown that k-ISO for the system (3.1) is equivalent to the

two conditions below.
1. (Preg[CHY (X, k)] N R(Xps, k) =0
2. X, C Prei[CHY (X, k)]

In the following result, we are going to show that we only need the second
condition to hold for the system (3.1) to satisfy k-ISO.

Theorem 3.6.1. X satisfies k-I1SO with respect to X, if and only if
X, C Prep[CTHY (X s, k)

Proof. (If): First let’s assume that X, is k-ISO with respect to X, s. Then by
Theorem 3.5.1, we have Y (X, k) C Y (X5, k). This implies that R(X,, k) C
C~ (Y (Xpns,k)). From this, we have,

X, C PTek[Cil(Y(anv k))]

(Only if): Now let’s suppose that X, C Preg[C (Y (X,s,k))]. Take xs €
Xs. Then xs € Prex[C~1(Y (X,s,k))]. Hence, there exists an input sequence
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Us(k — 1) such that,
a(k, x5, Us(k — 1)) € C7H(Y(Xps, k).
Then this implies that,
Cx(k,zs,Us(k — 1)) € Y (Xps, k).
Hence we have,
Cx(k,xs,Us(k—1)) = Cx(k, xns, Upns(k—1)) for some x,s € Xps, Upns(k—1) € Up—1.

Now we need to show that this holds for every input sequence applied from ;.
Consider any input sequence U(k — 1). The linearity of the system (3.1) implies
that

Cx(k,xs,U(k—1)) = Cxz(k,zs,Us(k—1))+ Cx(k,0,U(k —1) - Ug(k —1))
= Ca(k, ns, Uns(k — 1)) + Cx(k,0,0(k — 1) — Uy (k — 1))
= Ca(k,2ps, Uns(k —1) +U(k —1) — Us(k — 1)).

Hence, we have,
Cx(k,xs,U(k — 1)) = Cx(k, 2ns, Ups(k — 1) + U(k — 1) — Ug(k — 1)).

As U(k — 1) is arbitrary, it follows that X, is k-ISO with respect to X,s. . O

3.7 Output Controllability

A state of the system (3.1) is said to be controllable on the time interval [0, ¢ ¢]
if we can find an input sequence that transfers the state to 0 in finite time ¢.
Now we are going to discuss a similar concept of output controllability that
was presented in the works of [52] [54], and [53]. Informally, a state is output
controllable on an interval [0,t;] if we can choose an input sequence such that

the output at time ¢ is zero.

Definition 3.7.1. (Output Controllability [53])
A state x of the system (3.1) is output controllable on the interval [0,ty] if there

exists an input sequence U(ty — 1) that transfers the system from xo = x to
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z(t,zo, Uty — 1)), so that y(t,xo,U(ty — 1)) = 0.

Note from this definition, we don’t require our system’s output to remain at
zero for time greater than t;, but only require the output to be zero at that
exact time instant ¢y. System controllability implies that output controllability
also holds for our system, but the converse does not hold. In the next result,

we are going to show that controllable implies output controllability.

Theorem 3.7.1. A state zo € R™ is output controllable on the interval [0, 1]
if it is controllable on [0,tf].

Proof. Suppose the state xg is controllable on the interval [0,¢;]. Then there
exists a control sequence U (ty — 1) which drives the state zo to z(ts, zo, U(ty —
1)) = 0. From our system model (3.1), the output is given by y(t) = Cx(t).
Hence, the output corresponding to x(ts,zo, U(ty — 1)) is,

y(tf,xo, U(tf — 1)) = Cl‘(tf,l‘o, U(tf — 1)) =Cx0=0

Therefore, zq is also output controllable. O

Theorem 3.7.1 simply formalises the observation that if we can control the state
to 0 by appropriately selecting inputs, then the output is immediately also
controlled to 0 as the state to output map is linear. The following two results

describe the relationship between strong k-ISO and output controllability.

Theorem 3.7.2. ([53]) Consider the LTI system (3.1) with secret and non-
secret states given by Xs and X, s respectively. Suppose X is strongly k-1SO
with respect to X, 5. Then, there exists a state that is output controllable on the
interval [0, k].

Proof. Let X, be k-ISO with respect to X,;. From the definition of k-ISO,
this implies that for z; € X, Us(k — 1) € Uyk_1, there exists x,s € X,s,
Uns(k — 1) € U1 such that y(k,zs,Us(k — 1)) = y(k, xpns, Uns(k — 1)). As X,
and X, are disjoint, x5 # Tps. Now, set £g = T5—Zns and u(j) = us(§) —tns(j)
for 0 < j < k — 1. Then consider,

k—1 k—1
CAFz 4> CAF T Bu,(j) = CAF2,e+ ) CAY 77 Buy(j) (From k-1SO),
j=0 j=0
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which implies

k—1 k—1
CA*w, — CA s+ CAFM I Bug(j) = Y CAM 7 Buy,(5) = 0,
j=0 j=0
Hence by linearity,
k—1 .
CAM (s — ane) + Y CAIT1B (us(j) = ns(4)) = 0.
§=0

Thus, y(k, zo, U(k — 1)) = 0 showing that g = x5 — s is output controllable.
O

In Theorem 3.7.2, if k-ISO holds for the secret initial state x, € X, with respect
to the non-secret initial secret z,s € X, with appropriate control sequences
Us(k—1) and U,s(k — 1), then the set of inputs u(i) = us(4) — uns(i), where i =
0,1,2,..., k—1 will achieve output controllability of the state xy = x5 —x,s. The
next result gives a partial converse to Theorem 3.7.2, and describes conditions

under which output controllability implies k-ISO.

Theorem 3.7.3. ([53]) Consider the system (3.1). Let X,. denote the set of
states that are output controllable on [0,k], and assume that X,.\{0} is non-
empty. Let X5, X,s be sets of secret and non-secret initial states such that every
xs € Xg can be written as x + x5, where x € X,:\{0}, and x,s € X,5. Then
X is strongly k-ISO with respect to X,5.

Proof. Let x5 € X, be given. Then we know that there exists x,s € X,s and
x € Xoc\{0} such that 3 = x + 5.

Output controllability ensures that there exists some input sequence U(k — 1)
such that

k—1
CAFz+)  CA* 71 Bu(j) = 0. (3.2)
j=0

For any control input Uy(k — 1), the output at time k, starting from z, € X is
given by,

k—1
y(k,zs, Us(k — 1)) = CAFz, + ) CAM 771 Bu,(j)
j=0

The output at time k starting from x,,s € X, with the input sequence {U,(k —
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1) = U(k — 1)} is given by,

k—1
y(k, &ns, Us(k — 1) = U(k — 1)) = CA*2, s + > CA¥ I B(ug(j) — ulj)).
j=0
Now, using equation (3.2), we see that
k—1 )
y(k, ans, Us(k = 1) = U(k = 1)) = CAFz, + ) CA¥ I B(uy(j) — u(j))
j=0
k—1
= CAMa,—x)+ > CA* T B(ug(j) — ulj))-
§=0
k—1 k—1
=CAFz, + Y CA* 7' Bu,(j) — (CA*z + Y CA* 7' Bu(j))
j=0 j=0

k—1
= CAFz, + Y CA* 17 Bu,(j) - 0
j=0
k—1
= CA*z,+ ) CA* 7' Buy(j) = y(k, ws, Us(k — 1))

=0

Hence, y(k,zs,Us(k — 1)) = y(k, zns, Uns(k — 1)) where U,s(k — 1) = Us(k —
1) —U(k—1). As z, and Us(k — 1) were arbitrary, this shows that X, is k-ISO
with respect to X, as claimed. O

3.8 Concluding Remarks

In this chapter, we discussed the concept of opacity in the setting of LTI sys-
tems. In particular, we looked at the version of k-ISO introduced recently in
the works of [52] and linked it to several system properties such as controlla-
bility, observability, and output controllability. We also examined k-ISO using
backward reachable sets and provided a slight extension of a result in [53]. In
the next chapter, we examine attack detection and security for LTI systems and

examine the link between opacity and undetectable attacks.
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Chapter 4

Security and attack detection

for linear systems

4.1 Introduction

Privacy breaches in cyber-physical systems(CPS) can be used maliciously to
cause damage to system components and users. Real-world examples of this
include the Ukraine power grid attack in 2015 [49] and the Iranian oil terminal
attack in 2012 [42]. To help prevent these attacks, extensive research has been
conducted on questions related to privacy and security of cyber-physical systems
[34] [27] [39]. The concept of opacity discussed in the last chapter is one approach
that has been taken to protect privacy. Recall that the goal is to ensure that
an intruder or malicious actor cannot definitely determine if the system started
from a ‘secret’ initial state based on the system’s output. In this chapter, we
turn our attention to the question of security. We will discuss recent work on
modeling attacks on linear systems, as well as results and methods to help an
external monitor identify if an attack has occurred or not.

We begin by describing the attack model for linear systems and outlining some
preliminary results related to it. There are two key actors in the model we study:
the attacker and the detector (following the terminology from Chen et al [11]).
The attacker seeks to disrupt the system’s operation by injecting an additional
attack signal. The aim of the detector is to identify when this happens using
input and output measurements. We then discuss the problem of detecting

attacks and the related question of characterising undetectable attacks. We
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finish the chapter by investigating the connection between undetectable attacks

and opacity for linear systems.

4.2 Basic Definitions and Attack Model

To begin, we consider the system model,

z(t + 1) = Axz(t) + Bu(t) + Bal(t),
y(t) = Cx(t) + Du(t) + Da(t). (4.1)

As before, t € Zy is our time index, the system state x(t) € R™, the output
y(t) € RP, and the input u(t) € R™. The signal a(t) € R® is the unknown
attack. We make the following remarks to clarify the key assumptions of the

attack model we will study here (4.1).

e The detector knows the matrices A, B,C, D, as well as the outputs y(t)
and inputs u(t). They do not know B and D or the attack signal a(t).
Also, they do not have full state information: in particular, the detector
does not in general know the initial state xy. The detector’s goal is to use
the observed input-output behaviour of the system to detect whether an

attack a(t) has occurred or not.

e The attacker also knows the system matrices A, B,C, D and the attack
matrices B and D. In fact, they design B and D. The matrices B and D
describe the capabilities of the attacker to impact the system’s behaviour.
The attacker’s goal is to inject a non-zero signal a(t) # 0 to disrupt the

system (4.1). Clearly, the attacker wants this attack to be undetected.

e A non-zero attack signal a(t) is undetectable if there exist two initial states,
which generate the same output sequence, where one is subject to the
attack a(t), and the other is not.

The inputs u(t) are known to the detector and they know how the inputs u(t)
contribute to the outputs y(¢) in the absence of an attack. As in [11], we will
work with a modified version of the system (4.1) where we ignore the known

inputs u(t). Formally, we consider the system,

|
'S
3

Yo oz(t+1) t) + Bal(t) (4.2)

y(t) = Cx(t)+ Daf(t).
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We use the notation ¥ = (A, B, C, D) to represent the system model (4.2) and
¥ = (A4,B,C, D) to denote the system with no attack:

X: z(t+1) = Ax(t)+ Bu(t) (4.3)

In Lemma 4.2.1, we justify working with the simpler system (4.2) rather than
(4.1).

Consider the attack sequence,

and the corresponding output sequence with initial state x,
Y (T, 2o, B(T)) = [y(0) ", y() T, oo y(T) )T

where T > n— 1. We consider an attack to have occurred on 3 when E(T) # 0.
Let Y1(T, 2o, E(T)) and Y (T, zq, E(T)) denote the output sequences produced
by applying the attack inputs to the initial state z( for the systems (4.1) and

(4.2) respectively. We can express both output sequences as:
Yi(T, zo, E(T)) = Orzg + MpU(T) + My E(T)
and
Y (T, xo, E(T)) = Orzo + M7 E(T).
Or is the extended observability matrix,

C

CA
Or=| | (4.4)

T

CA

and M is the input-output matrix of our system, which is given by
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D 0 0 1
CB 0 .
My = | CAB CB D .. 0 (4.5)
(CAT-'B CAT2B .. OB D|

The matrix My is defined analogously.

Key Assumptions: Throughout this chapter, we assume that the systems ¥,
¥ are observable, so that the rank of O,,_; is n. Also, we assume that 7> n—1.
The next result formally justifies working with the simpler system model (4.2)

when considering the problem of attack detection.

Lemma 4.2.1. An attack sequence E(T) is undetectable for the system (4.1)
if and only if it is undetectable for the system (4.2).

Proof. Consider a non-zero attack sequence E(T). Then E(T) is undetectable

for the system (4.1) if and only if there exist two initial states xg, z{, such that,
Orxo + MrU(T) + M7 E(T) = Oz + MpU(T),

where U(T) is the known input sequence. However, by linearity,

OTJZO + MTU(T) + MTE(T) OTIL’{) + MTU(T)
& Orxg + MTE(T) = OTCUZ)

which is equivalent to E(T') being undetectable for the system (4.2). O

From now on, we will work with (4.2) as our core system model when considering
attack detection.
Another important aspect of the problem concerns side information on the
initial state. This describes what the detector knows about zy, and can limit
the attacker’s ability to remain undetected. The more precise this information,
the more difficult it is for an attacker to remain undetected. The side initial
state information is given by

yr = Ixg (4.6)

where yr € R? and I' € R?7*"™. T is called the side information matrix. If

the matrix I' has full column rank, yr uniquely determines xy. On the other
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extreme, when I' is the zero matrix, yr gives us no information about zqy. It is
important to note for later that the side information yr cannot be modified by
the attacker.

For a system Y with side information matrix I', an attack E(T) # 0 is unde-

tectable if there exist initial states xg, z(, such that
Orxg + MTE(T) = OTCU6

and I'zg = T'z(. In addition, the initial states must now be consistent in terms

of the side initial state information.

4.2.1 The weakly unobservable subspace (WUS).

We now describe the weakly unobservable subspace. This will play an important
role in studying attack detection and its connection to opacity [11], [33], and
[34]. Later in the chapter, we will introduce the strong property of uniform
k-ISO, and show that it can be characterised using the WUS. We first define
the sequence of weakly unobservable subspaces, and show that this sequence
converges in finitely many steps to a fixed subspace. This subspace is the weakly

unobservable subspace.

Definition 4.2.1. (Sequence of weakly unobservable subspaces [64]) For the

system (4.3), the sequence of weakly unobservable subspaces Vo, Vi Va, ... is
defined as follows. For j =0,1,2,...,

V; = {xo € R"|there exists an input sequence U(j) such that Y (j,x0,U(j)) = 0}.

We can easily show that V; is a subspace for all j > 0. For j > 0, V; satisfies

the three properties necessary to define a subspace.

1. If zg = 0, the output trajectory corresponding to the zero input sequence,
U(j) = 0, is easily seen to be Y (j,z0,U(j)) = M,;U(j) = 0.

2. Closed under addition: If z; and zy are in V;, there exist input
sequences Uj(j) and Us(j) such that the corresponding outputs satisfy
Y1(j,21,U1(j)) = Ya(j,x2,Uz(j)) = 0. The output sequence correspond-
ing to the initial condition z1 + x2 and the input sequence U; (j) + Ua(j)
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is then

Y(j, 21 +22,U1(j) + U2(5)) = Oj(z1+ z2) + M;(U1(j) + U2(5))
= Oj(z1) + ME(j) + Oj(x2) + M, E2(j)
= Yi(j,z1, E1(4)) + Ya(j, 72, Ea(j)) = 0.

Hence, 21 + x2 € V5.

3. Closed under scalar multiplication: Now let 29 € V; and o € R
be given. Choose U(j) such that the corresponding output sequence
Y (4,20,U(j)) = 0. Then by linearity,

Y(.77 axo,aU(j)) = Oj(ax0> +MJ(aU(.7))
a[Ojzo +M;(U(j))]=ax0=0.

Hence, axo € V;.

We will sometimes refer to the subspace V; as the j'" weakly unobservable
subspace.

We show below that the sequence of subspaces V; forms a chain that satisfies
the inclusion relation, Vo 2 V; D V, O ---. The next lemma is important for
this and will also be used later in the chapter when we relate attack detection

to the concept of uniform opacity.

Lemma 4.2.2. zy € Vj41 if and only if there is an input u(0) € R® such that

A

. g u(0) € V; x {0}.

To +

where {0} € RP.

Proof. (If): Suppose that g € V1. Then, by Definition 4.2.1, there exists
an input sequence U(j + 1) = [u(0),u(1),...,u(j + 1)] such that the output
Y(+1,20,U(j + 1)) = 0. In particular,

y(0) = Czg + Du(0) =0,

z(1) = Azo + Bu(0).

Since the rest of the sequence [u(1),...,u(j + 1)] also ensures that the outputs
y(l) = --- = y(j + 1) = 0, and starts from the state z(1), it follows that
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z(1) € V; and that,

A

C Z‘o+

z(1)
y(O)] S Vj X {O}

(Only if): Suppose there exists a u(0) € R® such that,

A

C $0+

i u(0) € V; x {0}.

Then if we apply u(0) as an input at time 0,
z(1) = Az + Bu(0),

y(0) = Czo + Du(0) = 0.

By the assumption on g, u(0), it follows that z(1) € V;. Hence there exists an
input sequence [u(1), ..., u(j+1)] such that starting from z(1), the corresponding
output sequence [y(1),...,y(j + 1)] is zero. Then, inserting the input «(0) to
define U(j+41) = [w(0),u(1),...,u(j+1)], Y (j+1,20,U(j+1)) = 0. This implies
that zg € Vj41. O

Lemma 4.2.2 implies the following recurrence relation for the sequence {V;}.

-1

Vier= |5 (V% {0} +Im

A B
o D] ) (4.7

We will use this to show in Proposition 4.2.1 that there is some integer k such

that Vi = Viy1. Thus, the inclusion chain for V; has the form,

Voo V1 D Vo Do DV = Viy1 = Vigo = ..., for some integer k <n — 1.
(4.8)

Proposition 4.2.1. Let V;, for j = 0,1,2,... be the sequence of weakly un-
observable subspaces for the system (4.3). Then there exists k < n such that
Vi = Viy1. Furthermore, Vi, =V; for all j > k.

Proof. First, we prove that the sequence {V;};en is not increasing with respect
to set inclusion. To show this, we use induction.

Base case: Suppose that zg € V. By definition, there exists an input sequence
U(1) such that Y (1,20,U(1)) = 0. This means that the outputs y(0) = 0 and
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y(1) = 0. In particular, y(0) = 0, so xg € Vy. Hence,
Vo 2 V1.

Induction Step: Next suppose that

Vi-12V;

for some j > 1. This implies that

(Vj,1 X {0} + Im

ﬂ);(vjx{o}ﬂm

B
Al
Then, using (4.7) it follows that

-1

(Vj,1 X {0} + Im

-1
A

C

A

V':
! C

3

Note that the same argument shows that if V; = V;_1, then V; 11 =V; =V, 4.
Hence, {V;};en is a descending chain of subspaces of R™. This means that for

(V; % {0} + I m ) = Vi1

each j > 1, either V; = V;_; or the dimension of V; is strictly less than the
dimension of V;_;. Since R" is finite-dimensional, it follows that this sequence
must terminate in finite time.

It is not hard to see that if Vy = R", then V; = R" for all j > 0, so the
conclusion that & < n — 1 is trivial in this case. Otherwise, the dimension of V,
is at most n — 1, and again we can conclude that there exists £ < n — 1 such
that Vi = Vi41. Finally, as noted above, it now follows from the recurrence

(4.7) that:
Vita = Vit1 = V.

Iterating, this implies that V; =V, for all j > k. O

Proposition 4.2.1 shows that the WUS sequence converges within k steps to a
fixed subspace Vi. Note that if z¢ is in this subspace Vj, then it is in V; for
all 7 > 0. This subspace is typically just referred to as the weakly unobservable

subspace of the system X, which we formally define below.

Definition 4.2.2. (Weakly unobservable subspace [64], [65]): The weakly un-
observable subspace of a system X, V(X), is the subspace of all xy € R™ such

92



that for every j > 0, there exists an input sequence U(j) such that the output
trajectory satisfies Y (j, xo,U(j)) = 0.

The subspace V(X) of the system is fundamentally connected to undetectable
attacks. In particular, we shall see later in this chapter that if V() # 0 then
there exists an undetectable attack E(T) for some related attack system % [34],
[48].

4.3 Dynamic Attack Detection

We now return to considering attacks over the time window 0,1,...,7. A
dynamic attack detector analyses the system output over this window and the
side initial information yr of ¥ and determines if an attack has happened or
not. Formally, we define the detector as a mapping ¢, which takes the output
sequence and side initial information as inputs, and outputs one of the values
‘Attack’, ‘No Attack’. Mathematically,

¢ RPTHD 5 R7 5 {Attack, No Attack}.

We assume that the detector ¢ has full knowledge of the matrices A and C
but does not know the matrices B and D in (4.2). The attack detector v also
doesn’t know the initial state xy but knows the matrix I" as specified in (4.6).
An attack is detectable by 1 if ¢ takes the value ‘Attack’ when it occurs. We
now introduce two desirable properties for the mapping v: namely, consistency

and soundness for attack detectors [11].

Definition 4.3.1. (Consistent attack detector [11])
An attack detector ¢ is said to be consistent if (Orxo,Txg) = No Attack for
all o € R™.

The detector v is consistent if, for any possible initial state zq € R™, it declares
‘No Attack’ when given the output sequence Orxg and the side information I'zq
corresponding to what would be seen under normal (i.e. attack-free) conditions.
A consistent detector ensures that we do not mistakenly identify genuine system
behaviour as malicious interference. Consistent attack detectors do not create

false alarms.

Definition 4.3.2. (Sound attack detector [11])
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A consistent attack detector v is sound if Y(Y (T, zo, E(T)),yr) = No At-
tack for some Y (T,xo, E(T)) and yr,then, for any other consistent detector
11[;3 775(5/(,1: anE(T))ayF) = No Attack.

A sound attack detector is consistent by definition. Therefore, it doesn’t create
false alarms. Moreover, if a detector is sound, then it detects all attacks that
can be detected by a consistent detector. It is worth noting that in [11], [33], an
alternative definition of undetectable attacks is suggested, where an attack is
deemed undetectable if for every consistent detector, there is some initial state
for which the detector will return No Attack.

Lemma 4.3.1 provides a necessary and sufficient condition for an attack FE(T')
to be undetectable in the case where there is no side information (i.e. when
r'=0).

Lemma 4.3.1. ([48]): Consider the system given by (4.2) and assume that
I'=0. An attack E(T) is undetectable if and only if

Orxo + MTE(T) = 0T$6

for some initial states xo and xj, € R™.

Lemma 4.3.1 states that an attack E(T) is undetectable if and only if the output
sequence produced by this attack starting from zq is equal to an output sequence
produced by no attack starting from another initial state z(. The following
example shows how Lemma 4.3.1 can be used to construct an undetectable

attack on a system.

Example 4.3.1. Consider the following system,

r(t+1) = [_11 )

y(t) = [1 _2} (t) + 2a(t)

1 _ 1 r _
where A = ) (1)‘| ,B= ) ,C =1 —2} ,D = 2. Note that n = 2 in this
case and that, i
. D o] [2 o c 1 -2
My = = and O = =
CB D -1 2 CA 3 —2.
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Hence, Lemma 4.3.1 implies that the condition for an attack to be undetectable
is
Or20 + ./\;llE(l) = 01176

for some xp and z{, in R?. We can rewrite this as

O1(z( — x0) = M1E(1),

a(0)
a(l)]
If we let z = x(, — o, the condition for an undetectable attack is that there is a
I =2||z1| |2 0]]a(0)
3 =2| =] |-1 2|]a(1)
Multiplying out both sides of this yields
21— 220 | 2a(0)
321 — 22y —a(0) +2a(1)|
This system has many solutions. For instance, let z; = 1 and z5 = 0, so that
I 2a(0)
3 —a(0) +2a(1)|

This is solved by a(0) = 0.5 and a(1) = 1.75. Therefore, by Lemma 4.3.1 the
attack F(1) = [0.5 1.75]T is undetectable for our system in this example.

or equivalently
C
CA

D 0

r_ =
@ =20 =15 p

solution to

we need to solve

For the initial conditions xo = [I 2]T and zf, = [2 2] ", we have,

O1x9 + MlE(l) = 011}6
1f21+200.5'7'1f22
3 —2| |2 —1 2| |[175] |3 —2| |2

3] 1] [—2
+ =

1 3 2]
2] [-2
2| |2

Corollary 4.3.1. (No initial state information T’ = 0 [11]) Consider the system
given by (4.2) and assume that T' = 0. An attack E(T) is undetectable if and
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only if there exist xg,xf € R™ such that M E(T) = —Or0, where § = xq — x),
is in V().

Proof. This corollary follows from Lemma 4.3.1. Suppose an attack E(T) is
undetectable to our system Y. Then this is equivalent to,
Orxg + M7pE(T) = Orx). (from Lemma 4.3.1)

Then we have,
MTE(T) = OT.’E6 - OTIE().

By linearity, we can write,
MTE(T) = —OT[xo — .Z‘6]

As 0 =xz¢ — x), MpE(T) = Orf. Clearly, as T >n —1, 0 € V(X). O

Now we are going to discuss two of the main results in the paper by Chen
et al [11]. The first result describes necessary conditions for an attack to be
undetectable when the attack detector has side initial state information yp. We
will use M (I") to denote the null space of I':

N(T) = {z € R" : Tz = 0}

The next Lemma will help us prove Theorem 4.3.1 below.

Lemma 4.3.2. An attack E(T) against the system ¥ is undetectable if and only
if Orzg + MrE(T) = Orzly and Txg = Dzf, for initial states xo,z, € R".

Theorem 4.3.1. (Undetectable Attacks With Side Initial State Information)
An attack E(T) is undetectable if and only if there exists € N(I') N V(X) for
which MTE(T) = 7OT0.

Proof. (if): Suppose a system ¥ = (A, B,C, D) is equipped with an attack
detector that has side information matrix I'. Let zg € R™ and E(T) be an
attack such that M E(T) = O70 for § € N(T') N V(X). Consider z{, = zo — 0
s0 0 = —x} + 9. As MpE(T) = —O70, this implies

MTE(T) = —OT(—$6 + .130)
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which can be rearranged to give
MTE(T) + Orxg = OT$6

In addition, § € N(T') (as § € N(I') N V(X)) so that Tz = I'(zg — 0) = ['(x0) —
['(#) = Txg. Thus, for any xo, there exists x, such that MrE(T) + Orxg =
Orxjy and Tzg = T'z). By Lemma 4.3.2, the attack E(T) is an undetectable
attack.
(Only if): Now assume that E(7) is an undetectable attack. From Lemma
4.3.2, we know M7 E(T) = —Or(xg — z{) holds and T'rg = I'z). Note that,
I'zo = T'z{, implies that 0 = 0 for § = zo — z{. It follows that € N(T'). As
M E(T) + O = 0, it follows that § € N(T') N V().

0

An attack F(T) is undetectable over the time interval {0, 1,...,T} if and only if
the attack’s contribution to the output, My Er, exactly cancels out the output
that would result from the system starting from some initial state 6 that lies in
both the null space of the side information matrix I" and the weakly unobservable
subspace V(X). We refer to 6 as the attack-induced state.

4.3.1 Detector design

After introducing and characterising undetectable attacks, the authors of [11]
considered the problem of designing detectors. We next discuss their approach
to this problem. Specifically, we describe their design of a consistent detector
that can detect all attacks that do not belong to the set of undetectable attacks.
To begin, we choose a positive integer [. At every time k, the detector records
the new output y(k) and decides if the system was attacked in the time period
up to and including time k. The detector only uses the most recent [ mea-
surements: y(k —1+1),...,y(k —1),y(k) for each decision. The authors argue
that this can be more efficient than scanning the entire history of measurements
y(0),y(1),...,y(k) to detect attacks.

Define Y (k) as the I-length window of output measurements ending at time k,
where k > | — 1 such that we have,

Yk)=[ylk=1+1)",yk—1+2)" = yk—-1+3)",...,y(k)"]. (4.9)

The aim is to design an attack detector that makes a decision at each time
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k > 1—1, and outputs either ‘Attack’ or ‘No Attack’. The input to the detector

is denoted by Y (k) and is defined in the following way.

R _yF fork=101-1
Y(k) = Y (k) (4.10)

V(k)  fork=11+1..

Note that ¥'(I — 1) includes the side information on the initial state, while ¥ (k)
for k > [, only includes the [ most recent output measurements. The definition
for kK =1 —1 is different as that is the only value of k where the initial state xg
appears explicitly in the measurement window Y (k).

The image space of the following matrix /C(k) is important in defining the de-

tector and characterising its behaviour.

r
for k=1-1
O;_1 for k=10L1+1..
To construct the detector, the authors define the mapping ¥ by
. No Attack, if Y (k) € Im(K(k)),
(Y (k) = (4.12)

Attack Otherwise.

Note that 1 (Y (k)) returns ‘No Attack’ when the input Y (k) lies in the image
of K(k).

Finally, for a time T' > [ — 1, the overall window-based detector returns ‘No
Attack’ for the time interval 0,1, ..., 7" if

YY1 —=1)) =Y (1)) =... = (Y(T)) = No Attack.

Theorem 4.3.2 characterises when this detector will return ‘No Attack’, and
shows that it is both consistent and sound. Here, we present a sharper formu-
lation of the result in [11]. We begin with the following lemma that is useful for

the proof of theorem.

Lemma 4.3.3. Consider the system ¥ and let | > n+ 1, k > 1 — 1. Suppose
that
Y(k}) =01z, Y(k + 1) = 01_11'/
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for xz, ' in R™. Then a2’ = Ax.

Proof. ¥ is observable, which implies that O,_; has rank n. Moreover, as

Il >n+1,1—2>n—1 and we can conclude that O;_5 also has rank n. We are

given that

ylk—141) C ylk —142) C
_ ylk—1+2 CA _ y(k—=1+3 CA
Y(k) = ( : - o w Y1) = | : - .

y(k) CAI-! y(k+1) CA-1

Choosing the last [ — 2 entries from the first of these, and the first [ — 2 from

the second, we see that

y(k —1+2) c c

y(k—1+3 CA CA

( . ) = . Az = . @
y(k) CA—2 CA—?

Thus, O;_s Az = O;_sz’. As O;_5 has full column rank (= n), this implies that

Az = 2’ as claimed. O

Theorem 4.3.2. ([11]) Consider the system ¥ and let T > 1> n+ 1, where n
is the dimension of the system state space. Then (Y (I—1)) = (Y (1)) = ... =
w(Y(T)) = No Attack if and only if there is some x € R™ with Y(T) = Orx
and yr = lx.

Proof. First, suppose that there exists © € R™ with Y(T') = Oz and yr = Tx.
We need to show that Y (k) lies in the image of K(k) for [ —1 < k < T.

We will separately consider the cases k =1 —1and k > 1 — 1.

Using the definition of Y (k) in (4.10) we have,

Y(-1)=

yr
Y(i-1)|
By assumption, we have that Y (T) = Orz. Also, Y(I —1) = Y(I — 1), so we
can rewrite V(I — 1) as,

r

Y(l-1)= o
—1

T. (4.13)
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This shows that Y (I — 1) lies in the image of K(I —
Attack.

1), so ¢(Y(I — 1)) = No

Now, consider the case [ < k < T. From the definition of Y (k) in (4.10),

Y (k) = Y (k). Hence

y(k—1+1) CAk-I+1 C
o yk—1+42)| |car-i cA
vw=rm=|" =" = A=,
y(k) C Ak cAl-1

for | < k < T. Hence, Y (k) = O;_1 A*"1z. From (4.11), K(k) = O;_; and

therefore,
Y (k) = K(k)AF—H1g

lies in the image of K (k) and (Y (k)) = No Attack for I < k < T also.

Conversely, suppose that,

V(Y (I —-1) =9 (1) =..=¢(Y(T)) = No Attack.

We want to show that there exists € R™ with Y (7")
First note that since (Y (I — 1)) = No Attack, Y (I
K (I —1). Thus, there exists x € R™ such that

Y(I-1)=K(l-1)z
From (4.11), we can rewrite this as,

Yi-1)=

T
z,
O

sothat yr =Tz, Y -1)=Y (1 —-1) = O;_1x.

= Orx, yr =T'x.

— 1) lies in the image of

(4.14)

Now for | < k < T, (Y (k)) = (Y (k)) = No Attack. This implies that ¥ (k)
is in the image of K(k) = O;_1. It follows from Lemma 4.3.3, using a very simple
inductive argument, that Y (k) = O;_1A*~*1z for | < k < T. In particular,
recalling the definition of Y (k), this means that y(k) = CA*x, and it is easy to
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see that this implies that

y(0) ¢
Y(T) = u(l) = C.A z = Orzx.
y(T) C:AT
This completes the proof. O

Note that the detector described in Theorem 4.3.2 satisfies the properties of
consistency and soundness, as defined in Definition 4.3.1 and Definition 4.3.2,
respectively. Consistency follows immediately as the theorem shows that if
Y(T) = Opz, yr = I'z for some z in R”, the detector will return ‘No Attack’.
Soundness follows from the converse direction. If our detector returns ‘No At-
tack’, the theorem implies that there exists some x € R™ such that Y/(T') = Ora
and yr = I'z. It now follows immediately that any consistent detector also re-
turns ‘No Attack’.

4.4 Opacity and Attack Detection

In the last chapter, we discussed opacity for linear systems. We now describe
recent results that illustrate the relationship between opacity and attack de-
tectability. As we highlighted previously in the thesis, opacity and attack de-
tectability are important aspects for any system. These concepts allow secrets
to remain private and malicious attack signals to be detected. It is reasonable to
expect some sort of ‘trade-off’ between these aspects of a system. Informally, if
a system is opaque, it is likely to be vulnerable to undetectable attacks. In this
section, we present some results from [34] and [32] that make this observation
more formal.

Here, we are going to use a slightly different definition of k-ISO compared to the
one presented in Chapter 3. This form of k-ISO was presented in [34] and [32]

and throughout this thesis, we refer to it as uniform k-ISO, to avoid confusion.

Definition 4.4.1. (Uniform k-ISO [32]).
For the system (4.3), given X, X5 C Xo, X5 is uniform k-ISO with respect to
Xns if for all k > 0, for every x5 € X and for every sequence of inputs Uq(k),
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there exists an x,s € Xps and a sequence of inputs U,s(k) such that we have,
Y(k,zs,Us(k)) =Y (k,xpns, Uns(k)).

In contrast to the earlier definition of £-ISO, uniform k-ISO requires that for ev-
ery x5 € X, and input sequence Uy (k), there exist 2,5 € X, s and a single input
sequence U,s(k) such that the corresponding output satisfies y(j, zs,us(j)) =
Y(J, Tns, uns(j)) for 0 < j < k. In particular, uniform opacity and K-ISO for
the set K = {0,...,k} are distinct properties. Under uniform opacity, the
non-secret state x,s € X, is the same for all time instants up to k. In con-
trast, K-ISO allows different non-secret states, .., to be used at different time
instants.

Uniform opacity can be characterised in terms of the weakly unobservable sub-

space V(2) as seen in the following lemma.

Lemma 4.4.1. (/33]) Consider the system ¥ (4.3). There exist disjoint sets of
secret states X and non-secret states X, s such that X satisfies uniform k-1SO
with respect to X5 if and only if V() # {0}.

Proof. Suppose that for the system 3, there exists a set of secret states X that
satisfies uniform k-ISO with respect to the (disjoint) set of non-secret states
Xns.- Equivalently, for every x5 € X, and every input sequence Ug(k), there

exists an z,s € X,s and an input sequence Up,4(k) such that
Orzs + MpUs(k) = Opxns + MiUys(k).
By linearity, this is equivalent to,
Ok(@s — aps) + My(Us(k) = Uns(k)) = 0.

It follows that Vi (X) #£ 0, as s — xps € Vi(X). O

Lemma 4.4.1 highlights how opacity relates to the k' weakly unobservable
subspace Vi (X) for linear systems. It shows us that a non-zero Vi (X) is essential
for a system ¥ to satisfy uniform k-ISO with respect to the disjoint secret and
non-secret sets. Note that if £ > n—1, then there exist disjoint sets X, X, such
that X satisfies k-ISO with respect to X, if and only if the WUS V(%) # {0}.
From now on, we assume k& > n — 1. The following result from [32] illustrates

the relationship between opacity and undetectable attacks. To establish this
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relationship, the authors in [34] proceed in the following manner. First, they
show that if ¥ given by (4.3) is uniformly £-ISO with respect to some sets X,
X5, then this implies the existence of an undetectable attack E(k) # 0 for
¥ =3 . Then, they show that every system X satisfying the condition,

B
Im[_] O Im
D

admits an undetectable attack. Our approach to proving the second fact differs

B
D

from theirs and makes use of the recurrence in (4.7), whereas they use properties

of the Kronecker product to establish this.

Theorem 4.4.1. ([84]) Consider the LTI system ¥ (4.3), and let X5, Xy
denote disjoint sets of secret and non-secret states, and suppose k > n — 1.
Suppose that X satisfies uniform k-1SO with respect to X, s for . Then, there
exists an attacked system Y. (4.2) such that ¥ admits an undetectable attack

E(k). Moreover, any system % with

admits an undetectable attack.

Proof. As X, is uniformly k-ISO with respect to X,,s for ¥ and k£ > n — 1, it
follows from Lemma 4.4.1 that the weakly unobservable subspace V(X)) # 0. If
we set ¥ = X, then clearly V(¥) # {0}.

Choose a non-zero vector To € V(X). Corollary 4.3.1 implies that there exists

an attack E(k) satisfying
MLE(k) = —OZo. (4.15)

Since ¥ is observable, so is . As k > n — 1, it follows that O} has rank n.
Thus, Tg # 0 implies that
OLTo 7& 0.

Hence, using this fact and (4.15), we can conclude that E(k) # 0.
Next, suppose that X, is k-ISO with respect to X, for 3, and that the system

¥ satisfies,
B
Im|_| DIm
D
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As X, is k-ISO with respect to X, for 3, we have that V(X) # {0}. Recall the

recurrence for the weakly unobservable subspaces given in (4.7)

o)

It is not hard to see that V() C Vy(X) follows from the assumption (4.16).
Further, it follows from (4.16) and the above recurrence that Vi(3) C Vi (%),
and a simple inductive argument shows that Vi.(¥) C Vi(Z). It now follows
immediately that V() # {0}. As ¥, ¥ share the same A, C matrices, the
k-step observability matrix of the 3 is the same as for 3, namely O). As ¥ is

-1

A

Vier =1,

(Vj X {O} + Im

observable and k£ > n — 1, O has rank n.

Similarly to the argument above, choose a non-zero Z, in Vi(X). We know
that there exists F(k) with MyE(k) = —OpZo As above, we can conclude that
—OkTo # 0 and hence that E(k) # 0 and is an undetectable attack for the
system Y. This completes the proof. O

Corollary 4.4.1. (/33]) Consider the LTI-system %, attack system ¥ and let
[B—r DT]T have full column rank. Then, there exist sets X, Xns such that
X is uniformly k-ISO with respect to X,s for X if and only if there exists an
undetectable attack E(T) # 0.

When the pair of sets X, X5 exists, the set X, is informally referred to as an
opaque set. Theorem 4.4.1 shows us that the existence of opaque sets always
implies the existence of an attack system ¥ with undetectable attack inputs.
Further, Corollary 4.4.1 shows that if the matrix [B D] " has full column rank,
then the existence of undetectable attacks implies the existence of opaque sets.
These two results highlight that we can’t have opacity without making our sys-
tem vulnerable to undetectable attacks. In the following example, we illustrate

these ideas.

Example 4.4.1. Consider the following LTI system,

S oat+1) = [4 1195(75)—&-

Il
—
—_
o
.
8
—~
o~
~

y(t)
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where, A =

1 1],3:[_1],0:[1 0} and D = 0.
2 2

Choose an initial state xo = [0 ;vg}—r, where xo € R is non-zero, and the input

sequence U(2) = [y w3 2] . Then clearly y(0) = Czo = 0 and

x(1,z,u(0)) = [4 1] lo + [21‘| x2

-2 -1 Z9
X2 —x2 o 0
—I9 2x9 zo|’

so y(1) = 0 also. Moreover, it is easy to see that ©(2,x9,U(1)) = xo and hence
y(2) = 0 as well. This shows that the subspace Vo(X) # {0}. Lemma 4.4.1
implies that there exist sets Xs, Xns such that X is uniformly 2-1SO for X

and Theorem 4.4.1 then implies that an undetectable attack can be made on the

+

system.

4.5 Concluding Remarks.

In this chapter, we discussed various security and attack detection concepts for
LTI systems. We dealt with the notion of undetectable attacks and examined
these for the cases with and without side initial state information. We also
looked in some detail at a recently proposed design for a detector, and showed
that this detector was both consistent and sound. Lastly, we looked at the
fundamental trade-off between undetectable attacks and opacity. We presented
key results from [34], giving a different proof for Theorem 4.4.1, which showed
that we cannot have an opaque system without making our system vulnerable
to undetectable attacks. We used the idea of weakly unobservable subspaces to

show this.
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Chapter 5

Max-plus Algebra

5.1 Introduction

In this chapter, we discuss some key concepts of max-plus algebra that will
provide the foundation for discussing possible extensions of the notion of opacity
to max-plus linear systems in the next chapter. Max-plus algebra is an algebraic
structure with two operations. The conventional operations of addition and
multiplication are replaced by maximization and addition, respectively. This
algebraic structure forms a semiring [22] with elements that are typically given
by the real numbers together with the element —oo, which acts as the neutral
element for maximization.

From a historical perspective, max-plus algebra and its applications are rela-
tively recent developments. Early results can be traced to publications such as
[12], [14]. Onme of the first major milestones in the field came with the pub-
lication of the book [13] in 1979. Many studies, such as [29] and [23], have
explored max-plus algebra due to its effectiveness in modelling and analysing
systems where synchronization and timing constraints are critical. In particu-
lar, max-plus algebra has a close relation to discrete event systems. Although
discrete event systems often lead to a non-linear description in conventional al-
gebra, there exists a subclass of DES for which the model becomes ‘linear’ when
it is formulated in max-plus algebra. Some examples of these systems include
manufacturing systems, communication networks, and railway systems [38]. In
particular, The Dutch railway has been effectively studied and modelled using

a max-plus approach [47].
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This chapter begins with some fundamental definitions and concepts of max-
plus algebra, followed by examining its connection to graph theory. Since this
algebraic framework forms a semiring without additive inverses, we also discuss
methods for solving affine equations over max-plus algebra. Before introduc-
ing formal definitions, we will begin with an illustrative example of a railway

network, inspired by the works of [28].

5.1.1 Motivational Example

Consider the simple railway network between two stations illustrated in Figure
5.1. The stations are labeled S1 and S2. As shown in the figure, one track runs
from S1 to S2 with a travel time of 5 time units. A second track connects S2 to
S1 with a travel time of 8 time units. These two tracks form a circuit between
the two stations: trains departing from S1 travel to S2, then return to S1 along
the other track. Similarly, trains that start at S2 will, after visiting S1, return
to S2. We also have a track that loops at S2. This track may connect the
station to suburban areas of a given city. A trip around this track lasts 3 units
of time.

Suppose we wish to design a timetable for S1 and S2 that satisfies the following

criteria:

1. The frequency of the trains (i.e., the number of departures per unit of

time) must be as high as possible.
2. The frequency must be identical across all three tracks.

3. For S2, trains arriving at this station must wait for each other to allow a

transfer of passengers.
4. Trains should depart as soon as possible.

To keep the model relatively simple, we consider a setup that works with three
trains, with one train assigned to each track. Moreover, we also consider that
the changeover of passengers at S2 is instantaneous.

Let z; denote the departure times of S1 and similarly, o denote the departure
times of the two trains in S2. Together, the departure times can be written as
a vector € R2. The first departure time vector will be given by z(0) and then
the trains leave at the time instants given by the two elements of the vector

x(1) and so on. The k' departure times are denoted by x(k —1). Based on the
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Figure 5.1: Graph of Railway network.
H 3

journey times, we can express 1 and o as,

8
—
oy
+
=

|

max(z1 (k), z2(k) + 8), (5.1)
33‘2(](3 + 1) = max(xl (k‘) + 5,1‘2(/4;) + 3)

Given initial departure times x(0), all future departures are uniquely determined
by (5.1). For example, if we set z1(0) = z2(0) = 0, then the sequence z(k), for
k=0,1,2,..., is given by

I G G R

We could also change our initial state x(0) to make the trains at each station
leave at different times such that 21 (0) = 2 and 22(0) = 0 (i.e. The first train at

S1 leaves at time 2 and the first trains at S2 leave at time 0). Then we obtain

066 -

Comparing the two sequences (5.2) and (5.3), and defining the interdeparture

the sequence,

time as the time duration between two subsequent departures along the same
track, we observe that both sequences yield the same average interdeparture
time of 6.5, despite x; starting at time 2 in (5.3) instead of at time 0 as in (5.2).
[28] asks whether we can select appropriate initial departure times to achieve a

smaller average interdeparture time and thereby construct a ‘faster’ timetable.
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The answer is no, as the time duration for a train to go around the inner circuit
is equal to 13 and there are two trains on this circuit. Therefore, the average
interdeparture time can never be smaller than 13/2 = 6.5.

This example shows that we can model such systems using max-plus operations,
where taking the maximum represents the synchronization of events, and ad-
dition accounts for fixed delays. This algebraic framework captures the timing
and dependencies in systems such as this railway network, where the next event
can only occur after certain events have been completed. Note that, as previ-
ously mentioned, this type of modelling can also be applied in manufacturing

and communication networks, with examples found in [19] and [20], respectively.

5.2 Fundamentals of max-plus algebra

In max-plus algebra, the ground set is denoted by R, = RU {—o0}. For

elements a,b € R,,4,, we define two binary operations @ and ®, given by,
a®b=max{a,b} and a®b=a+b, (5.4)

Similar to conventional algebra, the operation ® has priority over the operation

@. For example, consider the expression,
—-7T®5®12® —1.
Applying the precedence of operations, this is interpreted as,

(—7®5)

(=2)
=11.

o (12 -1)
o (1)
® also distributes over @. For instance, let a,b,c € R,,,,,. Then it holds that,

a®(b®dc) = a+ (max{b,c})
= max{a+b,a+c}
= (a®b)® (a®c).
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Powers are defined in the obvious way for max-plus algebra. For a € R,,,, and
neN,
a®"=a+a+ta--+a=nxa.
—_——

n times
for example,
1193 =3 x 11 = 33.

This also holds for negative powers as,
893 = 3 x8=-24.

In max-plus algebra, the additive and multiplicative identities are given by —oo

and 0, respectively. Specifically, for any a € R4, we have,
a®—o0o=-00Pa=a (5.5)

and,
a®0=0®a=a. (5.6)

—o0 is also absorbing for ® meaning,

a® —00=—00®a=—00. (5.7)
The algebraic structure

Rinaz = Rinaz, ®; ®, —00,0)

is referred to as the max-plus algebra. Note that both operations & and ® are
associative and commutative, and @ is idempotent such that for all a € R,,,4,
a®a=a Rpmge forms a commutative idempotent semiring [28], [22]. A key
observation is that @ does not admit an additive inverse. This makes solving

simple affine equations significantly more complex over the max-plus algebra.

5.3 Matrices and Max-Plus Algebra

nxm
max ?

entry belongs to R,,4.. Note that max-plus matrix operations are analogous to

The set of n x m matrices in max-plus algebra is denoted by R where each

conventional matrix arithmetic. For matrices A, B € R the max-plus sum

max )

is defined entrywise as,
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[A D B]” = aij D bij = max{aij, sz}

for all 7, 5. That is, each entry of the resulting matrix is the maximum of the
corresponding entries of A and B.
Given A € R"*™ and B € R'XP the max-plus product is defined as,

[A ® B]zk = @aij ® bjr, = max{aij + bjk}. (58)
) J
Jj=1
for all ¢, k. To illustrate these matrix operations, consider the following example.

Example 5.3.1. Consider the matrices,

I R e (-
0 4 1 —o0
where A, B € R2X2. A® B is given by,
0 3] [6 5
AeB = | 7 e
I 0 4 1 —o0
_ [~o@6 305
0l 4e-o
_[6 5
14|

Mazx-plus matriz multiplication of A and B is given by,

6 5
1 —
_ [co@6)@Be1) (050 @B -x)
B | 0®6)8(U4®1) (0®5)® (4® —oc0)

AeB = | % 3g
0 4

(—o0) @ (4) (—00) @ (—00)
| ©)e(B)  (5)©(-x)

4 —o0
6 5

The zero and identity matrices can also be defined in the max-plus setting. Let

E(n,m) denote the n X m max-plus zero matrix, whose entries are all equal to
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—o0. E, will denote the n x n identity matrix, which is defined as,

0 fori=y
[Enlij = .
—oo otherwise

That is, F, contains zero in each entry along its diagonal and —oco everywhere
else. The transpose of an element A € R2X™ denoted by A” is defined in the
usual way by [AT];; = aj; for all 7, j. In matrix addition and multiplication, ®
also has priority over &.

For A € R"X" denote the k' power of A by A®F:

max)

A — AQA®---® A,
| ——

k times

for k € N. By convention, A% = E,,.

5.4 Max-plus Algebra and its Connection to Graph
Theory

As shown in [6] and [55], matrices can be used to represent graph-related infor-
mation in conventional algebra, and the same holds in the max-plus setting. In
particular, they can represent the structure of a communication graph, defined

as follows.

Definition 5.4.1. (Communication graph [16]) Consider the matriz A € R <™.

The communication graph of A, denoted by G(A), is a weighted directed graph

with vertices 1,2,3,...,n and an arc (j, i) with weight a;; for each a;; # —oc.

As stated in Definition 5.4.1, the matrix entry a;; represents the weight of the
directed arc from node j to node ¢ in the communication graph. The entries
equal to —oo indicate the absence of an arc between the corresponding nodes.

In the max-plus setting, there exists a close relation between the communication
graph G(A) and the powers of A. The weight of a path in G(A) is defined as
the sum of all weights of the arcs in the path. Let A € R?*" and k € N\{0},

then for all i,5 € {1,2,...,n}, we have,

oky.
(A®%)ij = ~ max (@iiy + @iyiy + -+ + @iy j)-
11,22, 1’Lk7—1€{172a"' 1n}
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That is, (A®k)ij gives the maximal weight of all paths of length & that start at
node j and end at node i. If no such path exists, (A®*);; = —oo [16], [28].

A directed graph G(A) is said to be strongly connected if for any two different
nodes 4, j of the graph, there exists a directed path from i to j. We now recall

the following definition of irreducible matrices in the context of graph theory.

Definition 5.4.2. (Irreducible matriz [43])
A matriz A € RS is called irreducible if its associated communication graph

G(A) is strongly connected.

In [17], Definition 5.4.2 was reformulated in terms of max-plus matrix powers.
A € R"*" ig irreducible if,

(A AP? @ AP @ ... @ A®" 1), # —oo  for all 4, with i # j. (5.9)

This condition means that for two arbitrary nodes i and j of G(A) with i # 7,
there exists at least one path of length less than or equal to n — 1 from j to i.

In the following example we demonstrate these ideas.

Example 5.4.1. Consider the matriz A defined as,

12 —o00 19
A= 5 -0 —00
-0 11 6

The corresponding communication graph G(A) is shown in Figure 5.2 below.

Then we can compute,

Figure 5.2: Communication Graph G(A) for Example 5.4.1

5 11

19

73



24 30 31
A2 — A A= |17 —oo 24
16 17 12

Each entry of A®? represents the mazimum weight of all paths of length 2 be-
tween the corresponding nodes in G(A). For example, the entry (A®?);3 = 31
corresponds to the mazimum weight of a path of length 2 from node 3 to node
1, as can be verified using Figure 5.2.

We can similarly compute the matriz for k=3 :

36 42 43
A®3 =129 35 36
28 23 35

Note that (A®3)1; = 36, which is the mazimum weight of all paths of length 3

from node 1 back to itself. There are two such paths:

e 1 —»1—1—1, which loops at node 1 and has a total weight 12412412 =
36.

e 1 —2—3— 1 with a total weight of 194+ 11 4+ 19 = 35.

Since 36 is the larger of the two, (A®3)1; = 36 as expected.

As shown in the communication graph G(A) in Figure 5.2, the graph is strongly
connected, meaning that there exists a path between every pair of nodes. There-
fore, by Definition 5.4.2, the matrix A is irreducible. We could also used the

maz-plus formulation in (5.9) such that,

24 30 31
A®A®? = |17 -0 24
16 17 12

Hence as,
(A® A®2)Z~j # —o0 foralli#j,

the matriz A is irreducible by (5.9).
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5.5 Solving affine equations over max-plus alge-

bra

Let A€ R?*"™ and b € R?

max max-*

In max-plus algebra, a system of max-plus linear
equations of the form A ® x = b may not always yield a solution, even if the
system overdetermined (i.e., has more columns than rows). To address this
issue, the concept of a subsolution was introduced in [13] and [3], and is defined

as follows.

Definition 5.5.1. (Subsolution [16]) Let A € RI}" andb € R}, ... T € RY . is

a subsolution of the system of mazx-plus linear equations AQx =bif AQx < b,
that is, [A® Z]; < b; for alli € {1,...,n}.

When no solution to A ® x = b exists, it is of interest to consider subsolutions.
Among these, the largest subsolution is often of particular interest. A vector
is called the largest solution if it satisfies A®Z < b and for any other subsolution

Yy, it holds that y < Z. The largest subsolution Z of A ® x = b is given by,
Z; =min(b; —a;;) forj=1,2,...,n (5.10)
or equivalently,
z=—(AT @ (-b)). (5.11)

For (5.10), we assume that all components of b are finite to avoid undefined
cases such as min(—oo — (—00)), since 00 ¢ R, 4. The following example shows

how to find a subsolution when no exact solution exists.
Example 5.5.1. Consider the matrices,

1 2 0
and b= .
2 i

A:

Let x € R2, ... In this example, there is no solution that satisfies A @ x = b.
This is because for the equation,
1 2 X1 0
® = )
3 4 i) 3
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we need to satisfy,

max(l+z1,24+22) = 0, (5.12)
max(3+z1,44+22) = 3. (5.13)

For (5.12), we must have 1 + x1 < 0 and 2 + a9 < 0 with at least one equality.
Hence,

r1 < —1, 2o <=2, with z;1=—-1 orxy = —2.

For (5.13), we must have 3+ x1 < 3 and 4 + x9 < 3 with at least one equality.
Hence,

1 <0, 2o < -1, with 1 =0 orxzy =—1.

Combining the inequalities gives x1 < —1 and zo < —2. Substituting these
bounds into the left-hand side of (5.13),

max(3 + 21,4+ z2) <max(3 — 1,4 — 2) = max(2,2) =2 < 3,

which contradicts (5.13). Therefore, there is no x € R2 . that satisfies A®x =

max

b. However, the largest subsolution T of A ® x = b is given by,

)

z —(AT @ (-b))
1 3
2 4
-1
—9"

0
Hence we have, A® T = 5 < b, the greatest subsolution to A®@x =b. To

0
-3

®

see why T is the greatest subsolution, suppose there exists another subsolution

y = [Zﬂ] such that, A®y <b. Then from the inequalities above,
Y2

Y1 S 715 Y2 S —2.

But# = [-1 —2]T is componentwise the largest vector satisfying these inequal-
ities. Hence, any other subsolution y must satisfy y < T. Thus T is the greatest

subsolution.
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Since the operation ¢ has no inverse, equations of the form x = A ® x ® b can
not, in general, be rewritten in the form A ® x = b for some A. This limitation

leads to the use of the Kleene star of a matrix A, defined by

A =PA®¥=E, 040 4%6..., (5.14)
k=0

Recall that a circuit is a closed path that starts and ends at the same node
without repeating any arcs. If the communication graph associated with A
contains no positive-weight circuits, then the series in (5.14) converges after at

most n — 1 terms. In that case,
A*=FE, 0 A0 A®?* @ ... 9A®" L (5.15)

Let C(A) denote the set of all circuits in G(A). The length and weight of a path
are defined as the number of edges it contains and the sum of the weights of all
its edges, respectively. For a path p, we denote the length by |p|; and its weight
by [plw. The mazimal average circuit weight of a communication graph G(A)

is defined as,

(5.16)

We note here that the maximal average circuit weight plays a key role in spectral
theory over max-plus algebra. In fact, it is the dominant eigenvalue of the matrix
A. While not directly relevant to our focus here, this aspect of max-plus theory
has been extended to sets of matrices, and versions of the generalized and joint
spectral radius have been studied in this context [46]. With (5.15) and (5.16)

in mind, these observations lead to the following theorem.

Theorem 5.5.1. ([28]) Let A € R'X" and b € R, If the communication

max max*
G(A) has a mazimal average circuit weight opmq. less than or equal to 0, then
the vector x = A* ® b solves the equation t = A® x & b. Furthermore, if the

circuit weights in G(A) are negative, then the solution to x = AQr®b is unique.

Theorem 5.5.1 shows us that if 0,4, < 0 then £ = A ® x @ b admits a solution
given by z = A* ® b. Moreover, if 0,,4, < 0 then this solution is also unique.
The intuition behind the uniqueness is related to the negative weights in the
circuits of A. Specifically, for negative circuits, the powers of A tend to —oo
such that,

lim A®* @ z = —oo.

k—o0
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Consequently, the series A* converges. Any additional ‘looping’ through A
would decrease the value of z (since negative circuit reduce the maximum),
which prevents any other solution from satisfying x = A ® x @ b. Therefore, the
solution necessarily converges to x = A ® x @ b, ensuring uniqueness [28]. We

present the following example of how to compute a solution to x = A ® x & b.

Example 5.5.2. Consider the matrices,

—00 —o0o —25 1
A=|-15 -5 —o0 and b= |-2
—00 7 -7 3

We aim to find a vector x € R3 __ that solves the equation x = A® x ©b. The

max

corresponding communication graph G(A) is depicted in Figure 5.3 below.

Figure 5.3: Communication graph G(A) of Matrix A in Example 5.5.2.

We need to check that the maximal average circuit weight omaz 15 less than or

equal to zero. In G(A) we have three circuits,
el 2531
° 22

e 3 — 3.
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Using (5.16), the mazimal average circuit weight is given by,

—15+7-25 -7 =5

Omax = max( ’ ; )
3 1 1
= max(—11,-7,-5)
= 5.

ASs Omaz = =5, by Theorem 5.5.1, x = A* ® b solves the equation t = AQxrPb
and our solution is unique as Tmqz 1S negative. The next step is to calculate
A*®b. Note that,

-0 —18 —-32
A®2 =A@ A= |-20 —10 —40
-8 0 -14

As G(A) contains no positive circuits, A* converges after at most 2 steps such
that,

A" = E@B)o Ao A?
[0 -0 —o0] -0 —oco —25 —c0 —18 —32
= |0 0 -—oo|®|-15 -5 —oo|®|-20 —10 —40
|—00 —00 0 | —00 7 -7 -8 0 —14
[0 -18 —-25
= |=15 0 —40
-8 7 0 |
Hence,
0 —-18 —25 1 1
r=A"®b=[-15 0 —40|® |-2|=|-2
-8 7 0 3 5
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We can verify that x does in fact satisfy t = AQ@ x ® b,

1 —00 —oo —25 1 1
-2 = |-15 -5 —oo| ® |=-2|® -2
5 |—o00 7 -7 5 3
[—20 1
= -7|& -2
| 5 3
[ 1
= |-2
| 5
1
Therefore, by Theorem 5.5.1, x = | —2| is the unique solution to the equation
5

T=AQxDb.

5.6 Concluding Remarks

In this chapter, we provided a very brief introduction to some fundamental
aspects of max-plus algebra. We first discussed its effectiveness in modeling and
analyzing systems where synchronization and timing are critical, using a simple
railway system inspired by [28]. We then formally introduced max-plus algebra
in a general setting and extended its definition to matrices. We highlight the
connection between matrices and graphs, showing that the powers of a general
matrix A can provide information about the maximal weighted path between
two nodes. Lastly, we examined solving equations in the max-plus semiring.
Equations of the form A ® x = b may not always have a solution, which leads
to the notion of subsolutions such that A ® Z < b. We also studied equations of
the form x = A ® x ® b, where a solution can be obtained using the Kleene star.
This chapter serves as a foundation for discussing max-plus linear systems and

opacity concepts in the next chapter.
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Chapter 6

Opacity Results for Max-plus
Systems

6.1 Introduction

In this chapter, we consider linear systems within the max-plus algebra frame-
work. Certain types of discrete event systems (DESs) that are usually described
with nonlinear models can be formulated as linear systems over the max-plus
algebra. In particular, this is possible for DESs with synchronisation but no
concurrency [17].

The literature on max-plus linear systems spans both control-oriented and al-
gebraic approaches. For instance, the authors of [26] explore geometric control
for max-plus linear systems. On the other hand, works such as [37] investigate
algebraic aspects of max-plus structures, including interval tensors, which pro-
vide a means to extend interval linear systems to interval multi-linear systems
in the max-plus setting.

System properties such as reachability, controllability, and observability have
also been studied in the max-plus setting [21], [61], and [25]. When compared
to the formulation for conventional linear systems in Chapter 3, the max-plus
versions are often more restrictive. This is due to key properties of max-plus
algebra; in particular, the absence of additive inverses and the idempotency of
addition complicate the analysis of these properties [21].

In this chapter, we provide a brief overview of some control-theoretic proper-

ties within the max-plus algebra framework and offer some initial thoughts on
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formulating opacity in the context of max-plus linear systems, with particular

emphasis on its connection to reachability.

6.2 Fundamental Properties of Max-plus Linear
Systems

Consider the following linear time-invariant system expressed in max-plus alge-

bra,

z(t+1) = A®z(t)® B u(t)

yt) = Coz(t). (6.1)
Here, x € R} ,.., v € R .y € RP  denote the state, input and output,
respectively. The matrices A, B, C, have entries in R,,,, and are of dimensions,
Ae Ry BeRr™ and C € REX™. The system (6.1) has the same form
as the standard LTI system described in Chapter 3 (seen in (3.1)). The only
distinction here is that we are using max-plus operations. As before, z(0) =
xo € Xo, where Xg C R} .. denotes the set of possible initial states for the
system. The time ¢ takes discrete values, where ¢ € Z, the set of non-negative
integers. As before, we use the notation U(T) = [u(0)" w(1)T ... w(T)"]T for
the vector of inputs up to and including time 7.
The state equation solutions for max-plus linear systems take an analogous form
to the classical case. Given an initial state xo and a sequence of inputs U (T —1),

the states in the system (6.1) are given by,

z(l) = A®zo® B®u(0)
A®x(l)® B®u(l)
= A Qzo®A® Bou(0)®B®u(l)

8
—~

)
~

Il

The general formula is
t—1

(t, w0, Ut — 1)) = A% @ 20 @ @ A% ® B u(i). (6.2)
=0
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The corresponding formula for the output of the system is

t—1
y(t, w0, Ut — 1)) = CA®' @ 2o © @ CA™ "' @ B @ u(i). (6.3)
i=0
The output vector Y (T, 2o, U(T —1)) = [y(0)" y(1)"... y(T)"]", generated by
applying the input sequence U (T — 1) to the initial state zq, can be expressed in
a similar manner to that presented in Chapter 4, with slight modifications, as
there is no direct feed-through from the input to the output in the model here.
That is,

Y (T, 20, U(T —1)) = Or @ 29 ® My @ U(T — 1) (6.4)
where
C
C®A
OT - . ) (65)
C ® A®T
i —00 —00 —00 !
C®B —00 —00

Mrp = C®RA®B C®B —00 (6.6)

CoA®T1oB CA®T29B .. CgB]

are the max-plus observability and input-output matrices, respectively.

6.3 System Properties For Max-plus Systems

In [50] and [21], the notions of reachability, controllability, and observability
have been extended to max-plus algebra. In comparison to the conventional LTI
setting, these concepts are more restrictive when defined for the system (6.1).
In what follows, we focus on the weaker forms of reachability and observability
defined in [21] for the system (6.1).

6.3.1 Reachability

As we saw for the LTI case in Chapter 3, the concept of reachability addresses
the question of whether a system can be steered from the origin to a specified

final state with an appropriate sequence of inputs. For max-plus linear systems,
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the transfer to an arbitrary state is not always possible except for very specific
cases. Consequently, the set of reachable states is rarely all of R?, [21]. Using

(6.2), we can write the state of the system (6.1) at time ¢ as
g0 U-1)=A"ens (B AeB .. ATleB|e

where Mg, is the reachability matrix
Mr,=[B A®B A®?*®B.. A®"'@B].

Here, we consider the following definition of a reachable state.

Definition 6.3.1. (Reachable State [50]) Given the system (6.1), a state xy €
R?, .. is reachable in q steps if there exists an initial state x¢ and a sequence of

inputs U(q—1) such that the solution of the system satisfies x(q, zo,U(q—1)) =
Zf.

Definition 6.3.1 says that a state x ¢ is reachable in the max-plus setting if there
exists an initial state z¢ and an input sequence U(q — 1) such that we can drive
the system (6.1) from this initial state zo to xy. The collection of reachable

states of a given system (6.1) leads to the following definition.

Definition 6.3.2. (Reachable Set [21]) Given a set of initial states Xy € R}

max’

n

v ax that can be

and a positive integer g, let Ry(q, Xo) be the set of all states x € R
reached in q steps from some initial state xo € Xo with an appropriate sequence

of inputs U(q — 1).

To describe a necessary and sufficient condition for a state to be reachable, we
first need to introduce two operations. For a matrix A € R™"*"  the operation
f, referred to as conjugation in [15], involves negation and the matrix transpose
operation. Formally, for A = {a;;}, AT = {—a;;}. The second operation ®’ is
defined analogously to the max-plus matrix product only with the min operation

replacing the max operation. Now consider the following theorem.

Theorem 6.3.1. (/21]) Given an initial state o € RI,., and a state xy €
R} .2s then xy € Ry(q, o) if and only if,

Mp,® (M}, ® z7) ® A®Iz0 = ;.
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Further, when this holds, the input sequence U(q — 1) = M;r%’q ®" xy drives the
system state from xo to x(q,zo,U(q — 1)) = x5.

Theorem 6.3.1 provides a necessary and sufficient condition for a state to be
reachable for the system (6.1). Moreover, it explicitly describes an input se-
quence that is independent of the initial state that drives the system from xzg
to x5 in g steps. In Example 6.3.2, we illustrate how this result can be used to
check if a state is reachable in g-steps.

For conventional LTI systems, reachability guarantees that any state in R™ can
be reached from the origin, meaning that the set of reachable states is R™ for

Xo = {0}. In the max-plus setting, the system law,
z(t+1) =A@ z(t) ® B @ u(t)

can only lead to states at time ¢ that are entrywise greater than or equal to the
unforced terminal state A®1®xo. With this in mind, the authors of [21] consider
a more restricted form of reachability, where it is possible to reach a state whose
components are strictly greater than the unforced terminal state and call such
systems weakly reachable. We next recall the definition. Note that we use the

notation z;(q, xo, U(q — 1)) for the i'" component of z(g, xo, U(g — 1)).

Definition 6.3.3. (g-step weakly reachable [21])

The system (6.1) is g-step weakly reachable if given any x¢ € Xo, an input se-
quence U(q—1) exists such that each component of the final state x(q, xo, U(q—
1)) i4s strictly greater than the unforced terminal state A®Y ® xo; formally,
zi(q, 0, U(q— 1)) > (A®1 ® z¢); fori=1,2,....n.

In [21], a condition for weak reachability is given in terms of a matrix property

known as row-asticity. We now recall this.

Definition 6.3.4. (Row-astic [1]) A € RX™ is row-astic if for each row i =

max
1,2,...,n, we have, @], a;; € R.

Definition 6.3.4 states that a matrix A € R?*™ is row-astic if every row contains
at least one finite entry. Similarly, a matrix is column-astic if every column
contains at least one finite entry. This will be useful when we discuss the idea
of observability in the max-plus setting.

The next theorem establishes the connection between row-asticity of the reach-

ability matrix Mg , and weakly reachable systems.
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Theorem 6.3.2. ([21]) A system (6.1) is g-step weakly reachable if and only if

Mg 4 is row-astic.
To clarify the notion of weak reachability, consider the following example.

Example 6.3.1. Consider the system

* 1 o),

2(t+1) = [(1) _S’O] © 2(t) ®

where, A =

0 —
> and B =
1 0

0
1]. We check that this system is 2-step

weakly reachable using Theorem 6.3.2. First we need to calculate, Mpo =
[B A® B]. Note that,

Hence,

0 0
e[

As Mg o contains all finite entries, Mp o is row-astic and Theorem 6.3.2 implies
that the system is 2-step weakly reachable. To demonstrate Definition 6.3.3,

T
consider the initial state ry = [5 2} . We first need to calculate the unforced
terminal state A®? ® xy. Note that,

A2 _ 0 —o0 ® 0 —o0 _ 0 —o0 .
1 0 1 0 1 0
Hence the unforced terminal state is given by,

—0Q

0
A®2®Iozl
1 0
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Now consider the input vector U(1) = [2,8]. At step 1:

z(1, 29, U(0)) A®xo® B ® u(0)

0 —oo 5 0

= 02y S2) ®2
1 0 2 -1
5] |2

= 2]
6 1

RE
_6 '

At step 2 and using (6.2):
0 —oo )
= 2y 3] X2 ®8
1 0 2 -1

8
-7
Clearly,

-1

5
componentwise. Therefore, for this system, we have shown that for xo = [2],

the input vector U(1) is such that x;(2,z0,U(1)) > (A®? @ xg); fori=1,2.

6.3.2 Controllability

Versions of the concept of controllability have also been studied in the max-plus
setting. As with reachability, the formulation of controllability for max-plus
systems differs slightly from that for LTI systems, as given in Chapter 3. We
will work with a definition given in [50]. Loosely speaking, a state zy € R?, . is
controllable if there exists a sequence of inputs that can drive the system (6.1)
from the zero state 29 = [~00 ... —oo]T to zy in some finite number of steps.

This is formalised in the following definition.

Definition 6.3.5. (Controllable state [50])

Given the system (6.1), a state x5y € R}, is controllable if there exist a
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nonnegative integer q and an input sequence U(q — 1) such that with zo =

[700 e OO}T! l’(q,.%o, U(q - 1)) =Ty

From Definitions 6.3.5 and 6.3.1, it is clear that every controllable state is also
a reachable state. However, note that the converse does not always hold. In the

following example, we show a case where a state is reachable but not controllable.

Example 6.3.2. Consider the system

0 -1 0
z(t+1) = R x(t) B ® u(t), 6.7
(t+1) [_2 NEECEINER0 (67
where
—1
A= 0 and B = O.
-2 0 0

-
We will show that the state x¢ = [0 —2} is reachable in some finite number

of steps q, but not controllable for any q. Consider the set of initial states
0
Xo={x0 = o< =2}
o

and select an input u(0) < —2, we can show that x; is reachable in 1-step.

-
Consider the initial state xg = [O —7} . We will use Theorem 6.5.1 to show

that x¢ is reachable in 1-step. To do this, we need to verify the equation
T / ®1,. _
MR71®(MR71® J,‘f)@A Zo —l‘f (68)

For this example,

0 0 -1 0 0
M = H Mya=o o] and 4% = [—2 0] : [—7} B l—J '

Substituting these matrices into (6.8) we see that
10
-2

Therefore, by Theorem 6.3.1, xy is reachable in 1-step using the input u(0) =

®({o 0} &' oo
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M;r%’1 ®" xy, that is,

u(0) = [0 0} ®' = 2.

This can also be verified directly using (6.7).

[0 —1] Jo 0
[0 )

= ®
2 )

_ :_02] |

We next show that x¢ is not controllable in q-steps for any q. First note that
A® B = B. This implies that Mg , takes the simple form

B B B

-
Using the system law (6.7) with the initial state xg = [—oo —oo} and any

given input sequence U(q — 1) it follows by a simple calculation that

maz(u(0),...,u(qg—1
1’((],$07U(q - 1)) = ( ( ) ( )) )
max(u(0),...,u(qg— 1))
so that all states have the same element in both of their entries, i.e., x1(q) =
z2(q). So we can’t make x1(q) = 0 and z2(q) = —2. Therefore, xy is not

controllable.

6.3.3 Observability

Recall that the concept of observability in the LTI system setting is concerned
with the ability to uniquely determine the initial state corresponding to a given
sequence of outputs Y (T, zo, U(T — 1)) and inputs U(T — 1). In the max-plus
setting, the condition for state observability is again more restrictive than the
LTT case. Because addition in max-plus algebra is idempotent, it is often impos-
sible to uniquely determine the actual system state. Hence, the authors of [21]
considered whether it is possible to identify the latest initial state consistent

with a given output sequence. The latest state represents the latest comple-
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tion times consistent with the observed outputs. Now consider the following

definition of the latest event-time state

Definition 6.3.6. (Latest Event-time State [21])
Given a sequence of outputs, Y (q, o, U(q—1)), with a known sequence of inputs

U(q — 1), the latest event-time state o which results in Y (q,xo,U(q — 1)) is
Yo =max{z € R}, : V(q,2,U(qg—1)) = Oy @mo & My @ U(q — 1)},

where the mazx is over each component.

Note that the latest event-time state may not be finite. When this happens,
it provides no information about the initial state of the system. Hence, the
definition of weak observability below excludes this case by requiring the latest

event-time state to be finite [21]. The example below demonstrates the idea of

Y0-

Example 6.3.3. Consider the system,

0 —o
a(t+1) = L) , |@e®e ]| | eul)
y(t) = [1 o}m(t).

Let the input u(0) = 0 and the given 2-length output sequence be Y (1, ¢, U(0)) =
[y(0) y(1)]T =[2 3]T. Note that for

Y (1,20,U(0)) = 2o B

—00  —00 0
C®B —oo| |u(l)|’

the input u(1) does not influence the outputs due to no direct input—output map-

C®A

ping in (6.1).

We will now calculate the latest event-time state
Yo = .
V2

y(07’707 U()) =2= max(fyl + 1’72)7

From the system above we have,
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such that U(-) = 0. Then we must have,
M+1<2=>v<1 and <2 (6.9)

with at least y1 + 1 or 2 equal to 2.

Now we need to calculate x(1, 29, U(0))

1
1 (1) in regards to the latest event-
o 1)

time state. We have,

1
1

0 —oo
0 2

71
72

®0

x(1,7v0,U(0)) ® @

1
1

)
xg(l)

it
| max(y1,72 + 2)

53]

max(71,1)

| max(y1,72 +2,1)

Hence, we calculate,

y(1,7,U(0))

C®x(1,7,U0(0))
max (1 + z1(1),0 4 z2(1))

Note that, 1 +z1(1) = max(vy; + 1,2) and 0+ 22(1) = max(y1,v2 + 2,1). Then

we have,

y<1”YODU(O>) maX(’YI + 1a2771a72 +2a 1)

= max(y +1,2,7% +2).
Then this implies that,
Mm+1<3=71<2 and 1R+2<3=7<1, (6.10)

with at least v1 + 1 or v5 + 2 equal to 3.
Combining the inequalities in (6.9) (6.10) we must have v1 < 1 and y2 < 1.

Hence, the latest event-time state 7y that produces the given output sequence

Y (1,20, U(0)) is
-l
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which is finite.

Att=1:

and,

Therefore we have, Y (1,70,U(0)) =Y (1, 2o, U(0)).

Definition 6.3.7. (g-step Weakly Observable [21])

We can compute Y (1,7,U(0)) to check if we get the given
outputs Y (1,29,U(0)) = [2 3]T. Att=0:

(0,7, U () = C @ = [1 o} ®

(1,70, U(0))

y(1,7%,U(0)) = [1 0] ®

_ 0 —o0
o 2
1 1
= ®
3 1

1
1

=3.

The system (6.1) is g-step weakly observable if for any given output sequence

Y(q,z0,U(q — 1)), the latest event-time state o is finite and can be computed
from Y (q,20,U(q—1)) and U(qg —1).

A necessary and sufficient condition for a system (6.1) to be g-step weakly

observable is given next.

Theorem 6.3.3. ([21]) A system (6.1) is g-step weakly observable if and only

if Oq—1 1s column-astic.

The example below illustrates how we can check if a system (6.1) is g-step weakly

observable using Theorem 6.3.3.

Example 6.3.4. Consider the maz-plus linear system,

z(t+1) =

y(t)

0 —oo
0o 2

{1 O} ® x(t).
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We can use Theorem 6.3.3 to check if this system is 2-step weakly observable.

To do this, we first calculate the observability matriz,

C

O =
CRA

Note that,
C®A:[1 0}@ 0 OO] :[1 2}.

Hence the observability matriz is,

1 0o
0, = .
! 12]

As Oy contains all finite entries, it is column-astic. Therefore, by Theorem

0.3.3, this system is 2-step weakly observable.

6.4 Opacity for Max-plus Linear Systems

In this section, we present some initial thoughts on discussing how opacity may
be formulated in a max-plus setting and its relation to reachability. We shall
focus on the notion of k-initial state opacity (k-ISO), as described in [52]. Note
that the concept of weak k-ISO won’t be relevant in the discussion, so we will
refer to strong k-initial state opacity simply as k-initial state opacity. As in the
LTT case, we will let K C Z, denote the instants of time at which the intruder
makes an observation of the system (6.1). Based on the outputs of the system
(6.1) at times k € K, the intruder attempts to discover whether or not the
system started from a state that belongs to the set of secret initial states Xj.
The property of k-ISO means that it is not possible for the intruder to determine
this with certainty. As before, we assume that the intruder has knowledge of
the initial sets of secret and non-secret states, X, and X,,; respectively, where
Xs C Xo and X,,5s = Xo\X;. In addition, the intruder is assumed to know the
system matrices A, B and C.

For the sake of completeness, we now recall the definition of k-ISO formulated
for the system (6.1).

Definition 6.4.1. (k-Initial State Opacity ([53]))
For the system (6.1), given X, Xps C Xo, and k € K, X, is strongly k-initial
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state opaque (k-1SO) with respect to Xps if for every xs € X and for every
sequence of inputs Us(k— 1), there exists an x,s € X, s and a sequence of inputs
U,s(k — 1) such that we have,

y(k,xs,Us(k — 1)) = y(k, pns, Uns(k — 1)).

X is strongly K-ISO with respect to X, if X is strongly k-ISO with respect
to Xps, V k € K [53]. Definition 6.4.1 means the following. Suppose we start
from any secret state z; € Xy and apply any sequence of inputs Ug(k — 1).
When an intruder observes the outputs of the system (6.1) at any time k € K,
the observation will not be unique. There will be an identical observation that
comes from a state reached by applying some sequence of inputs U,s(k — 1),
starting from z,s € X,,5s. To illustrate how the definition of k-ISO works in the

max-plus framework, consider the following example.

Example 6.4.1. Consider the following max-plus linear system,

-

[1 1} ® (1)

z(t+1) @zt)® | | @ut)

y(t)

Note that we are going to use slightly different notation to keep things simpler
for this example. We denote x(k) and y(k) as the state and output at time k
(i.e. the time when an intruder takes an observation). We are going to show
that the system satisfies k-ISO for all k € K, where K = {1,2}. Consider the

1
set of secret states that only contains one element such that Xg = {L}} and a

-
non-secret state x,s € X,s, where x,s = [—2 0} . Then, the system satisfies

K-initial state opacity as, for k=1, we have the secret state,

z,(1) = _io ? ® 1 ® 1 & u4(0)
B 3 1® uy(0)
o2 1 ® uy(0)
[3e (1 4 us(0))
20 (1 +us(0)]
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The output is given by,

ys(1)

1 e

3@ (1
2 (

max(4,2 + us(0)).

Starting from the non-secret state,

+ g (
14+ ug(
max (4,2 + us(0), 3,2 + us(0))

)

0
0))

|

1 2 -2 1
= ® D Uns(0)
| —00 1 0 1
'2 1 ® tng(0

1 1® ups(0

|

(
(
2@ (14 uns(0))
1@ (1 + uns(0))

|

with the corresponding non-secret state,

Yns(1)

Using this, we can show

1o]e

max(3,2 + uns(0)).

that k-1SO 1is satisfied for k = 1.

2@ (1 + Uns(o))
1@ (14 u,s(0))
3324 Uns(0) B2 2+ y5(0)

|

To see this, note

that ensuring ys(1) = yns(1) can be achieved in both cases: if ys(1) = 4, we can

choose uns(0) = 2, which yields yns(1) = 4 as well. Alternatively, if ys(1) =
2 + ug(0), then setting uns(0) = us(0) guarantees equality. Therefore, k-ISO

holds.
For k =2 we have,

x5(2)

[ 1

(463 +u(0
3®2+u(0

2

-0 1

E

)
)

_4®3+u5 0)@1+us(1
3D 24 us

(
(0)® 1+ uy(1

95

3® 1+ us(0
261+ ug(0

5]

- =




with the output,

ys(2) [1 1j| ® 3@2+u5(0)@1+u5<1)

504+ us(0)®2+ us(l) @43+ us(0),2 + us(1)
max(5,4 + us(0),2 + us(1)).

433+ us(0) B 1 +us(1)]

The non-secret state is given by

on(2) — 1 2]@

—o0 1

2@ 1+ uns(0) 1

1@ 1+ uys(0)

2]

® Uns(1)

-3 &3+ uns(o) S1+ UnS(l)
_2 D2+ ups(0) D 1+ uns(1) ’

with the corresponding output,

Yns(2) [1 1} ®

3D 3+ ups(0) ® 1+ ups(1)
2@ 24 Uups(0) D1+ ups(1)
4D 44 ups(0) D24 ups(1) B3B3+ uns(0),2 4+ ups(1)

max(4,4 + uns(0), 2 4+ ups(1)).

k-ISO is also satisfied for k = 2. y5(2) = yns(2) can be achieved all three cases:
if ys(1) =5, we can choose uns(0) =1 and uns(1) < 3, which yields yps(1) = 5.
Alternatively,for the other two cases, if ys(1) = 4 4+ us(0) or 2 + us(1), then
setting uns(0) = us(0) and uns(1) = us(l) guarantees equality. Therefore, k-
IS0 holds. Therefore, our example satisfies K-ISO for K = {1,2}.

6.4.1 Opacity and Reachability.

Recall that in Chapter 3, opacity was characterized in terms of reachability,
with the authors of [53] characterizing k-ISO using the outputs associated with
reachable states from the sets of secret and non-secret initial states, X, and
X5, respectively. It is natural to question if something similar can be done for
max-plus systems. We present some initial thoughts in this direction here.

Let x5 € X, and consider the state z(k, zs, Us(k—1)). One simple way to ensure
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opacity is to show that x(k,zs,Us(k — 1)) also lies in the reachable set of some
non-secret initial state x,, € X,s: formally, z(k, x5, Us(k — 1)) € Ry(k, zns).
Using Theorem 6.3.1, z(k, z,, Us(k — 1)) € Ry(k, xys) is equivalent to

Mp i ® (ML, @ w(k, 2, Us(k — 1)) & A2,y = 2(k, 25, Us(k — 1)).
Interestingly, Theorem 6.3.1 implies that the same input sequence
Us(k —1) = M}, ), @ @(k,z,,Us(k — 1)) = Uns(k — 1)

can be applied to drive the system from both zs and z,s to z(k, zs, Us(k — 1)).
This follows because the input sequence given in Theorem 6.3.1 is independent
of the initial state. It is important to emphasize that this condition is rather
restrictive, as it requires exact matching of states rather than outputs at time
k. Thus, it is sufficient but not necessary for opacity.

When the input sequence U, (k — 1) is applied to the secret initial state x, the
corresponding output is given by C ® x(k, zs, Us(k — 1)). From Theorem 6.3.1,

o(k, x5, Us(k —1)) = Mp s @ (M}, & w(k, x5, Us(k — 1)) & A%z,
which implies that
Cou(k,zs,Us(k—1)) = CRMpp® (M}, ), @ w(k, x5, Us(k— 1)) & C ® Az,

For k-ISO to hold, there must exist some z,, € X,5, and some input sequence
U,s(k — 1) such that

Ceuxk zs,Us(k—1)) = C®x(k,xns,Uns(k — 1)).
This can be formulated as

C'®Mpy @ (M, @ a(k,z,,Us(k — 1)) & C ® A%z,
=C®Mpi® (Mf,, @ w(k, 2ns, Uns(k — 1)) & C @ A%z,

In Chapter 3, within the LTI system setting, we saw in the works of [53] that
k-ISO was characterised in terms of outputs of the reachable states from X

and X,,s. We can also do this in the max-plus setting. Let’s denote the output

97



reachable set at time k from a given zy by
V(k,zo) ={C @y :a5€ Rs(k,x0)}.
For the set of secret initial states X, C X, we write,
Ry(k, Xo) = | Ry(k, )
Ts€Xs

and,

Yk, X = |J Yk x) =C®Rs(k, X,).

rs€X5

For k-ISO to hold, it is required for all y, € Y(k, X) there must exist 2, € X,
such that ys € Y(k, zns). In general, k-ISO is equivalent to

V(k, Xs) C Yk, Xns)-
which implies that,
Ry(k,X,) CC7HC ® Ry(k, Xps)). (6.11)
Then for z, € Ry(k, X,) there exists x5 € X, such that
o(k, 25, Us(k —1) = Mpj @ (M}, @ a(k, x5, Us(k — 1)) & A2, (6.12)

Hence, the solution set of (6.12) must be contained in (6.11) for any z; € X.

6.5 Concluding Remarks

In this chapter, we first described linear systems in max-plus algebra, and the
form of the solutions of the state equations (6.1). In particular, we recalled the
observability and input—output matrices within the max-plus framework. Build-
ing on this, we discussed system properties such as reachability, controllability,
and observability in the context of max-plus linear systems. In comparison to
the LTT setting, these concepts become more restrictive, primarily due to the
absence of an additive inverse and the idempotent nature of addition in the
max-plus algebra. Instead, we described weaker versions of reachability and
observability as defined in [21]. Lastly, we presented some initial thoughts on

formulating opacity for max-plus linear systems, and outlined some aspects of
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the relation between reachable states and k-ISO.

99



Chapter 7

Conclusions and Future Work

In this final chapter, we review and summarise the work presented in the thesis.

We also highlight some open questions for future work based on it.

7.1 Summary

In Chapter 2, we reviewed some of the main notions of opacity for discrete event
systems. We saw that opacity provided a formal framework to specify and verify
whether certain secret states or behaviours can be inferred by an external ob-
server based on their observations of the system’s events. Our discussion focused
on state-based approaches, highlighting how each captures different aspects of
information that must remain hidden from an intruder within a partially ob-
served DES. We also briefly discussed verification and enforcement problems
for opacity in DES. Lastly, we recalled the definitions of controllability and ob-
servability in this setting, as these emerge as recurring themes throughout the
thesis.

Chapter 3 provided an overview of how opacity was recently formulated for
LTI systems. We looked at the idea of k-ISO and explored its connection to
several key system properties such as controllability, reachability, observability,
and output controllability. In particular, we saw that controllability and output
controllability over the time interval [0, k] implied the existence of a set of secret
initial states X, that satisfies k-ISO. We noted an issue with the first definition
of K-ISO, by showing that it is possible to have a system that satisfies K-ISO

that is also observable. In this chapter, we also examined k-ISO using backward
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reachable sets. We strengthened a result from [53] characterising k-ISO in terms
of backward reachable sets, by showing that only one of the two conditions from
that paper is required.

Chapter 4 focused on security and attack detection concepts for LTI systems.
In it, we discussed undetectable attacks and examined them using side initial
state information. We also described a design procedure for a consistent de-
tector, where this detector can detect all attacks that don’t belong to the set
of undetectable attacks. In the final sections of the chapter, we considered the
trade-off between undetectable attacks and opacity. We highlighted results from
[34], showing that it is not possible for a system to satisfy opacity without being
vulnerable to undetectable attacks, and we provided an alternative proof to this
fact.

In Chapter 5 we recalled several fundamental aspects of max-plus algebra. To
illustrate the use of max-plus linear systems in modelling and analysing systems
where synchronization and timing are critical, we described a simple railway sys-
tem inspired by [28]. We recalled the connection between matrices and graphs,
showing that the max-plus powers of a general matrix A can provide informa-
tion about the maximal weighted path between two nodes. We also reviewed
methods of solving equations in the max-plus semiring.

In Chapter 6, we moved on to study some fundamental control-theoretic con-
cepts for max-plus linear systems. This included generalising the solutions of
the state equations and examining the observability and input—output matrices
within the max-plus framework. Building on this, we discussed system prop-
erties such as reachability, controllability, and observability in the context of
max-plus linear systems. These notions are more restrictive compared to their
definitions in Chapter 3. We also presented some initial thoughts on opacity for
max-plus linear systems. In this setting, we worked with the definition of £-ISO
described in [52]. We then highlighted the relation between reachable states and

k-ISO, providing some simple sufficient conditions for opacity.

7.2 Future Work

There are several questions that arise from the work described in this thesis.

B In Chapter 6, we gave some preliminary ideas on how opacity could be
considered in a max-plus linear system setting. These initial observations

open several directions for further investigation. In particular, it would
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be worthwhile to explore the connections between opacity, controllability,

and g-step weak observability.

Since max-plus linear systems form a subclass of discrete event systems,
one may consider if the other state-based approaches discussed in Chapter

2 can also be formulated in this framework.

In Chapter 6, we reviewed the concepts of reachability, controllability, and
observability for max-plus linear systems. These notions are restrictive due
to the absence of additive inverses and the idempotent nature of addition
in max-plus algebra. This naturally raises the question of whether it is
possible to reformulate these concepts in a less restrictive manner, aligning

them more closely with their counterparts in Chapter 3.

In Chapter 4, we discussed security and attack detection concepts for LTI
systems. A natural direction for future work is to extend these concepts
to max-plus linear systems. Such an extension could reveal new chal-
lenges and insights, particularly in classifying undetectable attacks and

understanding their relation to opacity.
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