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The prevalence of social robots is increasing, with examples such as customer service robots in malls and
airports. This trend highlights the importance of transparency, particularly in data-sharing interactions
with social robots operating in public spaces, where users may be asked to provide personal information to
receive personalized experiences. This article investigates how design transparency influences user trust and
data-sharing behavior in human-robot interactions. We conducted an experiment with 143 participants who
interacted with the social robot ARI under two transparency conditions: low and high transparency. In the
low-transparency condition, participants were informed about the data being collected and could choose to
save or delete it. In the high-transparency condition, the robot additionally indicated the sensitivity level of
each data item: low (e.g., scenario preference), medium (e.g., name and e-mail), and high (e.g., religious beliefs),
allowing participants to make more informed decisions. Participants were presented with two scenarios:
exploring city events and discovering local attractions. They received personalized recommendations based
on their preferences, with the option to provide personal data (name, phone number, e-mail) for possible
future communication. After the interaction, participants decided whether to save or delete the data they
had shared. The results indicated that while transparency did not significantly affect trust in the robot, it
influenced data-sharing behavior. In particular, participants in the high-transparency condition demonstrated
more cautious behavior, opting to save less data and delete more. Furthermore, the results showed that both
sensitivity levels and transparency influenced the participants’ data-sharing choices. Low-level sensitivity data
led to the highest rates of saving and the lowest rates of deleting, while medium-level sensitivity data showed
the opposite pattern. These findings highlight the need to align data categorization with user perceptions to
address data sharing concerns more effectively.
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1 Introduction

The increasing use of social robots, especially their ability to interact with people, is becoming more
prominent in private and public spaces. These systems frequently collect personal data to provide
personalized experiences, such as dietary restrictions [1], medical information [46], or restaurant
recommendations [2]. This introduces significant ethical and legal challenges [12]. Compliance with
European data protection laws such as the General Data Protection Regulation (GDPR) [6]
and alignment with ethical guidelines such as the Engineering and Physical Sciences Research
Council (EPSRC) Principles of Robotics [4] and trustworthy AI [34] are critical.

Transparency is a foundational concept in these frameworks particularly in the context of
personal data handling [12, 13]. Despite its emphasis on regulatory and ethical standards, the role of
transparency in Human-Computer Interaction (HCI) and Human-Robot Interaction (HRI)
remains complex. Prior work shows that transparency can improve trust, awareness, and user
engagement [3, 5, 35], but it can also reduce trust or create discomfort when it is poorly designed
or overly detailed [10, 22, 30, 44]. The effects vary according to context, task, modality, and user
expectations [11, 27, 37, 42]. For instance, visual versus verbal transparency channels have different
impacts [37], and the balance between clarity and overload remains a key design concern.

Motivated by these mixed findings, we investigate how different transparency designs influence
trusting beliefs and the sharing of personal information during HRI. We implemented two levels of
transparency, low and high, based on the following three approaches: (1) providing explicit informa-
tion about data collection and use, (2) indicating the sensitivity of personal data, and (3) providing
users control over saving or deleting shared data. In the low-transparency condition, participants
received limited information, but could save or delete their data. In the high-transparency condition,
participants received detailed explanations, sensitivity indicators, and the same control options.
Before the main experiment, we conducted a pre-testing phase (A/B testing) during the Project
Expo in Fredrikstad, Norway, with 18 participants. This pre-test aimed to validate the transparency
design and interface clarity by having participants interact with two display conditions and provide
feedback on their understanding of privacy-related information. In addition to pre-testing, we
conducted a field study at a public festival in Barcelona with 143 participants who interacted
with an ARI social robot. During the interaction, the robot asked questions about city events and
attractions, collected personal preferences and contact information, and allowed users to choose
which data to save or delete. The participants then completed a questionnaire measuring their
trusting beliefs in the robot.

The results indicated that while transparency did not affect trusting beliefs, it did affect the
sharing of personal information. Participants in the high-transparency group chose to delete more
data items on average, whereas those in the low-transparency group saved more. Interestingly,
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data categorized as Medium-Level (ML) sensitivity had the lowest save rate, contrary to the
expectation that highly sensitive data would be shared less.

The rest of the article is organized as follows: Section 2 provides background on definitions of
transparency, reviews state-of-the-art research on how transparency influences trust and informa-
tion sharing in HCI and HRI contexts, and discusses transparency design within these domains.
Section 3 outlines the research methodology, including the Research Questions (RQs), hypothe-
ses, and experimental design. Section 4 presents the experimental results, while Section 5 discusses
the findings and highlights the study’s limitations. Finally, Section 6 concludes the article and
suggests directions for future work.

2 Related Works
2.1 Definitions of Transparency

While the concept of transparency remains somewhat ambiguous, it has been interpreted and
defined in various ways across different guidelines. The transparency requirement in GDPR was
first recognized at a 2009 conference in Madrid and later included in the 2012 GDPR proposal
[13]. It is now a core principle in Article 5(1)(a) of the GDPR, which states that personal data
must be “processed lawfully, fairly, and in a transparent manner concerning the data subject”
[13]. According to GDPR [6], transparency is crucial for disclosing personal data collection and
processing, requiring individuals to be clearly informed about when, how, and by whom their data
are handled. This is especially important in complex technological contexts, such as social robots
that interact with the public and provide recommendations based on users’ preferences and, in
some cases, their personal data. Beyond legal requirements, transparency also plays an ethical role,
as it supports human autonomy by enabling users to understand data usage, facilitating informed
consent, and allowing them to make meaningful choices about technology use. Transparency should
provide users with valuable information to support informed decision-making, as its absence can
undermine the perceived trustworthiness of information providers.

Transparency plays a crucial role in building trust in Al systems by ensuring that users and
stakeholders can understand and assess the system’s functionality, decisions, and limitations. The
definition of transparency according to the High-Level Expert Group on Artificial Intelligence
[34] includes three key elements: traceability, explainability, and communication. Traceability
involves maintaining a log of the system’s development and operations to enable retrospective
analysis, while explainability focuses on making the technical processes and rationale behind the
AT’s decisions understandable. Communication emphasizes informing users about the Al system’s
characteristics, limitations, and the fact that they interact with an Al not a human. This definition
aims to ensure user awareness and help users accurately calibrate their trust in the system by
addressing the AI’s explainability and limitations.

Transparency in Al has been discussed in different types and typologies [13, 25, 36, 45]. Felzmann
et al. [13] classified transparency as prospective and retrospective. Prospective transparency requires
organizations (data controllers) to inform individuals (data subjects) about data processing before
it begins, using clear, accessible language. This includes details such as who is processing the
data, what data is being processed, why, and how long it is being used, especially when targeting
vulnerable groups such as children. Retrospective transparency allows individuals to trace decisions
made by automated systems, potentially involving human intervention and explanations. In another
study, the notion of transparency in Al is divided into two categories: outward and functional
transparency [36]. Outward transparency focuses on the relationship between the Al system and
external entities, such as developers, users, and media, addressing how the system is developed,
presented, and deployed. Functional transparency concerns the system’s inner workings, such as
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how decisions are made or factors are weighted. Both aspects are often intertwined but differ in
their ease of implementation. Zhang et al. [45] associated transparency with explainability and
presented two definitions of explanations: local and global explanations. Local explanations refer
to the rationale behind a single, specific outcome of a model, providing insight into the factors that
influenced that particular decision. In contrast, global explanations focus on how the algorithmic
model works, offering a broader understanding of the model’s overall decision-making process. In
a similar study, Preece et al. [25] linked transparency to explainability by distinguishing between
transparency-based explanations, which focus on understanding the inner workings of an Al model
and aims to provide insight into how the model functions, and post hoc explanations, which clarify
specific decisions after they are made without revealing the model’s internal processes or unpacking
its underlying mechanisms.

The concept of transparency in robotics has been interpreted differently in guidelines, such as
the EPSRC Principles of Robotics [4], which emphasizes the need for transparency with respect to
the machine-like nature of a robot to avoid misleading users. These guidelines assert that robots
should not be designed to exploit vulnerable individuals by concealing their true nature. However,
the impact of transparency in real-world applications is more complex and context-dependent,
varying according to the robot’s purpose and application. Transparency in robotics, particularly
in therapeutic robots within home environments, requires effective privacy mechanisms that
ensure data integrity, prevent misuse, and allow users to adjust their preferences in these sensitive
settings [32]. The study [32] examined privacy frameworks for therapeutic robots in home settings,
focusing on Nissenbaum’s Contextual Integrity (CI) [24] and Fair Information Practices
(FIPs) [16]. CI emphasizes the norms that govern the flow of information within specific contexts,
while FIPs advocate universal rights such as transparency, access, and control over personal data.
Applied to robots, these frameworks emphasize the need for transparency in data collection,
storage, and use, as well as for providing users with control over sensors, data storage locations,
and access.

2.2 Effects of Transparency on Trust and Information Sharing in HCI and HRI

The complexity of transparency in robotics, especially in non-industrial settings, can be understood
in terms of trust and utility. Although the EPSRC Principles of Robotics advocate transparency to
avoid deception, the relationship between transparency and trust is not straightforward. While
increased transparency can enhance trust by clarifying decision-making, it may also reduce a
robot’s utility in emotionally engaging roles, such as companion robots, indicating the need for
further research to explore the balance between transparency, utility, and trust [42].

The impact of transparency on trust, awareness, user perceptions, and engagement have been
investigated in HCI [3, 5, 27]. Rader et al. [27] focused on the effects of four types of explana-
tions (what-explanations, how-explanations, why-explanations, and objective explanations) of the
Facebook News Feed on user beliefs and judgments about the News Feed. They found that all
explanations increased participants’ awareness of the algorithm’s effects and understanding of
their News Feed content. However, what- and how-explanations worked better than why- and
objective explanations. In addition, while brief explanations effectively support awareness and
accountability, they struggled to address interpretability and correctness. Chen and Sundar [5]
conducted an initial exploration of how personalization and information transparency enhance
user engagement and product involvement. They investigated the effects of personalization (overt
vs. covert) and transparency (high vs. low) on data collection on perceived control and trust in
mobile apps. They demonstrated that overt personalization increases perceived control, while high
transparency enhances trust, reduces privacy concerns, and increases user engagement. Bitzer and
Wiener [3] examined how Algorithmic Transparency (AT) affects user adoption, comprehension,
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and trust in contact-tracing apps. An online experiment with 116 participants showed that greater
disclosure of the app’s inner workings (transformation AT) positively influences user adoption,
understanding, and trust.

In HRI, several studies have highlighted the positive impact of transparency on trust, user
experience, and HRI performance [35, 38, 39]. Wang et al. in their studies [38, 39] demonstrated
that clear explanations of a robot’s decision-making process enhance trust, transparency, and
human-robot team performance. Moreover, Vitale et al. [35] examined the impact of transparency
in privacy-sensitive data collection systems using a humanoid robot and a screen-based kiosk. The
analysis demonstrated strong evidence that a transparent system leads to a more positive user
experience compared to a non-transparent system for both cases.

The extent to which transparency can enhance awareness and build trust was explored in several
studies [10, 11, 22, 43]. In a recent study, Ezenyilimba et al. [11] explored how robot transparency
and explanations influence human trust and situation awareness in a simulated environment. The
study found that context-driven robot explanations significantly improved situation awareness and
trust, allowing human teammates to make quicker decisions and take more active roles. Although
transparency alone did not yield the highest situation awareness and trust scores, combining
transparency with detailed explanations led to more trust and situation awareness. However, Yang
et al. [43] reported different findings. They explored transparency in a task where participants
controlled drones and monitored their visualizations for threats, with transparency manipulated
through the drones’ alert systems. Participants received either a low-transparency binary warning
(“Danger” or “Clear”) or a higher transparency, nuanced alert system. Their findings revealed
that higher transparency had a stronger effect on participants’ trust, leading to more calibrated
responses compared to the low-transparency condition.

Although transparency is generally seen as a sign of openness and accountability and can
enhance perceived trustworthiness, it does not always lead to increased accountability or trust
in practice. The ethical literature recognizes the complex effects of transparency, including both
positive and negative outcomes [18]. Wanner et al. [40] proposed a Technology Acceptance Model
that highlights how transparency strongly influences trust in the system’s ability, though its direct
effect on trust propensity is not significant. Cramer et al. [7] in their study, indicated that while
transparency improves perceived understanding and acceptance, it does not directly enhance trust.
Research on transparency’s impact on trust has revealed mixed results. In the field of public policy,
Grimmelikhuijsen [17] and De Fine Licht [8] reported that the impact of transparency on trust was
not significant. In areas involving sensitive tradeoffs, such as human well-being against financial
considerations, transparency can have negative effects on public legitimacy [8]. This suggests that
transparency does not always enhance trust, and decision-makers must carefully consider the
context of decision-making.

Moreover, contrary to the prevailing narrative in explainable Al research, while transparency
is important, it must be carefully calibrated to avoid negative effects on trust and ensure the
responsible use of Al systems. Schmidt et al. [30] through a behavioral experiment involving
a machine learning-based decision support tool for text classification revealed that increased
transparency can reduce trust in some cases, particularly when AT’s predictions are correct. The
study also found instances of misplaced trust when the AI’s predictions were incorrect. Furthermore,
the study by Straten et al. [33] explored the effects of transparency regarding a robot’s lack of human
psychological capacities on children’s perceptions and relationships with the robot. The results
showed that transparency decreased children’s human-like perceptions of the robot and reduced
their trust. However, transparency did not affect children’s feelings of closeness toward the robot. In
another study, Yu and Li [44] reported contradictory results. They explored how Al decision-making
transparency affects human trust, using an experimental vignette to compare transparent and
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non-transparent conditions. They found that while transparency enhances perceived effectiveness
and trust, it can also increase discomfort, which can reduce trust. This dual effect highlights that
transparency does not always have a universally positive impact, as discomfort can negate the
benefits of perceived effectiveness, depending on the context.

While some studies have explored the impact of transparency on information sharing in HCI
[20, 26], to the best of our knowledge, research on how transparency influences information sharing
in HRI remains scarce [28]. Pu et al. [26] examined how Social Network Service transparency impacts
self-disclosure intentions, finding that network transparency reduced perceived information control,
while social presence and monitoring enhanced it. Hesselmann et al. [20] explored privacy concerns
in ride-sharing services by developing a browser extension to enhance transparency, finding that
while it improved user awareness and decision reflection, it had little impact on data disclosure
rates.

When exploring attitudes toward sharing information with mobile home assistant robots, Rein-
hardt et al. [28] conducted a survey to understand participants’ comfort and preferences regarding
data collection, processing, and sharing by mobile home assistant robots, with a focus on informa-
tional privacy. The results revealed that the participants generally preferred local data processing,
were uncomfortable with sharing location data even for emergency purposes, and showed inter-
est in transparency regarding data usage. However, they were less comfortable with the robot
predicting their next location, highlighting the need for further exploration of transparency and
explainability features.

2.3 Design Transparency and Privacy Mechanisms for Trust and Data Sharing in HCI
and HRI

Implementing transparency in robotic technology involves clearly communicating the robot’s
actions, capabilities, and data handling in an easily understandable way. Users often express varied
privacy concerns about social robots in home settings, particularly about video recording. Although
some studies, such as De Graaf et al. [9], allowed users to consent to filming by clicking a button.
However, transparency regarding whether the robot was actively recording remained insufficient,
leaving users uncertain and uneasy. Heuer et al. [21] emphasized the importance of addressing
privacy throughout robot development to balance functionality with ethical considerations, ensure
transparency in the collection of personal data, and provide users with the ability to intervene,
for example, by disabling specific features. Furthermore, studies [15, 31] emphasized the need to
balance sensor activation, functionality, and sensory transparency, highlighting the importance of
trust, especially in older adults’ homes. This transparency requires clear visual or auditory signals,
such as status lights or indicators, to inform users when cameras or microphones are actively
recording [15, 31].

Building on this, the study by Sedenberg et al. [32] tackled the privacy challenges posed by
therapeutic robots, focusing on enhancing transparency and granting users greater control over
data access, storage, and review processes, while ensuring data integrity using robust mechanisms.
For users with diminished autonomy, clear guidelines for caregiver access are crucial to balance
oversight with respect to personal privacy. Transparency regarding government access to data
and adherence to legal frameworks is also essential. Moreover, enabling responsible data sharing
through privacy-preserving systems, such as personal data stores, empowers users to manage
consent and control access while supporting research.

Similarly, studies [19, 29] underscored a strong user preference for enhanced privacy indicators,
local data processing, and control mechanisms that enable users to monitor and actively manage
sensitive data collection, such as health and location information, across smart devices in both
work and home settings. The study by Richter et al. [29] investigated employees’ preferences for
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privacy indicators in smart workplaces, particularly smartwatches, and found that employees
prefer splash-screen indicators to raise awareness about data collection and value the ability to
control or interrupt it. Hernandez Acosta et al. [19] found a demand for greater transparency, local
data storage, and deletion controls in voice assistant users, with participants expressing a need
for customizable settings, “private modes,” and notifications for data usage. This underscores the
universal need for enhanced privacy controls across diverse cultural contexts.

Furthermore, transparency-enhancing tools, such as the Data Track, play a key role in supporting
user control over personal data by enabling ex-post transparency [14]. The Data Track allowed
users to monitor their data disclosures, manage consent, and access their data history, aligning
with GDPR requirements for data portability and consent revocation. Additionally, Wang et al. [37]
developed a three-level transparency model for a robotic driving assistant, using varying amounts
of information through auditory and visual communication channels. However, their findings
indicated that the same level of transparency produced different results depending on the task,
even within the same driving context.

Finally, Zhong et al. [46] explored the impact of varying transparency levels (low and high),
based on collected data about user perception and system efficacy in the context of socially as-
sistive robots for perinatal depression screening. They found that increased transparency en-
hanced the robot’s perceived clarity and persuasiveness, improving its ethical acceptance. How-
ever, despite efforts to improve transparency by conveying explicit information about the robot’s
decision-making process, such as tone of voice, participant understanding remained low across
all conditions.

To further investigate the impact of transparency on trust and data sharing during user interaction
with robots, we aim to explore the separate manipulation of designed transparency at two levels
(low and high) in the context of a robot as a service provider in public spaces. Building on the
findings from the studies mentioned above, which emphasize the need for transparency in data
collection and user control, we propose a combination of three distinct approaches to transparency:
(1) informing participants about the data being collected, (2) describing the sensitivity level of
each data item, and (3) enabling users to control their data by saving or deleting the collected
information. In the low-transparency condition, the robot informs participants about the collected
data and provides options to save or delete their data. In the high-transparency condition, the robot
goes further by additionally highlighting the sensitivity level of each data item, categorized as
low, medium, or high. This approach builds on existing work on transparency while providing a
structured framework to evaluate its impact on user trust and data sharing,.

3 Research Methodology
3.1 RQs and Hypotheses

This article aims to evaluate participants’ trusting beliefs and data-sharing behavior in interactions
with a social robot in public spaces. In line with these objectives, we seek to present the design
transparency in a realistic manner that can be applied to real-world interactions. This leads us to
formulate the following RQ:s.

RQ1: How do different levels of designed transparency (low vs. high) affect the trusting beliefs of
participants who interact with a social robot as a service provider in public spaces?

RQ2: How do different levels of designed transparency (low vs. high) affect participants’ data
sharing with a social robot as a service provider in public spaces?

RQ3: How does communicating different sensitivity levels of personal information affect partici-
pants’ data sharing with a social robot a service provider in public settings?
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In addressing the RQs and objectives of this study, we designed the following hypotheses (Hs):

H1: The average value of trusting beliefs among participants interacting with a robot designed
for high transparency is higher than that of those interacting with the robot designed for
low transparency.

H2: Participants interacting with a robot in the high-transparency condition make fewer “save”
choices and more “delete” choices on average compared to those interacting with a robot in
the low-transparency condition.

H3: Participants interacting with a robot in the high-transparency condition make fewer “save”
choices and more “delete” choices across all levels of sensitivity (low, medium, and high)
compared to those interacting with a robot in the low-transparency condition.

H4: Participants make the most “save” choices and the fewest “delete” choices for Low-Level
(LL) sensitivity information compared to ML and High-Level (HL) sensitivity information.

H5: Participants make the fewest “save” choices and the most “delete” choices for HL sensitivity
information compared to LL and ML sensitivity information.

3.2 Experimental Design

3.2.1 Overview and Setup. The study consisted of two parts: a pre-testing (A/B testing) conducted
during the Project Expo in Fredrikstad, Norway, and a subsequent main experiment carried out
at the public festival (Festa de la Ciéncia 2024) in Barcelona, Spain. Participation was open to
visitors over the age of 18. Eighteen participants engaged in the A/B test during the Project Expo.
The pre-testing was conducted in a public space, where participants interacted with the robot
and evaluated the two display conditions in a naturalistic environment. The main experiment had
143 participants, comprising 61.5% females, 37.1% males, and 1.4% who preferred not to disclose
their gender. The demographic distribution of the participants is outlined in Table 3. Both parts
used the ARI social robot (PAL Robotics), equipped with a touchscreen interface for participant
interaction. The pre-testing was intended to validate the transparency design and interface clarity
before conducting the large-scale study. The main experiment then evaluated the finalized setup
with a larger and more diverse sample. The two participant groups were completely independent.
This structure also provided an opportunity to test the setup across diverse participants and different
environmental contexts.

3.2.2  Pre-Testing. The pre-testing phase of this study aimed to evaluate the feasibility and effec-
tiveness of the planned activities, particularly focusing on user engagement and HRI. A significant
component of this phase was an A/B testing activity designed to assess participants’ understanding
of privacy-related information and their perceptions of transparency. The methodology related to
A/B testing is outlined below:

A/B Testing Setup.
Two screens were prepared for the A/B testing:

(1) Standard Information Display: This screen presented the personal information collected by
the system without any indication of sensitivity levels or color-coding, as shown in Figure 1.

(2) Enhanced Transparency Display: A screen presented the same information with color-coded
sensitivity levels (high, moderate, and low sensitivity) as shown in Figure 2.

Participants were asked to interact with both displays and provide feedback on their clarity and
perceived transparency. Participants’ responses to the A/B testing were captured using a structured
format. Two key questions were asked:

Q1: Did the color-coding make the sensitivity of information shared more understandable for you?
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Information has been collected during our interaction

Please choose what you would like to do with the data:

Name:
Ole Nordmann

Language Preference:
Norsk

Phone:
+47 999 99 999

Interested in:
Current events

Personal Political Interest

Health Information:

Dependent on Wheelchair

Fig. 1. A/B testing—example (standard).

O Delete

O Delete

O Delete

O Delete
O Delete

O Delete

O Save

O save

O Save

O Save
O save

O save

Information has been collected during our interaction

Please choose what you would like to do with the data:

Name:

Ole Nordmann -Sensitive information

Language Preference:

Norsk [e)'"M-Sensitive information
Phone:
+47 999 99 999 -Sensitive information

Interested in:
Current events (W60)"A -Sensitive information

Personal Political Interest -Sensitive information

Health Information:
Dependent on Wheelchair =lls[sN-Sensitive information

O Delete

O Delete

O Delete

O Delete
O Delete

O Delete

Fig. 2. A/B testing—example (enhanced transparency display).

O save

O save

O Save

O Save
O Save

O Save
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Q2: Did the color-coding on the sensitivity of information shared make you feel that the system
is more transparent?

Both questions were followed by open-ended prompts, such as “Why/Why not?” to gather
detailed qualitative feedback. The interaction process included: (i) Introducing participants to the
robot’s potential applications, such as providing recommendations for local events or attractions,
(ii) Explaining the data-sharing scenario, where the municipality collects personal information to
tailor recommendations, and (iii) Presenting the two displays and asking participants to evaluate
the information.

3.2.3  Main Experiment. In this study, participants interacted with the robot through a touch-
screen interface, while the robot simultaneously read out the questions and guided them through
each step. The robot’s speech recognition and dialogue management capabilities were not em-
ployed because the outdoor setting—with high background noise and many attendees—could have
compromised the reliability of such features. This configuration ensured consistent delivery of
the scenarios across participants and supported the study’s focus on transparency by design.
Nevertheless, the interaction was less natural than fully multimodal or embodied HRI settings,
resembling screen-based interaction in some respects, although the robot’s embodied presence and
verbal guidance provided an experience distinct from that of a standalone screen.

To address the RQs, we deployed two distinct service scenarios that the social robot (ARI) could
provide: current events (Scenario 1) and interesting attractions (Scenario 2). Participants chose one
of the two scenarios based on their interests. The robot then asked relevant questions tailored to
the chosen scenario, prompting participants to share their preferences and personal data. Using
this information, ARI provided personalized recommendations aligned with their interests. Each
set of recommendations was organized into specific categories:

Scenario 1: Current events, with recommendations categorized as Cinema, International/Expat
Group-based, or Religious.

Scenario 2: Local attractions, with recommendations categorized as Museums/Galleries or Reli-
gious Places.

In addition to preferences, participants were asked for personal information (name, phone
number, and e-mail) to enable future communication and updates. However, sharing this data was
optional. All preferences and personal data were classified by sensitivity level: low, medium, and
high.

(i) LL Sensitivity: Information such as preferences for scenario categories or specific types of
events.
(if) ML Sensitivity: Personal details such as name, e-mail, or phone number.
(iii) HL Sensitivity: Information about religious beliefs, ethnicity, children, or preferred location.

These data points were categorized based on the European Commission’s guidelines for de-
termining HL sensitivity information [41]. For instance, questions about preferences for specific
scenario categories were considered LL sensitivity, while questions requesting name, e-mail, or
phone number were deemed ML sensitivity. Finally, inquiries about religious beliefs, ethnicity, chil-
dren, or preferred location were classified as high sensitivity. Table 1 shows the specific questions
for each category in both scenarios, along with their sensitivity levels.

Based on the two transparency conditions (low vs. high), we divided participants into two
groups. In the low-transparency condition, the robot notified participants of the collected data
and allowed them to choose whether to save or delete it. In the high-transparency condition, the
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Table 1. Scenario Questions and Categories with Their Sensitivity Levels

Scenario Category Questions

—Are you in a group with kids? (HL)

Cinema (LL) —Which age group should I take into account when
recommending a film to you? (HL)

—Which genre of movies are you interested in? (e.g.,

Scenario 1: Action, Adventure, Comedy, Documentary; Drama,
Current events in SCI-FI, Thriller) (LL)
the city (LL)
International/Expat —Are you originally from abroad? (HL)
Group-Based (LL) —Are you interested in events with expat

groups/internationals? (LL)

Religious (LL) —Are you interested in events with a Christianity
connection? (HL)

Scenario 2: Museums/Galleries —In which district of the city do you want to visit a
Interesting (LL) museum or gallery? (HL)

attractions in the

city (LL) Religious Places (LL) —Do you have beliefs/interests in Christianity?

(HL)

robot provided the same options but also indicated the sensitivity level of each data item using the
low/medium/high categories, as mentioned above.

3.24  Procedure. The main experimental procedure consists of three steps: pre-interaction,
interaction, and post-interaction, as shown in Figure 3. During the pre-interaction phase, we gave
participants information about the research project and the scenarios and asked them to sign the
consent form. In the first part of the interaction phase, participants interacted with the robot and
answered the questions presented on its touchscreen. The questions were related to the scenarios
(see Section 3.2.3 and Table 1 for more details). Then, depending on their responses, the robot
displayed either a list of current events or a list of interesting attractions. In the second part of the
interaction phase, which focused on design transparency, the robot asked participants whether they
would like to share personal or contact details, including name, phone number, and e-mail, to receive
a monthly newsletter about current events, updates on attractions, or a list of interesting events
or attractions via e-mail or SMS. Depending on their preferences, participants were then asked to
provide their personal information. Subsequently, the robot displayed a summary of the information
collected during the interaction (e.g., category preferences and personal information) and asked
participants whether they wanted to save or delete this data on the robot. They were required to
decide for each item whether to save or delete it, ensuring that their preferences were explicitly
recorded. Although no data were actually stored on the robot, even when participants chose to
save a data point, they were not informed of this during the study to ensure genuine behavior.
This approach allowed us to capture their true preferences. After the interaction, participants were
debriefed and informed that no data had been saved. In the third phase, we asked participants
to complete a short questionnaire about their level of trusting beliefs in the robot regarding data
sharing (see Table 2 for the questionnaire items). The estimated duration of the whole experiment
for each participant was about 5-10 minutes. Figure 4 demonstrates a participant interacting with
the robot.
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Pre - Interaction Interaction Post - Interaction

Questionnaire on

Design Transparency Trusting Beliefs

o Giving information [0_0] i _ _
about the study Interacting with robot © SPeC}ﬂC about which da{a is collected
o Ask to sign based on the scenarios o SPe?lﬁC about how data is usgd
consent form o Letting the users to delete their

personal data

Fig. 3. Overview of the main experimental procedure.

Table 2. Analysis of the Dimensionality, Reliability, and Validity of the
Trusting Beliefs Items

Factor Loading T Mean SD

Trusting Beliefs (AVE: 0.8; Cronbach’s Alpha: 0.87)

I think the robot is trustworthy in 0.91 9.61 5,50  1.19
handling information.

I think the robot tells the truth and 0.90 7.58 5.63 121
fulfills promises related to the in-
formation provided by me.

Itrust that the robot would keep my 0.99 7.91 501 145
best interests in mind when dealing
with information.

I think the robot is in general, pre- 0.70 7.93 558 113
dictable, and consistent regarding
the usage of information.

I think the robot is honest with 0.94 1050 543  1.20
users when it comes to using the
provided information.

3.25 Measurements. To address the study’s RQs and assess the proposed hypotheses, we evalu-
ated the trusting beliefs of the participants based on a questionnaire and the data sharing based
on their responses to saving or deleting the information gathered during interaction with the
robot. Trusting beliefs are defined as the degree to which users believe the robot is protecting their
personal information [1, 2]. We used the same items to assess the trusting beliefs as in our previous
studies [1, 2]. It contains five items (see Table 2) rated on a 7-point Likert scale ranging from (1)
strongly disagree to (7) strongly agree, adapted from [23].

To determine participants’ data-sharing behavior, we computed the total Number of Save
(NS)/delete (ND) choices made during the second part of the interaction phase. In addition, we
calculated the total NS/ND choices for each participant according to the sensitivity level associated
with each data item.

4 Experimental Results
4.1 Pre-Testing Results
Perceived Understandability of Color-Coding (Related to Q1): Fifteen out of 18 participants (83%)
reported that the color-coding made the sensitivity of shared information more understandable,
while 3 participants (17%) indicated that it did not enhance their understanding.

Perceived Transparency of Color-Coding (Related to Q2): Thirteen out of 18 participants (72%)
stated that the color-coding of sensitivity levels made the system feel more transparent. Four
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Fig. 4. A participant interacting with the robot.

Table 3. Demographic Profile of the Participants

Variable Description Frequency Percentage
Female 88 61.5
Gender Male 53 37.1
Prefer not to say 2 1.4
18-24 7 4.9
Age 25-34 22 15.3
35-44 40 28.0
45-54 61 42.7
More than 54 13 9.1

participants (22%) did not find that the color-coding to improve transparency, and 1 participant
(6%) responded with “Maybe.”
Participants provided additional feedback on the information display and color-coding:

(i) All presented information was labeled as “sensitive,” suggesting a need to reformulate and
refine the sensitivity categorization.
(i) Participants proposed the use of different shapes in addition to color-coding to improve
accessibility for individuals with color vision deficiencies.
(iii) Participants suggested defining the color meanings in a header or legend to reduce textual
descriptions and improve clarity.
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Fig. 5. Histogram showing the distribution of trusting beliefs among participants.

These findings highlight the effectiveness of color-coding in improving understandability and
transparency for most participants while also revealing areas for further refinement to enhance
accessibility and clarity.

4.2 Psychometric Characteristics of Trusting Beliefs

We assessed the psychometric characteristics of dimensionality, reliability, and validity of the
trusting beliefs items as a factor using Confirmatory Factor Analysis, as demonstrated in Table 2.
This analysis is crucial for understanding the underlying structure and measurement properties
of the items related to trusting beliefs in our study. The Average Variance Extracted (AVE)
measures the extent to which a group of items within a construct aligns with the intended concept.
Internal consistency reliability was evaluated by using Cronbach’s Alpha, providing insights into
the consistency of responses across these items. The accepted values for AVE and Cronbach’s Alpha
are 0.5 and 0.7, respectively. Additionally, validity was assessed through factor loadings, indicating
how well each item measures the underlying construct of trusting beliefs, with each item ideally
having a value exceeding 0.60. Moreover, a T-value represents the ratio of the difference between a
sample mean and a population mean to the standard error of that difference, assessing the statistical
significance of the mean difference. As demonstrated in Table 2, all the constructs met their criteria.

4.3 Assessing the Results of the Questionnaire

As mentioned earlier, we evaluated the trusting beliefs of the participants based on a questionnaire to
assess the study hypotheses. Figure 5 shows the distribution of trusting beliefs across participants.
The trusting beliefs results for all participants, with M = 5.36 and SD = 1.09, demonstrate that
81 individuals (56.64%) showed their agreement (or strong agreement) with the trusting beliefs
questions and thus a high level of trust in the robot. While 51 persons (35.66%) were in the middle
range [3.19-5.38], only 11 individuals (7.70%) showed a low level of trust in the robot.

According to the results of the one-way ANOVA test for trusting beliefs, the average value
of the trusting beliefs for participants interacting with a robot in both conditions (high- and
low-transparency design) is almost equal M(Trusting Beliefs)migh Transparency = 5.33,
M(Trusting Beliefs)1ow Transparency = 5.38 and their difference does not reach statistical sig-
nificance (F = 0.06, p = 0.79), which is confirmed by Figure 6.
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4 B Low Transparency

M High Transparency

Avgerage Trusting Beliefs

1

Fig. 6. The average value of trusting beliefs for each group.

Hence, the findings suggest that participants who interact with the robot in a high-transparency
design do not exhibit increased trusting beliefs in the robot compared to those who interact with
the robot in a low-transparency design, which contradicts H1.

4.4 Assessing Data-Sharing Behavior in Participant-Robot Interactions

We evaluated participants’ data-sharing behavior by analyzing the total NS and ND choices they
made at the end of the interaction phase. Additionally, we computed the NS and ND choices for
each participant across different data sensitivity levels—LL, ML, and HL—and conducted one-way
ANOVA tests for all measurements, as presented in Table 4.

The one-way ANOVA test on the total NS and Delete (ND) choices made by participants in-
dicated a statistically significant difference between those who interacted with the robot in the
high-transparency design (NShigh Transparency> NDHigh Transparency) and those who interacted with
the robot in the low-transparency design (NSrow Transparencys NDLow Transparency)- Therefore, par-
ticipants who interacted with the robot in the high-transparency design appeared to make fewer
save choices and more ND choices than those in the low-transparency design, suggesting that H2
is supported (see Table 4).

In addition, the one-way ANOVA test on the NS and ND choices across different sensitivity levels
of the questions revealed statistically significant differences between participants who interacted
with the robot in the high-transparency design and those in the low-transparency design. As
shown in Table 4 and Figure 7, the average NS choices across all sensitivity levels was lower for
participants in the high-transparency condition than for those in the low-transparency condition.
In contrast, the average ND choices was higher for participants in the high-transparency condition.
These findings collectively support H3.

Moreover, to examine the average NS and ND choices across different sensitivity levels of the
data collected during the interaction with the robot, we conducted a one-way ANOVA test for the
three sensitivity levels (see Table 5). The findings indicated statistically significant differences for
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Table 4. One-Way ANOVA Test Results of the Data Sharing for Each
Group of the Participants and in Terms of the Sensitivity Levels of

the Data

Measurement Mean SD  F-Statistic p-Value
NSHigh Transparency 2.61 5.24 19.06™** 2.43e—5
NSrow Transparency 4.2 4.21
NDHigh Transparency 2.46 6.10 19.24%** 2.24e—5
NDrow Transparency 0.92 2.90
(NS - LL)High Transparency 1.86 2.20 13,81 0.0003
(NS = LL)Low Transparency 2.71 1.51
(ND - LL)High Transparency 0.41 2.47 570* 0.02
(ND - LL)Low Transparency 0.14 1.23 ' '
(NS - ML)High Transparency 0.19 0.34 6.20* 0.01
(NS - ML)Law Transparency 0.52 0.89 ’ ’
(ND - ML)High Transparency 1.34 0.70 i

12.26 0.0006
(ND - ML)Low Transparency 0.55 0.26
(NS - HL)High Transparency 0.55 0.52 .

14.08 0.00026
(NS - HL)LOW Transparency 0.96 0.33
(ND - HL)High Transparency 0.70 0.49 ks

21.53 7.86e—6
(ND - HL)LW Transparency 0.22 0.28

NS and ND represent the number of save and delete choices, respectively.
Suffixes -LL, -ML, and -HL indicate data with low, medium, and high sensitivity
levels, respectively. Additionally, * denotes p < 0.05 and *** denotes p < 0.001.
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Fig. 7. The average NS/delete for each group in terms of the sensitivity level of the data.

both the average NS and ND choices: F = 215.83, p = 1.85e—65 for NS and F = 16.92, p = 8.51e—8

for ND.

The analysis of the average levels of save choices (NS) and delete choices (ND) across different
sensitivity levels revealed that LL sensitivity data had the highest average NS choices (NS — LL),
while ML sensitivity data (NS — ML) had the lowest. Similarly, the lowest average ND choices was
observed for LL sensitivity data (ND — LL), whereas ML sensitivity data (ND — ML) exhibited the
highest. These findings support hypothesis H4, as participants made the most “save” choices and
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Table 5. One-Way ANOVA Test Results of the Data
Sharing in Terms of the Sensitivity Levels of the Data

Measurement Mean SD  F-Statistic p-Value

NS -LL 2.47 1.35

NS - ML 0.37 0.66  215.83"** 1.85e—-65
NS - HL 0.77 0.46

ND - LL 0.27 1.96

ND - ML 0.92 0.48  16.92*** 8.51e—-38
ND - HL 0.45 0.43

NS and ND represent the number of save and delete choices,
respectively. Suffixes -LL, -ML, and -HL indicate data with low,
medium, and high sensitivity levels, respectively. Additionally,
*** denotes p < 0.001.

the fewest “delete” choices for LL sensitivity information. However, they contradict hypothesis H5,
as participants made the fewest “save” choices and the most “delete” choices for ML sensitivity
information rather than for HL sensitivity information.

5 Discussion
5.1 Summary of Key Findings and Interpretation of Results

To address RQ1, we analyzed the questionnaire results on trusting beliefs in the robot, revealing
that most participants exhibited high trust. However, the ANOVA showed no significant difference
in trust between the high and low-transparency designs. This suggests that the transparency level
does not significantly influence participants’ trusting beliefs, contradicting H1. These results reflect
the complex, context-dependent relationship between transparency and trust. While transparency
is often associated with openness and accountability, it does not always translate into higher trust,
as evidenced by the lack of a significant difference between the two designs. This aligns with
previous studies, which found mixed effects of transparency on trust [7, 8, 17, 40]. The findings
suggest that the effects of transparency on trust are more complex than initially assumed. While
higher transparency was hypothesized to enhance trust, the results indicated no such effect in HRIs.
This lack of effect may result from the questionnaire’s inability to accurately capture participants’
trusting perceptions or the transparency designs not aligning with their expectations. These findings
underscore the importance of calibrating transparency to the specific context and audience to
balance user expectations, comfort, and the perceived necessity of transparency while avoiding
unintended negative outcomes.

To address RQ2, our study found that participants interacting with a high-transparency robot
exhibited more cautious data-sharing behaviors, as evidenced by fewer save choices and more
ND choices than those in the low-transparency condition. These results support H2, suggesting
that higher transparency increases users’ awareness of data sensitivity, prompting more critical
evaluations of the robot’s data-sharing requests. This finding is consistent with previous research
that highlights the role of transparency in influencing self-disclosure behaviors and decision-
making [20, 26, 28]. In this context, the high-transparency design encouraged participants to assess
data-sharing requests, leading to reduced willingness to disclose personal data. This suggests that
transparency can effectively promote cautious data sharing, aligning with users’ preferences for
control and accountability over their data handling practices.
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To address RQ3, the study revealed significant differences in the save and ND choices of the par-
ticipants based on the sensitivity of the data. Participants who interacted with the high-transparency
robot made fewer save choices and more ND choices across all sensitivity levels, supporting hy-
pothesis H3. Data sensitivity also influenced their behavior, with the highest NS and ND choices
recorded for LL sensitivity data and the lowest for ML sensitivity data, which confirms hypothesis
H4 but contradicts H5. These results suggest that users are more cautious about sensitive data
and less likely to share it when transparency is higher. The contradiction with H5 may be due
to differences between how we categorized the sensitivity of the data and how the participants
perceived it. This highlights the need to align the sensitivity levels with user perceptions to obtain
more accurate results. Furthermore, the findings show the importance of designing transparency
features that account for data sensitivity to better address privacy concerns and help users make
informed decisions about sharing their data.

Reflecting on these results, it is evident that while transparency plays a significant role in
promoting cautious behavior and encouraging critical evaluation of data requests, its impact on
trust and sharing behaviors is not straightforward. The effects observed across different levels of
transparency and data sensitivity suggest the need for a thoughtful design approach that considers
not only the transparency features themselves but also the context, user expectations, and the
nature of the data being shared. Ensuring that transparency features are appropriately aligned with
the data type and users’ preferences are crucial for fostering trust while maintaining privacy.

5.2 Limitations

While this study provides valuable insights, it is important to acknowledge certain limitations that
could influence the findings and guide future research.

Perception of Sensitivity: A key limitation of this study lies in the potential mismatch between the
predefined sensitivity levels of the data and participants’ subjective perceptions of that sensitivity.
While we categorized data into low, medium, and high sensitivity based on predefined criteria,
participants may have interpreted the sensitivity of certain data types differently, depending on
personal, cultural, or contextual factors. This discrepancy could have influenced their data-sharing
behavior in ways not fully captured by the experimental design. For example, some participants
may have perceived ML sensitivity data as either more sensitive or trivial, leading to unexpected
patterns in saving or deleting data.

Sample Limitations: The experiment was conducted at a public science festival open to everyone
and offered free admission, attracting a diverse audience. However, voluntary participation may have
introduced self-selection bias, as those who chose to participate might have been more interested or
motivated, potentially affecting the generalizability of the findings. To mitigate this limitation, we
ensured a relatively large sample size (143 participants), which helps improve the representativeness
of the sample. The diversity of festival attendees and the open nature of recruitment also contributed
to capturing a wide range of perspectives. While some bias may remain, these factors enhance the
generalizability of our findings.

Interaction Constraints: The robot used in the study had advanced features such as speech
recognition and dialogue management, but these were not activated due to the outdoor setting.
With over 1,000 attendees and high background noise levels, relying on speech recognition would
have risked inaccuracies. Instead, participants interacted with the robot through a touchscreen,
which ensured consistency but reduced the naturalness and interactivity of the experience. This
could have influenced how participants engaged with the robot and, consequently, the study as a
whole.

Finally, while pre-testing revealed useful suggestions for refining the user interface (e.g., color-
coding, sensitivity categorization, and accessibility), these refinements were not integrated into the
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current experiment to maintain consistency across participants. Instead, they will inform future
design iterations and follow-up studies.

6 Conclusions and Future Work Directions

This study investigated the influence of design transparency on trust and data-sharing behavior
during HRIs. Participants interacted with a social robot under high- or low-transparency conditions,
answering questions of varying sensitivity levels and deciding whether to save or delete the
collected data. Although transparency did not significantly impact trust (contradicting H1), it
had a significant effect on data-sharing behaviors, with high transparency leading to fewer save
choices and more ND choices (supporting H2). Regarding data sensitivity, participants exhibited
less cautious behavior with LL sensitivity data, saving it more frequently and deleting it less often,
which confirmed H3 and H4. Interestingly, the ML sensitivity data were saved and deleted the least,
partially contradicting H5.

These findings suggest that while transparency can raise awareness and influence cautious
data sharing, the predefined sensitivity categories used in the study did not always align with
participants’ perceptions. This highlights the importance of tailoring transparency features to data
sensitivity levels to effectively address privacy concerns.

Building on these insights, future research could collect participants’ subjective ratings of data
sensitivity prior to the main experiment and adjust the sensitivity labels accordingly, ensuring that
the classification better reflects participants’ perceptions. Alternatively, providing brief explanations
or examples for why certain data are considered low, medium, or high sensitivity could help
standardize participants’ understanding. Incorporating these measures would reduce the mismatch
between predefined sensitivity levels and participants’ subjective perceptions, leading to more
accurate insights into data-sharing behavior.

Further studies might explore ways to improve sample representativeness by ensuring a broader
and more diverse sample that reflects the general population. This could involve conducting
experiments in various public spaces to reduce participant selection bias and better capture the
range of perspectives, experiences, and demographics present in the wider population. Furthermore,
future research could conduct experiments in quieter and more controlled environments to better
understand the impact of interactive features, such as speech recognition. Exploring different modes
of interaction (e.g., touchscreens, voice, or gestures) could also help determine the most effective
ways to engage users and assess robot trust and transparency in various contexts.

Finally, conducting longitudinal studies could provide valuable insights into how users’ percep-
tions and behaviors change over time as they interact with robots in real-world, public settings.
These studies would help us understand how sustained interaction with robots influences various
aspects of human-robot dynamics, such as trust, sharing information, and the broader impacts of
robots in public spaces. Investigating long-term effects would reveal how users adapt to and form
relationships with robots over time and how factors such as transparency, data control, and robot
functionality affect these ongoing interactions.

Ethical Approval and Consent to Participate

This study was approved by the Ethics Committee of the Spanish National Research Council
(CSIC) under reference number 152/2024. The ethical evaluation confirmed that the research
involving human participants, including the processing of personal data, complied with all applicable
ethical standards. Informed consent was obtained from all participants prior to their participation.
Participants were informed of the voluntary nature of the study, their right to withdraw at any time
without consequence, and the measures taken to ensure data confidentiality and anonymity. No
personal data were stored, and all responses were anonymized in compliance with EU Regulation
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2016/679, Directive 95/46/EC (GDPR), and Spanish Organic Law 3/2018, of 5/12, on the Protection
of Personal Data and guarantee of digital rights.
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